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Introduction

—

» Cryptographic hash functions are hash functions which
are resistant to preimage, collision attacks and other
attacks.

» Practical applications include message integrity checks,
digital signatures, authentication, etc.

» SHA-3 (Secure Hash Algorithm 3) is the latest
member of the Secure Hash Algorithm family of standards,
released by NIST which is based on KECCAK.
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Attacks

Let H be a cryptographic hash function.
» Preimage attack: Given H(m) , find any m’ such that
H(m') = H(m).
» Collision attack: Find any m # m’ , such that
H(m) = H(m').
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f: KECCAK-f permutation
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KECCAK-p permutation

» Block size: 5 x 5 x 64 = 1600.

> =201 = 1600 — ¢ where ¢ € {224, 256,384, 512}.

» Number of rounds: In each round there are five Step
mappings (0, p, m, X, ).
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—

Sz, y, 2] = S|z, y, 2] ® P[(z+1) mod 5][(2—1) mod 64]@® P[(x—1) mod 5][2]
where Plz][2] = @:_, S|z, i, 2]

Figure: 0

Source: https://keccak.team/figures.html




Figure: p

Description of p

Source: https://keccak.team/figures.html




Description of m

—

Source: hitps://keccak.team/figures.html
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Description of y and ¢

» x: Only non-linear function

Sz, y, 2] = S[z,y, 2] ® ((S[(x + 1) mod 5,y,2] & 1)-
S[(xz+2) mod 5,y, z])

S'[0,0] = S[0,0] & RC;

where RC; is a constant which depends on 7 where i is the
round number.
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Results

—

Rounds | Instances | Our Results Previous Results
384 2118 2'22[Cuo et al., 2016]
2 321 384
512 2 2°°*[Guo et al., 2016]
5 384 2321 2322[Guo et al., 2016]
512 2478 2%82[Cuo et al., 2016]
4 384 2371 2378 Morawiecki et al., 2013]

Table: Summary of preimage attacks
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Preimage attack 14

—

1. If all input bits are variables, then the output of KECCAK
is a non-linear polynomial.

2. This is due to x function.

3. To avoid this, we will equate one of the terms in the
product to some constant.

4. 6 must also be controlled to avoid diffusion.

5. Make sure that the number of equations are not more
than the number of variables.
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Preimage attack on 2 rounds KECCAK-512
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Figure: Preimage attack on 2-rounds KECCAK-512
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/| = 0
P . = 1
X Tov T . = constant
O = linear
0 = quadratic
(7) (8)

Figure: Preimage attack on 2-rounds KECCAK-512
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Preimage attack on 2 rounds KECCAK-512 17
—

» Number of variables = 6 x 64 = 384.

» Number of equations for first § = 3 x 64 = 192.
» One equation for padding.
| 2

Number of equations between message variable and hash
bits = 3% 64 — 1 = 191.

» Complexity 25127191 — 2321
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Figure: Preimage attack on 3-rounds KECCAK-384
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1. Number of variables = 6 x 64 = 384.




Preimage attack on 3 rounds KECCAK-384 20
—

1. Number of variables = 6 x 64 = 384.
2. Number of equations for first § = 2 x 64 = 128.




Preimage attack on 3 rounds KECCAK-384 20
—

1. Number of variables = 6 x 64 = 384.
2. Number of equations for first § = 2 x 64 = 128.
3. Number of equations for second 6 = 3 x 64 = 192.




Preimage attack on 3 rounds KECCAK-384 20
—

1. Number of variables = 6 x 64 = 384.

2. Number of equations for first § = 2 x 64 = 128.

3. Number of equations for second 6 = 3 x 64 = 192.
4. One equation for padding.




Preimage attack on 3 rounds KECCAK-384 20

—
1. Number of variables = 6 x 64 = 384.
2. Number of equations for first § = 2 x 64 = 128.
3. Number of equations for second 6 = 3 x 64 = 192.
4. One equation for padding.
5. Number of equations between message variables and hash

bits = 63.
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—
1. Number of variables = 6 x 64 = 384.
2. Number of equations for first § = 2 x 64 = 128.
3. Number of equations for second 6 = 3 x 64 = 192.
4. One equation for padding.
5. Number of equations between message variables and hash

bits = 63.

Complexity 2384763 — 2321
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» We have presented the best theoretical preimage attack for
round-reduced KECCAK.
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Conclusion

—

» We have presented the best theoretical preimage attack for
round-reduced KECCAK.

» Would be interesting to see whether non-linear structures
along with other techniques can be used to find better
preimage attacks for higher rounds.
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Thank You




Questions?
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