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FDQ BRX UHDG WKLV?

ANCIENT SECRECY CAN YOU READ THIS?

CAN YOU READ THIS?

+3

CAESAR CIPHER  60 BC≈

message

key

ciphertext

encryption
decryption



TRY ALL 26 SHIFTS

CAESAR CIPHER HOW DO WE ATTACK IT?

ONE IS CORRECT
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THIS IS A BRUTE-FORCE ATTACK.



The Imitation Game

Google Pictures



Enigma Machine

Wikipedia

158 quintillion (1.58 × 10²⁰)



MODERN CIPHERS 

Uses

•Substitutions

•Permutations

•Non-linear operations

AES

SHA3

Ascon



Symmetric Key Cryptosystems



Public Key Cryptosystems [Diffie-Hellman’76, RSA’77]



Security Proofs

Hacker is able to break security

Algorithm to solve a hard problem
RSA Factoring

Turing Award’02



Advanced Cryptosystems
Identity based encryption

Attribute based encryption


Functional encryption

Fully homomorphic encryption


Non-committing encryption

Incompressible encryption


Anamorphic encryption

Laconic encryption

Batch encryption


And more



Quantum Computer

Factoring
Shor’94

RSA



Post Quantum Cryptography

Lattice based cryptography


Isogeny based cryptography


Code based cryptography


Multivariate polynomial based cryptography


Hash based cryptography

Gödel Prize’18



Post-Quantum Cryptography



Quantum Cryptography



Quantum Mechanics

Interact 

Measure



Double Slit Experiment

medium.com

http://medium.com


Non-Cloning Theorem



Unclonable Encryption



Unclonable Encryption



ChatGPT 
Astra



AI + Cryptography

Watermarking LLMs

Verifiable and private machine learning


Embedding backdoors in a model

And more …



Watermarking LLMs

ORDINARY TEXT

LLM

Watermark 
during 

generation
Secret key subtly favors


some likely tokens

Watermarked 
text

Looks ordinary

to a reader

Human-written 
text

No embedded

statistical signal

Watermark 
detector

same secret 
key  k

Counts favored 
tokens


and asks:

“Too many by 

chance?”

✓
WATERMARK 

FOUND

×
NO 

WATERMARK



Pseudorandomness Meets Error-Correction
Coding Theory Cryptography

m

Encode(m)

Encode(m) + e

m

m

Enck(m)
Key k

m

Don’t have key k

 looks randomEnck(m)

Add redundancy or algebraic structure

Gets corrupted

Decode

Scramble or destroy any structure

SECURITYCORRECTNESS

Requires       
hardness assumptions!

Do not require 
assumptions.
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Pseudorandomness Meets Error-Correction
Pseudorandom Code

m

Enck(m)
Don’t have key k

 looks randomEnck(m)

Gets corrupted

Enck(m) + e

Key k

m

SECURITY

CORRECTNESS

Add redundancy or algebraic structure Scramble or destroy any structure????
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Works on PRCs

• Introduced by Christ and Gunn at CRYPTO’24 for watermarking LLM/AI 
models.


• More works on constructions appeared in NeurIPS’25, RANDOM’25.


• In FOCS’25 and STOC’26, extended to stronger settings.


• In TCC’25, two independent works showed strong barriers in building 
these !!!
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Permuted Codes

Planted Hyperloop and 

Planted XOR
Subexponential LPN

Döttling,Müller,Rajasree 
Garg,Gunn,Wang



Conclusion
• Symmetric key cryptosystems


• Public key cryptosystems


• Advanced cryptosystem (other areas of cryptography)


• Post-quantum cryptography


• Quantum cryptography


• AI + cryptography



Thank You!!!
https://mahe94.github.io/


