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Abstract—Nielsen (CRYPTO 2002) demonstrated that con-
structing a non-committing encryption (NCE) scheme for an
unbounded number of messages is impossible in both the stan-
dard model and the non-programmable random oracle model,
underscoring fundamental barriers to achieving NCE within con-
ventional cryptographic frameworks. However, he circumvented
this impossibility in the programmable random oracle model by
presenting a construction based on trapdoor functions, exploiting
the oracle’s programmability to enable ciphertext equivocation.
In this work, we analyze Nielsen’s construction in the quantum
random oracle model (QROM), where quantum adversaries can
query the oracle in superposition, and examine whether its
security remains intact in this significantly stronger setting.

Index Terms—non-committing, public key encryption, quan-
tum random oracle

I. INTRODUCTION

Non-committing encryption (NCE), introduced by Canetti,
Feige, Goldreich, and Naor [1], is a powerful cryptographic
primitive that enables a sender to encrypt a message without
committing to its content. This distinctive property ensures
that even if the encryption process is later scrutinized, the
sender retains the ability to convincingly explain the ciphertext
as encrypting any chosen message. Such flexibility makes
NCE an essential building block in cryptographic protocols
requiring adaptability, particularly in secure multiparty com-
putation [1]–[3], where parties must interact securely despite
potential future compromises. Recently, NCE has also found
applications in incompressible cryptography [4]–[10], helping
design encryption schemes that remain secure even when
adversaries have bounded long-term storage.

A typical NCE scheme comprises standard setup, encryp-
tion, and decryption algorithms, alongside a simulator. The
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simulator can generate a fake public key and dummy ciphertext
that are computationally indistinguishable from genuine ones.
Later, upon receiving a specific message, the simulator reveals
the randomness used to generate both the fake public key
and the dummy ciphertext, demonstrating that the ciphertext
corresponds to the given message. Furthermore, by revealing
the randomness used to generate the public key, one can
derive the corresponding secret key, allowing verification of
the ciphertext’s validity through decryption.

However, constructing secure non-committing encryption
schemes is inherently challenging. A fundamental barrier was
established by Nielsen [11], who proved that no secure NCE
scheme can exist in the standard model or even in the non-
programmable random oracle model (ROM) [12]. Nielsen
showed that in these models, it is impossible to generate
an unbounded number of non-committing ciphertexts while
retaining the capability to later disclose the necessary random-
ness. This impossibility result posed a significant obstacle for
constructing NCE schemes beyond heuristic approaches.

This barrier was circumvented in the programmable ran-
dom oracle model, where the random oracle serves as an
idealized cryptographic primitive that behaves like a truly
random function with one crucial difference: it can be adap-
tively reprogrammed during protocol execution. Leveraging
this programmability, Nielsen [11] introduced the first secure
construction of a non-committing encryption scheme. No-
tably, this also marked the first clear separation between the
programmable ROM and its non-programmable counterpart,
highlighting the strength and utility of oracle programmability
in cryptographic constructions.

With rapid advances in quantum computing and the growing
importance of quantum cryptography, revisiting the security
of Nielsen’s construction in the quantum setting has become
essential. Quantum adversaries are significantly more powerful
than their classical counterparts, as they can query random
oracles in superposition [13]. Such capabilities potentially



invalidate classical security proofs, especially those relying
on rewinding or adaptive programming techniques. Over the
past decade, significant efforts have been made to understand
cryptographic security against quantum adversaries, leading
to the development of new insights and innovative proof
techniques [14]–[18] to handle quantum oracle access.

In this paper, we address this open question by proving
that Nielsen’s non-committing encryption construction re-
mains secure against quantum adversaries in the programmable
quantum random oracle model.

II. PRELIMINARIES

A. Notation

Let PPT and QPT denote probabilistic and quantum poly-
nomial time. We denote the set of all positive integers up to
n as [n] := {1, . . . , n}. For any finite set S, x← S denotes a
uniformly random element x from the set S.

B. Trapdoor Functions

A trapdoor function is a tuple of algorithms
(TDF.Setup,TDF.Eval,TDF.Inv) where:
• (tdf.k, tdf.td) ← TDF.Setup(1λ) is an efficient genera-

tion algorithm that takes as input the security parameter
1λ and outputs a public key tdf.k and a trapdoor tdf.td.

• y ← TDF.Eval(tdf.k, x) is an efficient evaluation algo-
rithm which takes as input a public key tdf.k and an
element x from the domain X 1. It outputs an element
from the range Y .

• x ← TDF.Inv(tdf.td, y) is an efficient inversion algo-
rithm that takes as input a trapdoor tdf.td and an element
y ∈ Y and returns an element x ∈ X or ⊥

We require the following properties of correctness and secu-
rity:
• Correctness: For all λ ∈ N, x ∈ X ,

Pr [x = TDF.Inv(tdf.td, y)] = 1

where (tdf.k, tdf.td) ← TDF.Setup(1λ), y ←
TDF.Eval(tdf.k, x) and the probability is over the ran-
domness used in the setup and evaluation algorithm.
Observe that this requires the function to be injective.

• Security: For any PPT adversary A, there exists a neg-
ligible function negl(·) such that for all λ ∈ N,

Pr [x← A(tdf.k, y)] = negl(λ)

where (tdf.k, tdf.td) ← TDF.Setup(1λ), x ← X and
y ← TDF.Eval(tdf.k, x)

In this work, we also require the notion of n−security, that
is, given n = poly(λ) evaluations of the trapdoor function,
no PPT algorithm can find the preimage of any one of the
evaluations. It is easy to show that the above notion of trapdoor
security implies n− security.

1We assume the existence of an efficient sampling algorithm that can
generate an (almost) uniformly random element from X .

Definition 1 (n−security). A trapdoor function is n−secure
if for any PPT adversary A, there exists a negligible function
negl(·) such that for all λ ∈ N,

Pr

X
∗ ∩

{
x
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}
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̸= ∅

∣∣∣∣∣∣∣∣∣
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(
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{
y
(i)

}
i∈[n]

)
 = negl(λ)

Theorem 2 ( [19]). Assuming the hardness of LWE, there exits
post-quantum secure trapdoor functions.

C. Non-Committing Encryption (NCE)

A non-committing encryption scheme consists of the fol-
lowing algorithms.

• Setup(1λ; rSetup) : The setup algorithm takes as input the
security parameter 1λ . Using the random coins rSetup, it
outputs the public key pk and secret key sk.

• Enc(pk,m; rEnc) : The encryption algorithm takes as
input a master public key pk, a message m and using
random coins rEnc outputs a ciphertext ct.

• Dec(sk, ct) : The decryption algorithm takes as input a
secret key sk and a ciphertext ct and outputs either a
message m or ⊥.

• Sim1(1
λ) : The first simulator takes as input the security

parameter 1λ and outputs a public key pk and a state
state1.

• Sim2(state) : The second simulator takes as input a state
state, and outputs ciphertexts cti and an updated state
state′.

• Sim3

(
state2, {mi}i∈[n]

)
: The second simulator takes

as input a state state2 and n messages and outputs(
rSetup, {rEnc,i}i∈[n]

)
.

a) Correctness.: For correctness, we require that for all
λ ∈ N and (pk, sk) output by Setup(1λ), any message m,

Pr
r
[Dec(sk, ct) = m | ct = Enc(pk,m; r))] = 1− negl(λ)

Non-Committing Security. Consider the following two exper-
iments with an adversary A = (A0,A1) and let n = poly(λ).

Real World::

• Initialization Phase: The challenger computes
(pk, sk)← Setup(1λ; rSetup) and sends pk to A0.

• Challenge Phase: Initialize R = ∅. The adversary
A0 can perform the following n many times where
n = poly(λ) for any adversarially chosen polynomial
poly(·):

1) It sends m∗i to the challenger.
2) The challenger computes ct∗i ← Enc(pk,m∗i ; rEnc,i)

and sends it to A0. Further it adds rEnc,i to R.

At the end of this phase, A0 sends some auxiliary
information |aux0⟩ to the challenger.

• Response Phase: The challenger returns
(|aux0⟩ , (rSetup,R)) to A1. Finally, A1 outputs b.



Simulated World::
• Initialization Phase: The challenger computes

(pk, state)← Sim1(1
λ) and sends pk to A0.

• Challenge Phase: Initialize M = ∅ and state0 = state.
For i = 1 to n:

1) A0 sends m∗i to the challenger. The challenger adds
it to M.

2) The challenger computes (ct∗i , statei) ←
Sim2(statei−1) and sends it to A0.

At the end of this phase, A0 send some auxiliary infor-
mation |aux0⟩ to the challenger.

• Response Phase: The challenger computes (rSetup,R)←
Sim3(staten,M), where R = {rEnc,i}i∈[n] and returns
(|aux0⟩ , (rSetup,R)) to A1. Finally, A1 outputs b.

Let pReal and pSim be the probabilities with which A outputs
0 in the real world and simulated world, respectively.

Definition 3. An NCE scheme is said to be secure against
unbounded non-committing encryptions if for all PPT adver-
saries A, there exists a negligible function negl(·) such that,
for all λ ∈ N, n = poly(λ),

|pReal − pSim| = negl(λ)

Theorem 4 ( [11]). There exists a secure NCE against
unbounded non-committing encryptions in the programmable
random oracle model.

In the main section, we will show that the scheme presented
in [11] is also quantum secure, provided there exists post-
quantum secure trapdoor pseudorandom functions. Hence, we
will present the construction in [11] below. Let TDF =
(TDF.Setup,TDF.Eval,TDF.Inv) be a secure trapdoor func-
tion with domain X and range Y and H : X → {0, 1} be a
random function modeled as a random oracle.
• Setup(1λ) : The setup algorithm takes as input the

security parameter 1λ. It generates an evaluation key and
trapdoor (prf.k, prf.td) ← TDF.Setup(1λ; rSetup) and
returns the public pk := prf.k and secret key sk := prf.td.

• Enc(pk,m) : The encryption algorithm takes as input a
public key pk = prf.k and a message m. It randomly
samples x and computes c0 = TDF.Eval(pk, x). It
generates c1 = H(x)⊕m and returns ct = (c0, c1). The
randomness used in the algorithm rEnc is the randomness
used to generate x.

• Dec(sk, ct) : The decryption algorithm takes as input a
secret key sk = prf.td and a ciphertext ct = (c0, c1). It
computes x ← TDF.Inv(sk, c0) and m = H(x) ⊕ c1. It
returns m.

• Sim1(1
λ) : The first simulator takes as input the secu-

rity parameter 1λ. It generates an evaluation key and
trapdoor (prf.k, prf.td) ← TDF.Setup(1λ; rSetup) and
returns the public pk := prf.k and state state1 :=
((prf.k, prf.td, rSetup), ∅).

• Sim2(statei−1 = ((prf.k, prf.td, rSetup),Si−1)): To gen-
erate a fake ciphertext, it randomly samples xi and com-
putes c0,i = TDF.Eval(pk, xi). It samples c1,i uniformly

at random and sets cti = (c0,i, c1,i). Let si = (rEnc,i, c1,i)
where rEnc,i is the random coins used to generate xi.
It updates statei = ((prf.k, prf.td, rSetup),Si−1 ∪ si).
Finally, it returns (cti, statei).

• Sim3

(
state2 = ((prf.k, prf.td, rSetup),Sn), {mi}i∈[n]

)
:

The third simulator uses {rEnc,i}i∈[n] obtained from Sn
to compute {xi}i∈[n]. It then reprograms the random
oracle as follows – H(xi) := c1,i ⊕ mi. Finally, it
returns

(
rSetup, {rEnc,i}i∈[n]

)
where rSetup is obtained

from state1 which is a part of state2.

Theorem 5 ( [11]). There does not exists an NCE secure under
blackbox reductions against unbounded non-committing en-
cryptions in the standard model and unprogrammable random
oracle model.

D. Quantum Random Oracle Model

In the classical random oracle model, the adversary is given
access to a uniformly random hash function O (of a certain
domain and range) and it can only learn a value O(x) by
querying the oracle on the classical string x. In the real world,
the oracle is replaced by a (sufficiently complicated) hash
function, allowing an attacker with a quantum computer to
evaluate it on quantum states. It thus becomes essential to
consider the quantum (accessible) random oracle, which is
essentially a unitary UO implementing

|x⟩ |y⟩ UO−−→ |x⟩ |y ⊕O(x)⟩

The quantum adversary is allowed to make superposition
queries |ψ⟩ =

∑
x,y αx,y |x⟩ |y⟩ to UO.

Zhandry [16] showed that a random 2q-degree function can
be used to simulate a random oracle for a quantum oracle
algorithm that makes at most q queries.

Theorem 6 ( [16]). For any (unbounded) quantum oracle
algorithm A that make at most q many oracle queries,

Pr
H
[AH() = 1] = Pr

f
[Af () = 1]

where H is a randomly chosen function over the entire domain
of functions with domain X and range Y whereas f is a
randomly chosen function with degree 2q with domain X and
range Y .

E. One-Way to Hiding

The One-Way to Hiding (O2H) theorem is a important tool
for proving security in the quantum random oracle model.
It bounds an adversary’s advantage in distinguishing between
two experiments – one where oracle evaluations are performed
on a randomly chosen set and another where the oracle outputs
are replaced with independent randomness. We will be using
the following variant in our proof.

Theorem 7 (One-way to hiding (O2H), reprogramming [14],
[20]). Let H : X → Y be random function. Let A = (A0,A1)
be a (stateful) quantum oracle algorithm such that the output
of A0 is a (quantum) state which is given as input to A1.



Let q be the total number of oracle queries made by A. Let
BH be an oracle algorithm that on input (i, S) does the
following: run AH

0 [S,U ]2 until the ith query, measure all
query input registers in the computational basis, output the
set T of measurement outcomes. Let

PReal := Pr

[
b = 1

∣∣∣∣ S ⊆R X,AH
0 [S, {H(x)}x∈S ],

b← AH
1 [S, {H(x)}x∈S ]

]
PSim := Pr

[
b = 1

∣∣∣∣ S ⊆R X,V ⊆R Y, |S| = |V |,
AH

0 [S, V ], H(S) := V, b← AH
1 [S, V ]

]
PGuess := Pr

[
S ∩ T ̸= ∅|S ⊆R X, i← [d], T ← BH [i, S]

]
where H(S) := V denotes H being reprogramming at S with
V . Then,

|PReal − PSim| ≤ 2q
√
PGuess

III. NCE IN PROGRAMMABLE QROM
In this section, we prove that Nielsen’s construction is

secure in the programmable quantum random oracle model.

Theorem 8. The NCE construction in Theorem 4 is secure
against unbounded non-committing encryptions in the pro-
grammable quantum random oracle model.

Proof overview: Recall that a properly generated ciphertext for
a message m is obtained by randomly sampling x, computing
TDF.Eval(pk, x) as the first part of the ciphertext, and setting
the second part as H(x)⊕m. Similarly, to generate a dummy
ciphertext, the NCE simulator first samples a random x and
computes TDF.Eval(pk, x), using this as the first component
of the ciphertext. However, the second component is a truly
random value y. Later, to open this ciphertext to a message
m, the simulator reprograms the random oracle at x to y⊕m.
Our objective is to prove that no efficient quantum adversary
can distinguish whether the quantum random oracle has been
programmed or remains unmodified. To achieve this, we apply
the O2H theorem (see Theorem 7) to reduce the distinguishing
problem to the security of the trapdoor function.

Proof. We show that if an adversary A can distinguish be-
tween the two games with non-negligible probability, then we
can construct a reduction B which breaks the security of the
trapdoor function.

Claim 9. If A = (A0,A1) can distinguish between the real
and the simulated world with non-negligible advantage, then
there exists a reduction B which breaks the security of the
trapdoor function with non-negligible probability.

Proof. Let the advantage of A be ϵ. Consider the following
reduction:

1) The reduction algorithm B acts as an adversary for
the trapdoor function challenger C and uses A as a
subroutine.

2) C computes (tdf.k, tdf.td) ← TDF.Setup(1λ) and sets
pk = tdf.k. It sends pk to the reduction B. Since A is

2The notation AH [S,U ] indicates that during the experiment in which A
interacts, if the experiment requires H(xi) for any xi ∈ S, it will use ui

where S = [x1, . . . , xℓ] and U = [u1, . . . , uℓ] are ordered set.

a QPT algorithm, there are upper bounds, denoted as
n and q, on the number of messages A0 sends in the
challenge phase and the number of queries made by A.

3) The challenger also generates evaluations on n random
values and sets c(i) ← TDF.Eval(pk, x(i)) for randomly
sampled x(i), ∀i ∈ [n] and sends the set

{
c(i)

}
i∈[n] to

B.
4) B randomly samples i← [q] and a 2q-degree polynomial

p(·) over X . It sets the random oracle H := p and runs
AH

0 on input pk and for any m(i) it receives from AH
0 ,

B sends
{
ct∗(i)

}
i∈[n] where ct∗(i) :=

(
c(i), y(i)

)
, where

y(i) is sampled randomly from {0, 1}ℓ.
5) Just before the ith query, B stops execution of A0 and

performs a measurement on all query input registers of
A0 to obtain T . It then returns T to C.

Using Theorem 6, the simulation of the random oracle using
a random 2q-degree function is perfectly indistinguishable to
A. Using Theorem 7, we obtain that

|PReal − PSim| ≤ 2q
√
PGuess

where PReal and PSim are the probabilities that the adversary
A outputs b = 0 in the real and simulated worlds respectively.
Observe that PGuess is the probability that B returns T such
that it contains at-least one of the challenge preimages x(i).
Thus the probability that B wins in the above reduction against
the trapdoor function challenger is:

PGuess ≥
(
ϵ

2q

)2

which is non-negligible since q is polynomial in the security
parameter.

Since, TDF is a secure quantum trapdoor function, we have
PGuess = negl(λ). This implies that

|PReal − PSim| ≤ 2q · negl(λ) = negl′(λ)

where negl′(λ) denotes a negligible function obtained by
multiplying the polynomial factor 2q by the negligible function
negl(λ).

Using Theorem 2 and Theorem 8, we get the following
corollary.

Corollary 10. Assuming the hardness of LWE, there exists
non-committing encryption scheme that is secure against
unbounded non-committing enryptions in the programmable
quantum random oracle model.
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[10] N. Döttling, A. Koch, S. Maier, J. Mechler, A. Müller, J. Müller-
Quade, and M. Tieplet, “The quantum decoherence model: Everlasting
composable secure computation and more,” Cryptology ePrint Archive,
2025. 1

[11] J. B. Nielsen, “Separating random oracle proofs from complexity theo-
retic proofs: The non-committing encryption case,” in Annual Interna-
tional Cryptology Conference. Springer, 2002, pp. 111–126. 1, 3

[12] M. Bellare and P. Rogaway, “Random oracles are practical: A paradigm
for designing efficient protocols,” in Proceedings of the 1st ACM
Conference on Computer and Communications Security, 1993, pp. 62–
73. 1
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