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Abstract. We introduce a new security notion called leakage-resilient
key-dependent message (LR-KDM) security, which combines both leakage-
resilience (LR) and key-dependent message (KDM) security in a unified
framework. Leakage-resilient cryptography protects against side-channel
attacks that leak partial information about secret keys, while KDM secu-
rity ensures encryption remains secure even when messages are functions
of the secret key. Although both notions have been studied extensively,
their combination has not been explored. In this paper,

1. We demonstrate that there exist encryption schemes that are LR
secure and KDM secure but do not achieve LR-KDM security.

2. We propose a construction for LR-KDM encryption based on a novel
primitive called leakage-resilient homomorphic hash proof system,
which could be of independent interest.

3. We prove that the encryption scheme proposed by Brakerski et al.
(EUROCRYPT 2018) satisfies LR-KDM security.

4. We show that the KDM amplification techniques proposed by Waters
and Wichs (CRYPTO 2023) and Applebaum (EUROCRYPT 2011)
can be adapted in the LR-KDM setting.
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1 Introduction

Cryptographic security has traditionally relied on the assumption that secret
keys remain hidden from adversaries and that the messages being encrypted are
independent of the keys. However, with the advancement of side-channel attacks,
these assumptions are often unrealistic in practice. Side-channel attacks exploit
physical leakage, such as power consumption [34], electromagnetic radiation [1],
or timing information [35], to extract information about the secret keys. This
has motivated the development of leakage-resilient (LR) cryptography, where
the goal is to ensure security even when some information about the secret key
is leaked.

Canetti et al. [16] and Dodis, Sahai and Smith [21] were among the first to
study leakage-resilient encryption scheme. However, their results were limited to
leakage that consisted of subsets of bits of the stored secret, rather than more
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general functions of it. The works of Dziembowski [22] and Di Crescenzo, Lip-
ton and Walfish [17] focused on arbitrary leakage functions where adversary can
only obtain a fixed number of bits. Akavia, Goldwasser and Vaikuntanathan [2]
considered arbitrary leakage in which the amount of leakage is not an absolute
value but rather is expressed as a function of the secret-key size. This was fol-
lowed by several works [39, 24, 19, 14, 25, 23, 29, 40, 28, 8] that prioritised the
leakage-rate, i.e., the ratio of the bits that is allowed to be leaked to the size of
the secret key. Brakerski et al. [12] and Dodis et al. [18] expanded this model by
considering continual leakage models, which allow adversaries to repeatedly learn
information about the secret key in a bounded manner over time. This opened
the door for more sophisticated constructions, such as the continual-leakage re-
silient encryption schemes proposed by Brakerski et al. [12] and Dodis et al. [18],
and the works by Lewko, Lewko and Waters [37], which allowed for encryption
in the face of continuous side-channel attacks. Recent efforts in the quantum
setting include [15, 3].

While leakage-resilient cryptography addresses the issue of key leakage, an-
other major challenge arises when adversaries can influence the messages being
encrypted, particularly when these messages are dependent on the secret key
itself. This scenario is captured by the notion of key-dependent message (KDM)
security. KDM security ensures that even if the adversary can encrypt messages
that are functions of the secret key (for example, encrypting the key itself), they
gain no useful information about the key or the underlying plaintexts.

The first formalization of KDM security was introduced by Black, Rogaway,
and Shrimpton [9] in the context of public-key encryption, where the challenge
was to provide security against adversaries who can choose messages dependent
on the secret key. The difficulty of this problem stems from the fact that most
encryption schemes break down when such correlations exist between the key and
the message. Boneh, Halevi, Hamburg, and Ostrovsky [10] developed the first
KDM-secure public-key encryption technique using the decisional Diffie-Hellman
(DDH) assumption for affine functions. Their study revealed that KDM security
may be achieved using ordinary cryptographic assumptions.

Following this, several constructions were introduced to achieve KDM secu-
rity for various classes of functions. For instance, Applebaum et al. [5] explored
KDM security based on the Learning with Errors (LWE) assumption, while
the work of Barak, Haitner, Hotheinz and Ishai [7] achieved KDM security for
bounded sized circuit under DDH assumption. There are several works in this
area [6, 4, 38, 42, 32, 30, 31, 33, 41, 36]. The importance of KDM security cannot
be overstated, especially in scenarios where circular encryption or key-dependent
operations are unavoidable, such as in encrypted file systems and certain network
protocols.

Dodis et al. [20] combined circular security with leakage resilience to build
updatable public key encryption from standard assumptions. Beyond this, to
the best of our knowledge, no other study has systematically combined LR and
KDM security into a single cryptographic scheme, despite various designs that
achieve both independently [10, 11, 27, 13]. In this work, we introduce leakage-
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resilient key-dependent message security and begin the investigation into this
security model.

1.1 Our Results
We outline the various results in this paper.

— Separation Results: We show that there exists a PKE scheme which is
leakage-resilient and secure against KDM attacks separately, but is not LR-
KDM secure.

— LR-KDM Secure Schemes from Standard Assumptions: We formally
define leakage-resilient version of homomorphic hash proof system and use
it to construct a 1-ciphertext LR-KDM scheme. We also show that the con-
struction given by Brakerski et al. [13] that is leakage-resilient and key-
dependent message secure is also LR-KDM secure for affine functions with
leakage-rate 1.

— LR-KDM Amplification: We show that the amplification given by Waters
and Wichs [41] and Applebaum [4] can also be adapted in the LR-KDM set-
ting to give a construction for LR-KDM secure public key encryption scheme
for the class of circuits assuming the existence of LR-KDM SKE for the class
for projection functions. Therefore, amplifying the LR-KDM schemes from
batch encryption gives LR-KDM secure for bounded-sized circuit functions
with leakage-rate 1 from the hardness of CDH, LWE, LPN.

1.2 Related Works

We first highlight a few prominent works that have given constructions that
are separately leakage-resilient and key-dependent message secure. Naor and
Segev [39] observed that the circular-KDM secure scheme of Boneh et al. [10]
is already leakage-resilient under the DDH assumption. Brakerski and Gold-
wasser [11] demonstrated how to construct schemes with 1 — o(1) leakage-rate
and affine-KDM security based on the Quadratic Residuosity (QR) and Deci-
sional Composite Residuosity (DCR). Hajiabadi, Kapron and Srinivasan [27]
developed 1 — o(1) leakage-rate and projective-KDM secure schemes using ho-
momorphic hash proof systems. Brakerski et al. [13] used a novel tool called
batch encryption to design 1 —o(1) leakage-rate and affine-KDM secure schemes
based on DDH, Learning with Parity (LPN), and other standard assumptions.

To the best of our knowledge, the only work that combines key-dependent
message (KDM) security with leakage-resilience is by Dodis et al. [20], which
constructs updatable public key encryption from standard assumptions. How-
ever, we emphasize that the security definition in their work differs from the one
presented in this paper. For more details, see Remark 1.

1.3 Open Problem

As this is the first work to address leakage-resilience and key-dependent mes-
sage (KDM) security simultaneously, it opens up several directions for further
research. We outline a few key open problems:
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1. Multi-Key LR-KDM Security: In this paper, we focus on the single-key
version of LR-KDM security, where the security game involves a single pair
of public-secret keys. A natural extension is the multi-key version, where the
adversary interacts with multiple pairs of public-secret keys (pk;, Ski)ie[k]‘
In the challenge phase, the adversary could select functions from the class
f: SK¥ — M and receive either an encryption of 0 or f({sk;},). In the
leakage phase, two variants are possible: the adversary could send either a
single leakage function  : SK* — {0, 1}¢ and receive h({sk;},), or k separate
leakage functions h; : SK — {0, 1}* and receive {h;(ski)i} ;- These variations
define different levels of security in the multi-key LR-KDM setting, which
remain unexplored.

2. LR-KDM Security under Chosen-Ciphertext Attacks (CCA): An-
other interesting direction is to investigate LR-KDM security in the presence
of chosen-ciphertext attacks (CCA). While there has been significant work on
constructing CCA-LR secure and CCA-KDM secure encryption schemes, as
well as transformations from CPA-secure to CCA-secure KDM schemes, the
landscape of CCA-secure LR-KDM encryption remains largely unexplored.
This offers rich opportunities for exploration and further development in this
area.

2 Technical Overview

In this section, we present an overview of the results presented in this paper.

2.1 Separation Results

We begin by demonstrating that the notion of leakage-resilient key-dependent
message (LR-KDM) security is inherently non-trivial. Specifically, an encryption
scheme that is independently leakage-resilient (LR) and key-dependent message
(KDM) secure does not immediately imply that it is LR-KDM secure. Whether
or not such a separation between these security notions must exist is not imme-
diately clear, and it requires careful analysis to establish.

To illustrate this separation, we construct a symmetric key encryption (SKE)
scheme that is independently LR secure and KDM secure but fails to achieve LR~
KDM security. Let SKE" represent an SKE scheme that is both LR secure and
circular-KDM secure. Circular-KDM security means that the scheme remains
secure even if the ciphertext encrypts the secret key itself. From this base scheme,
we construct a new SKE scheme SKE by combining SKE” with a pseudorandom
function (PRF).

In the construction of SKE, the secret key sk consists of two components:
k, which is the key for the PRF, and ske.sk, which is a randomly generated
key for the encryption scheme SKE'. The encryption for a message m pro-
ceeds as follows: first, it checks if m is equal to ske.sk. If so, it computes ¢y =
PRF.Eval(k,1); otherwise, it computes ¢y = PRF.Eval(k,0). It then generates
c1 + SKE'.Enc(ske.sk,m) and outputs the ciphertext ct = (cg, ¢1). Decryption is
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straightforward: the scheme returns SKE’.Dec(ske.sk, ¢;), while the first compo-
nent ¢y is ignored.

We first argue that SKE retains leakage resilience. Suppose there is an ad-
versary A capable of breaking the LR security of SKE. We can then construct
another adversary B that breaks the LR security of the underlying scheme SKE'.
Adversary B generates the PRF key k independently and can simulate the LR
security game for SKE'. For any leakage function f(k,ske.sk) that A expects, B
hardcodes the value of k into f and queries its own challenger to receive the
appropriate leakage. When A sends messages mg and my, B forwards them
to its challenger and receives the challenge ciphertext cj. It then computes
¢o = PRF.Eval(k,0) and sends the ciphertext ct* = (cg,c}) to A. Since, with
very high probability, neither mg nor m; equals ske.sk, the ciphertext ct* is cor-
rectly formed. Therefore, B’s probability of winning is negligibly close to A’s
probability of success, ensuring that SKE is leakage-resilient.

Next, we argue that SKE is KDM secure with respect to the function f(k, ske.sk)
= ske.sk, meaning that the scheme should remain secure when encrypting the
secret key. The key observation here is that the second part of the KDM cipher-
text, ¢; «— SKE.Enc(ske.sk, f(k, ske.sk)), depends only on ske.sk and not on the
PRF key k. By leveraging the security of the underlying PRF (see Section 3.1),
we can replace the value of ¢y with a truly random value without the adversary
detecting the change. It follows that any adversary A that breaks the KDM
security of SKE using this modified ciphertext could be transformed into an
adversary that breaks the KDM security of the base scheme SKE'.

Finally, we demonstrate that despite being both LR secure and KDM secure,
the scheme SKE fails to achieve LR-KDM security. We parameterize the scheme
so that the size of the PRF key k is smaller than the allowed leakage but still
larger than the security parameter. In fact, using the GGM construction [26],
we can construct PRFs where the size of the key is equivalent to the security
parameter. The adversary can exploit this by leaking the entire PRF key k. Once
the adversary receives the challenge ciphertext ct* = (¢, ¢1), it checks whether
co = PRF.Eval(k, 0). This allows the adversary to distinguish between an encryp-
tion of a zero message and an encryption of f(ske.sk), effectively breaking the
LR-KDM security. Further details on this separation are provided in Section 4.1.

2.2 LR-KDM Secure Schemes from Standard Assumptions

To construct a leakage-resilient key-dependent message (LR-KDM) secure public
key encryption (PKE) scheme, we introduce the concept of a leakage-resilient ho-
momorphic hash proof system (HPS). Wee [42] originally defined homomorphic
hash proof systems and demonstrated their use in constructing KDM-secure
public key encryption. By enhancing this primitive to be leakage-resilient, we
aim to achieve 1-ciphertext LR-KDM security (i.e., the adversary obtains only
a single challenge ciphertext) for public key encryption schemes.

An HPS is typically associated with a language £ that satisfies the property
of computational indistinguishability: it should be hard to distinguish whether a
given string belongs to the language or not. In addition to this language, an HPS
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comprises three algorithms: setup, encapsulation, and decapsulation. The setup
algorithm generates a public key pk and a secret key sk. The encapsulation algo-
rithm takes as input the public key pk, an element x € £, and a corresponding
witness w (demonstrating that « € £). It then outputs a string k. On the other
hand, the decapsulation algorithm takes as input the secret key sk and a string
x and produces the same string k. The correctness of the system ensures that
if the encapsulation and decapsulation algorithms are run on the same input =z,
they will output the same value k.

Moreover, HPSs must satisfy the smoothness property, which guarantees that
the decapsulation output is statistically close to a uniform distribution if the
input string = does not belong to the language £. Another crucial feature of
homomorphic HPSs is that the underlying language supports a group structure,
and the decapsulation algorithm exhibits homomorphic properties, meaning that
it preserves group operations over the input.

Wee [42] provided a construction of a homomorphic HPS based on the d-
Linear (d-Lin) assumption. Let G be a cyclic group of prime order with generator
g. The language L consists of elements of the form x = g’“TP , where P + Zng
is a random matrix, and r < Zg is a vector that serves as the witness for z. The
public key contains the term g%, where s + Z’;, and the secret key is the vector
s. On input a public key g©’* and element along with its witness ((gTTP), ), the
encapsulation algorithm outputs gTTP 5. The decapsulation algorithm outputs
the same using the secret key s and element g’"TP . The homomorphic property
of this scheme is evident from the group operations over G.

To extend this to leakage-resilient homomorphic hash proof systems, we re-
quire that the smoothness property holds even in the presence of partial leakage
of the secret key sk. We can show that the above construction remains leakage-
resilient by appealing to the Leakage-Hiding Lemma (LHL). This lemma states
that for a randomly chosen matrix A, a random vector s, and some leakage
function f(s), the distribution of (A, As, f(s)) is statistically close to (A,t, f(s)),
where t is uniformly random. This property ensures that the system’s security
degrades gracefully even in the presence of bounded leakage. For a more detailed
discussion on leakage-resilient HPS and LR-KDM constructions from LR-HPS,
refer to Section 5.

Following the definition of leakage-resilient homomorphic HPS, we turn our
attention to encryption schemes. Specifically, we show that the encryption scheme
proposed by Brakerski et al. [13], which leverages batch encryption, is both
leakage-resilient and KDM secure and can be extended to satisfy LR-KDM secu-
rity. The core idea of batch encryption is to encrypt multiple messages at once,
which allows for efficient handling of key-dependent messages and leakage. Our
proof that this scheme is LR-KDM secure closely follows the one provided by
the original authors. We selected this particular scheme due to its simplicity,
though other candidates for LR and KDM secure encryption could also have
been explored. For more detailed information on the LR-KDM secure scheme
from batch encryption, see Section 6.
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2.3 LR-KDM Amplification

Waters and Wichs [41] introduced a novel construction of a key-dependent mes-
sage (KDM) secure public key encryption (PKE) scheme for arbitrary circuits,
using a combination of two core assumptions. Their approach begins with a
public key encryption scheme that is semantically secure under chosen plaintext
attacks (CPA-secure) and relies on the existence of a symmetric key encryption
(SKE) scheme that is secure against circular-KDM attacks. Essentially, their
construction leverages the circular-KDM security of the underlying symmetric
encryption scheme to "amplify" the security from circular-KDM to circuit-KDM,
thereby achieving KDM security for more complex classes of functions, specifi-
cally arbitrary circuits.

We build upon their work by introducing a similar amplification for LR-
KDM security. In our approach, we replace the CPA-secure PKE scheme in
the Waters-Wichs construction with a leakage-resilient PKE scheme. Simultane-
ously, we substitute the circular-KDM secure SKE assumption with a leakage-
resilient circular-KDM secure SKE scheme. This adjustment allows us to achieve
a leakage-resilient KDM secure PKE scheme that is secure for circuits, extend-
ing the same amplification technique introduced by Waters and Wichs to the
leakage-resilience setting.

However, this amplification does not come without cost. One significant
trade-off that arises in our construction is related to the amount of leakage that
can be tolerated. Specifically, as we extend the security from circular-KDM to
circuit-KDM, the amount of leakage that the system can handle becomes more
constrained. For more details, see Section 7.

To address the disadvantage of leakage degradation, we apply Applebaum’s
amplification [4], which starts with a stronger assumption: projection-KDM se-
cure PKE. As we show in Section 8, by starting with a projection-LR-KDM
secure PKE scheme, we can amplify it to circuit-LR-KDM security without any
loss in the leakage rate. This approach allows us to achieve strong security with-
out the trade-off of reduced leakage tolerance.

3 Preliminaries

Throughout this paper, we will use A to denote the security parameter and negl(-)
to denote a negligible function in the input. We will use the short-hand notation
PPT for “probabilistic polynomial time”. For any finite set X, x < X denotes
the process of picking an element = from X uniformly at random. Similarly, for
any distribution D, x < D denotes an element x drawn from the distribution
D. For any natural number n € N, [n] denotes the set {1,2,...,n}. For any
language £ C {0,1}*, we use the notation £ to denote the set of element not in
the language L.

3.1 Pseudorandom Functions

A family of pseudorandom functions PRF = (Setup, Eval) with key space {KC)},,
input space {X)}, and output space {Vx}, consists of the following algorithms.
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— Setup(1*) : The key generation algorithm is a randomized algorithm that
takes as input the security parameter 1* and outputs a key k € K.

— Eval(k, ) : The evaluation algorithm is a deterministic algorithm that takes
as input a key k € Iy and = € X and outputs y € V.

Definition 1. A PRF scheme PRF is secure if for all PPT adversary A, there
exists a negligible function negl(-) such that for all A € N,

| PrlAR@ ) (1Y) = 1 ¢ k< Setup(1™)] — Pr[AR(1%) =1 : R« ]| < negl())

where Uy is the set of all functions from X\ to Y.

3.2 Public Key Encryption (PKE)

A public key encryption scheme PKE = (Setup, Enc, Dec) with message space M
consists of the following PPT algorithms.

— Setup(1?) : The setup algorithm takes as input the security parameter A and
outputs a pair of public and secret key (pk, sk).

— Enc(pk,m) : The encryption algorithm is a randomized algorithm that takes
as input a public key pk and message m € M and outputs a ciphertext ct.

— Dec(sk, ct) : The decryption algorithm takes as input a secret key sk and a
ciphertext ct and outputs either a message m € M or L.

Correctness. For correctness, we require for all A\ € N, (pk,sk) < Setup(1*) and
m e M,
Pr[Dec(sk, Enc(pk,m)) = m| = 1,

where the probability is over the random bits used in the encryption algorithm.

CPA security. A public key encryption scheme PKE is said to satisfy CPA secu-
rity if no PPT adversary A can win the following security game with probability

1
greater than 3 + negl()).

— Initialization Phase: The challenger runs (pk,sk) + PKE.Setup(1*) and
sends pk to A. The challenger also samples a uniformly random bit b.

— Challenge Phase: The adversary sends a query (mg, m1). The challenger
replies with ct « PKE.Enc(pk, my).

— Response Phase: A outputs a bit ¥ and wins if b =¥'.

KDM security. A public key encryption scheme PKE is said to be KDM secure
over a class of functions F = { ¥}, if no PPT adversary A can win the following

1
security game with probability greater than 3 + negl(\).

— Initialization Phase: The challenger runs (pk,sk) + PKE.Setup(1*) and
sends pk to A. The challenger also samples a uniformly random bit b.
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— Challenge Phase: The adversary sends adaptive queries f1,,---, fo with
each f; € Fy. The challenger replies to the i'" query with ct < PKE.Enc(pk, m3)
where mg = 0 and m; = f;(sk).

— Response Phase: A outputs a bit b’ and wins if b =¥'.

We will work with the following class of functions for KDM security in this
paper.

— Circular: A function is circular! if it is of the form f;(x1,...,2,) = ;.

— Projection: A function is a projection function if each of its output bits
depends on at most a single input bit.

— Affine: A function is an affine function if the function can be represented

as f(z) = Az + b where A is a matrix and b is a vector.

Circuits of a-priori bounded size s: A function in this class can be

described by a circuit of size s.

LR security. A public key encryption scheme PKE is said to be ¢-LR secure if no
PPT adversary A can win the following security game with probability greater

1
than 3 + negl(A).

— Initialization Phase: The challenger runs (pk,sk) < Setup(1*) and sends
pk to A.

— Leakage Phase: A outputs a function h : SKx — {0,1}*. The challenger
sends the leakage h(sk) to A, given |h(sk)| < £(N).

— Challenge Phase: A sends (mg,m1) it to the challenger. The challenger
randomly chooses b € {0,1} and computes a ciphertext ct* = Enc(pk,my).
It sends ct* to A.

— Response Phase: A receives ct* and outputs b’. A wins the experiment if
b=1"V.

3.3 Garbling Scheme

A garbling scheme GC = (Garble, Eval) for a class of circuits {C\}, consists of
the following algorithms.

— Garble(1*,C): The garbling algorithm is a randomized algorithm that takes
as input the security parameter 1* and a circuit C € Cy such that C :
{0,1}" — {0,1}™ and outputs a garbled circuit C' and a set of labels
{labivb}ie[n],be{o,l}'

— Eval(C, {labi}icpn) : The evaluation algorithm takes as input a garbled cir-
cuit C and a set of n labels {lab;};¢[n) and outputs y € {0,1}™.

! This definition is also used in [5].
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Correctness. For correctness of a garbling scheme GC for a class of circuits {Cy},,
we require that for all A € N,C € Cy, z € {0,1}",

Eval(éa {labz’xl}zé[n]) = C(SL’)
where (C, {labi b} ;) peso.1y)  Garble(1*,C).

Definition 2 (Simulation security). A garbling scheme GC = (Garble, Eval)
for a class of circuits {Cx}, is said to be secure if there exists a PPT algorithm
Sim such that for all PPT adversaries A = (A1, As), there exists a negligible
function negl(+) such that for all X € N, the following holds.

. c 1>
Pr |:.A2(C, {labi . Yicrnyau) = 1: (C, z,aux) < A (1), }

(C, {lab; o, }ie[n]) — sim(1*, 1™, 111, ¢ ()

Y
—Pr |:A2(é7 {1abi; Yicn) aux) = 1 : ( (C,z,aux) + A1 (17), :|

1
N < = 1(N).
C{labi b }ign) beto1y) Garble(1*,0)) | | = 2 +negl(})

Using the above security definition, we have the following theorems.

Theorem 1. Let GC = (Garble,Eval) be a secure garbling scheme. Then for all
circuits Cp,Cy, with the same sizes, input-output spaces and input x such that

Cl(l’) = 02(17),
(c}, {labi o, } | (Cu, {labip}) < Garble(l’\,Cl)) ~. (c”z, {Iabi o, } | (Ca, {lab; p}) Garue(ﬁ,cz)) .

Theorem 2. Let GC = (Garble, Eval) be a secure garbling scheme. Then for all
circuits C1, Co, with the same input-output spaces and size,

(01 | (C1, {lab;p}) « Garble(l’\,Cl)) ~. (62 [ (Ca, {labs p}) « Garble(l’\,Cg)) ‘

3.4 Hash Proof System (HPS)

A hash proof system HPS = (Setup, Encaps, Decaps) associated with an efficiently
sampleable language L consists of the following algorithms.

— Setup(1) : The setup algorithm takes as input the security parameter and
outputs a pair of public and secret key (pk, sk).

— Encaps(pk, (z,w)) : The encoding algorithm takes as input a public key pk
and a pair of string and witness (z,w) from the language £ and outputs a
string k € {0, 1}".

— Decaps(sk, x) : The decoding algorithm takes as input a public key pk and
string and outputs a string k € {0, 1}*.

Correctness. For all \, (pk,sk) < Setup(1*) and (z,w) < L,

Encaps(pk, (x,w)) = Decaps(sk, x)
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Language Indistinguishability. For large enought A, the following distributions
are computationally close — £ ~, £ U L2.

Smoothness property. For large enough )\, the following distributions are statis-
tically close,
(pk, 2, Decaps(sk, )) ~, (pk, , 1)

where the distribution is over (pk,sk) + Setup(1}),  +~ LU L and ¢ + {0,1}*.

Definition 3. A hash proof system is said to be homomorphic if the language
L UL has a group structure with the operator © and for all A € N, (pk, sk) «
Setup(1*) and z,y € L U L, Decaps(sk, z ® y) = Decaps(sk, z) & Decaps(sk, y).

3.5 d-Linear Assumption (d-LIN)

Let G be a cyclic group or prime-order g and g be a generator of G. We denote
G = (G,q,9) and [z] = ¢* where x € Z,;. The notation [-] can be naturally
extended to vectors and matrices. We say that G satisfies d-Linear assumption
if

(. x]. [At]) ~. (G, [x], [A"x')

where x, 1’ + Zg+1,r — ZZ, and A € ngH)Xd, A e ngﬂ)x(dﬂ) such that

z1 O 0 ... 0 z1 00... 0 O
0 =z O 0 0 220 0 0
A — : ,AI— .
0 0 0 ... x4 0 00 zq O
Ld+1 Ld+1 Td+1 - -+ Td+1 0 00 0 Td+1

3.6 Batch Encryption

A batch encryption scheme BENC = (Setup, Gen, Enc, Dec) consists of the fol-
lowing algorithms

— Setup(1?*) : The setup algorithm takes as input the security parameter A and
outputs a common reference string crs.

— Gen(crs, sk) : The key generation algorithm takes as input a common refer-
ence string crs and a secret key sk. It outputs a public key pk.

— Enc(crs, pk, M) : The encryption algorithm takes as input a common refer-
ence string crs, public key pk, matrix M and outputs a ciphertext ct.

— Dec(crs, sk, ct) : The decryption algorithm takes as input a common reference
string crs, secret key sk, ciphertext ct and outputs a message m.

Correctness. For all crs < Setup(1*), sk, pk +— Gen(crs, sk), M., ct < Enc(crs, pk, M)
and m’ = Dec(crs, sk, ct), we must have m} = M, .

2 The above definition is from [42]. There are other works that define language indis-
tinguishability as £ ~. L.
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Security. A batch encryption scheme BENC is secure if no PPT adversary A can
1
win the following security game with probability greater than 3 + negl(A).

— Initialization Phase: The adversary takes 1* as input and sends sk to the
challenger. The challenger runs crs < Setup(1?) and sends crs to .A. The
challenger also samples a uniformly random bit b.

— Challenge Phase: The adversary sends a query (M M®) such that
MEOS)kl = Mfls)kl for all ¢ € [n]. The challenger computes pk = Gen(crs, sk)

and replies with ct < Enc(crs, pk, M(®)).
— Response Phase: A outputs a bit &’ and wins if b = b'.

Theorem 3. Assuming the hardness of X € {CDH,LWE,LPN}, there exists
secure batch encryption schemes.

4 Leakage-Resilient Key-Dependent Message Secure
Encryption Scheme : Definition

In this section, we proceed to formally define leakage-resilient key-dependent se-
cure encryption scheme. Let PKE = (Setup, Enc, Dec) be a public key encryption
scheme with secret key space {SKC)}, and message space {M},. Consider the
following experiment with an adversary A where F = {F,}, such that F, is a
class of functions f : SKC) — M.

— Initialization Phase: The challenger runs (pk,sk) + Setup(1*) and sends
pk to A. The challenger also samples a uniformly random bit b.

— Leakage Phase: A outputs a function h : Sy — {0,1}*. The challenger
sends the leakage h(sk) to A.

— Challenge Phase: The adversary sends adaptive queries fi,,---, fo with

each f; € Fy. The challenger replies to the i*" query with ct; +~ PKE.Enc(pk, m3)

where mo = 0 and m; = f;(sk).
— Response Phase: A receives ct* and outputs b’. A wins the experiment if
b=10.
Definition 4. A PKE scheme s said to be (¢, F)-LR-KDM secure if for all
PPT adversary A, there exists a negligible function negl(-) such that for all A €
N, Pr[A wins in the above experiment] < 3 + negl(\), provided |h(sk)| < ().

Definition 5. A PKFE scheme is said to be 1-ciphertext (¢, F)-LR-KDM secure
if for all PPT adversary A, there exists a negligible function negl(-) such that for
all X € N, Pr[A wins in the above experiment] < 3 + negl()), provided |h(sk)| <
L(N\) and A queries a single f in the challenge phase.

Remark 1. We informally present the security game described in [20] to allow the
reader to compare it with the security definition provided above. In the security
definition from [20], after the adversary receives the public key, it submits two
messages mg, m; along with a leakage function h and a key-dependent function
f. The adversary then receives an encryption of m; for a randomly chosen bit
b, as well as an encryption of f(sk) and the leakage value h(sk). The adversary’s
objective is to guess the value of b.
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4.1 Non-Triviality of Leakage-Resilient Key-Dependent Message
Security

We will show that there exists a scheme that is ¢-leakage-resilient and F-KDM se-
cure, but is not (£, F)-LR-KDM secure. Let SKE' = (SKE.Setup, SKE.Enc, SKE.Dec)
be a SKE scheme that is f-leakage-resilient and circular-KDM secure where
¢(\) > M3, Let PRF = (PRF.Setup, PRF.Eval) be a secure PRF that has key
size, input size and output size equal to the security parameter A. Consider a
SKE scheme SKE with the following description.

— Setup(1*) : The setup algorithm takes as input the security parameter .
It generates k « PRF.Setup(1?) and ske.sk +— SKE.Setup(1*). It outputs
sk := (k, ske.sk).

— Enc(sk,m) : The encryption algorithm takes as input a secret key sk =
(k,ske.sk) and a message m. If m # ske.sk, it sets ¢y := PRF.Eval(k,0).
Otherwise, it sets ¢ = PRF.Eval(k, 1). It computes ¢; «+ SKE.Enc(ske.sk,m)
and outputs ct = (¢g, ¢1).

— Dec(sk,ct) : The decryption algorithm takes as input a secret key sk =
(k,ske.sk) and a ciphertext ct = (¢g, ¢1). It returns SKE.Dec(ske.sk, ¢1).

The correctness of the above scheme is straight-forward. We will now show that
SKE is f-leakage-resilient and f-KDM secure separately, where f will be defined
later.

Claim 1. Assuming that SKE' is /-leakage-resilient, then SKE is (-leakage-resilient
secure.

Proof. Assume the contrary that there exists an adversary A that wins the
leakage-resilient game for SKE scheme with non-negligible advantage. We will
construct an adversary B that wins the leakage-resilient game for SKE'.

— Initialization Phase: The challenger runs ske.sk - SKE.Setup(1*). B gen-
erates k < PRF.Setup(1*).

— Leakage Phase: A sends a function h(-,-) to B. B sends the function
K () = h(k,-) to the challenger. The challenger sends the leakage h'(ske.sk) =
h(k,ske.sk) to B who relays it to A.

— Challenge Phase: A sends mg, m; to B who relays it to the challenger.
The challenger randomly chooses b € {0,1} and computes a ciphertext ¢ =
SKE.Enc(ske.sk,mg) if b = 0, else it computes ¢; = SKE.Enc(ske.sk,m1). It
sends ¢} to B. B generates ¢g = PRF.Eval(k, 0) and sends ct* := (co, ¢}) to
A

— Response Phase: A receives ct* and returns b'. B outputs b'.

Observe that B has exactly simulated the leakage-resilient game for A ex-
cept when ske.sk is either equal to mg or mi. But, this happens with negligible
probability*. So,

Pr[B wins the experiment| = Pr[.A wins the experiment] — negl(\).

3 Clearly, the size of the secret key, |ske.sk| must also be greater than A
4 Otherwise, SKE’ is not even CPA-secure.
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This is a contradiction because SKE’' is (-leakage-resilient. Hence, SKE is /-
leakage-resilient secure. a

Claim 2. Assuming that PRF is a secure PRF and SKE’ is circular-KDM secure,
then SKE is f-KDM secure where f(z,y) = y.

Proof. Tt is crucial to note that the output of the function f on input sk is only
ske.sk. In other words, SKE.Enc(ske.sk, f(sk)) = SKE.Enc(ske.sk, ske.sk), and this
fact will be used in our proof. Let us first consider a hybrid experiment for the
f-KDM game (refer Section 3.2) for the above scheme where the challenger does
not generate a PRF key. As a consequence, it generates a truly random value ¢
to compute the challenge ciphertext.

— Initialization Phase: The challenger runs ske.sk < SKE.Setup(1*).

— Challenge Phase: A sends the function f to the challenger®. The challenger
randomly chooses b € {0, 1} and computes a ciphertext ¢; = SKE.Enc(ske.sk, 0)
if b = 0, else it computes ¢ = SKE.Enc(ske.sk, ske.sk). It randomly generates
¢o and sends ct* := (cp, ¢}) to A.

— Response Phase: A receives ct* and returns b'.

Observe that there is no PPT adversary A that can distinguish the original
KDM game from this hybrid game because of the PRF security. This is because
the PRF key k is only used to generate ¢y and isn’t used in the generation of
c1. In other words, if there exists an adversary A that can distinguish these
two games, then we can break the security of the underlying PRF scheme (see
Section 3.1).

Now, assume the contrary that there exists an adversary A that wins in this
hybrid game. We will construct an adversary B that wins the KDM game for
SKE'.

— Initialization Phase: The challenger runs ske.sk «— SKE.Setup(1*).

— Challenge Phase: A sends the function f to B. B sends the function
f'(y) = y to the challenger. The challenger randomly chooses b € {0,1}
and computes a ciphertext ¢; = SKE.Enc(ske.sk,0) if b = 0. Else, it com-
putes ¢j = SKE.Enc(ske.sk, ske.sk). It sends ¢} to B. B randomly generates
¢o and sends ct* := (co, ¢}) to A.

— Response Phase: A receives ct* and returns b'. B outputs b'.

Observe that B has exactly simulated this hybrid game for A. So,
Pr[B wins the experiment] = Pr[A wins the experiment]
This is a contradiction. Hence, SKE is f-KDM secure. ad

We will now show that SKE is not (¢, f)-LR-KDM secure.

5 Here, we consider the case where the security is against a single challenge ciphertext.
It can be trivially extended to multi-challenge ciphertexts.
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Claim 3. SKE is not (¢, f)-LR-KDM secure.

Proof. We give the description of an adversary A that wins the LR-KDM security
game for SKE.

— Initialization Phase: The challenger runs ske.sk <— SKE.Setup(1*) and
k < PRF.Setup(1*) and set sk = (k, ske.sk).

— Leakage Phase: A sends a function h(-,-) such that h(z,y) = z. The
challenger sends the leakage h(k,ske.sk) =k to A.

— Challenge Phase: A sends the function f to the challenger. The challenger
randomly chooses b € {0, 1} and computes a ciphertext ¢; = SKE.Enc(ske.sk, 0)
and ¢ = PRF.Eval(k,0) if b = 0, else it computes ¢f = SKE.Enc(ske.sk, ske.sk)
and ¢ = PRF.Eval(k,1). It sends ct* := (¢, ¢) to A.

— Response Phase: A receives ct*. It checks if and outputs 0 if ¢, = PRF.Eval(k, 0).
Else, it outputs 1.

We first note that h(sk) = k, therefore, |h(sk)| = |k| = A < £()\). Therefore, A
is a valid adversary that follows the required bounds in the experiment. Observe
that A wins this game with high probability except when PRF.Eval(k,1) =
PRF.Eval(k, 0). But, this happens with negligible probability, otherwise a PPT
adversary can distinguish PRF from a truly random function. This is because

for a truly random function F' whose outputs are of length A, the probability of
F(0) = F(1) is negligible in . O

5 LR-KDM from Hash Proof Systems

In this section, we present our LR-KDM construction from leakage-resilient HPS
and show that by using LR-HPS in the construction given by Wee [42], we can
achieve LR-KDM.

5.1 LR-KDM from Leakage-Resilient Homomorphic Hash Proof
System

In this section, we start by formally defining a leakage-resilient homomorphic
HPS.

Definition 6 (Leakage-Resilient Homomorphic Hash Proof System). A
homomorphic hash proof system HPS = (Setup, Encaps, Decaps) is said to be -
leakage-resilient if it satisfies the following leakage-resilient smoothness property
- For large enough X\, any function f such that the size of the output of f is at
most £(\),

(pk, f(sk), z, Decaps(sk, x)) ~s (pk, f(sk), z,t)

where the distribution is over (pk,sk) + Setup(1}), z < £ and t is chosen from
uniform distribution.
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Construction of homomorphic LR-Hash Proof System We will present
a construction for homomorphic ¢-LR-HPS from d-LIN assumptions

Let G be a group of prime order q. Let k > (d+2) log g+(. Sample P «p ZI**
and output

pp = (G,q,9,9%)
We define

L= {ngP:rEZg}andZ:: {gaT :aEij}\E

— Setup(1*) : The setup algorithm takes as input the security parameter 1*.
It computes pp = (G, q,g,9F) and randomly generates s < {0, 1}k. It sets
pk := (pp, g¥%) and sk :=s.

— Encaps (pk, (x = ngP, w = r)) : The encapsulation algorithm takes as input
a public key pk := (pp, g¥'%) and = € £ along with its witness w. Using r = w,
and ¢Ps, it outputs Encaps(pk, (z,w)) := g* F*.

— Decaps(sk,z = gaT) : The decapsulation algorithm takes as input a secret
key sk =s and z = gaT. It computes Decaps(sk,x) := gaTS

Theorem 4. The above scheme is a valid Leakage-Resilient Hash Proof System

Proof (Proof sketch). Correctness holds by construction. The language indis-
tinguishability follows from the d-LIN assumption® and homomorphism is also
trivial. For leakage-resilient smoothness, we want to show that

(pk, f(sk), z, Decaps(sk, z)) ~. (pk, f(sk),z,t)

where t is chosen uniformly at random. More precisely,

T T

((G,4,9.9%,67%), £(5), ™ *) = (G, 4,9,6%,67%), (), 6" . 3")
This reduces to
(P,a',Ps,a's, f(s)) =, (P,a',Ps,t, f(s))
which follows from LHL theorem because |f(s)| < ¢.
LR-KDM Secure Encryption from LR Hash Proof System In this sec-
tion, we give a construction for Leakage-Resilient Key-Dependent Secure En-

cryption from LR-HPS.

5 For more details, see [39, Appendix A].
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Construction Let HPS = (HPS.Setup, HPS.Encaps, HPS.Decaps) be a /-leakage-
resilient homomorphic hash proof system. Consider the following public key en-
cryption scheme PKE = (Setup, Enc, Dec):

— Setup(1*): The setup algorithm takes as input the security parameter 1*
and runs (hps.pk, hps.sk) < HPS.Setup(1*). It outputs pk := hps.pk and
sk := hps.sk.

— Enc(pk,m): The encryption algorithm takes as input a public key pk = hps.pk
and a message m. It samples a string along with its witness (z,w) € R, and
outputs ct = (z, HPS.Encaps(pk, (z,w)) & m).

— Dec(sk, ct): The decryption algorithm takes as input a secret key sk = hps.sk
and a ciphertext ct = (¢, ¢1). It computes m = HPS.Decaps(sk, ¢p) ® ¢; and
outputs m.

Correctness. A ciphertext of a message m in the above scheme is (cg,c1) =
(x,k @ m) where k < HPS.Encaps(pk, (z,w)). From the correctness of HPS,
we have k = HPS.Decaps(sk, z). Therefore, we get HPS.Decaps(sk,cg) @ ¢1 =
ko (k®m)=m.

Theorem 5. Assuming that HPS is an (-leakage resilient homomorphic hash
proof system, the above encryption scheme is a I1-ciphertext (¢, F)-LR-KDM
where F = {Fx}

Fr = {fer(sk) = Decaps(sk, e) @ k}e,k-

The proof for the above theorem is provided in Section 9. Since, the LR-HPS
scheme based on d-Lin presented in the previous section has the property that
Decaps(s,gaT) S [aTs] which is an linear function in s with respect to
[-], we have the following theorem.

Theorem 6. Assuming the hardness of d-LIN, there exists 1-ciphertext LR-
KDM secure encryption scheme for the class of affine functions.

6 LR-KDM from Batch Encryption

In this section, we show that the construction presented by Brakerski et al. [13]
is LR-KDM secure over the class of affine functions over the bits of the secret
key. Similar to the assumption made in [13, Section 7.2], we will also assume
that the public key of the batch encryption scheme is of size .

Construction Let BENC = (Batch.Setup, Batch.Gen, Batch.Enc, Batch.Dec) be
a batch encryption scheme with public key size A. Consider the following public
key encryption scheme PKE = (Setup, Enc, Dec):

— Setup(1*) : The setup algorithm takes as input the security parameter \. It
generates crs < Batch.Setup(1**™) and samples a uniformly random sk <
{0,1}™. It computes pk = Batch.Gen(crs, sk) and outputs (crs, pk, sk).



18 D. Gupta et al.

— Enc(crs, pk,m) : The encryption algorithm takes as input crs, the public key
pk and a message m. It constructs an XOR secret sharing {v; };c[,) for m so
that m =v; @ --- @ v, It constructs a n x 2 matrix M such that M, ; = v;
for i € [n],b € {0,1}. Finally, it outputs ct = Batch.Enc(crs, pk, M).

— Dec(crs, sk, ct) : The decryption algorithm takes as input crs, the secret key
sk and a ciphertext ct. It computes {v;} = Batch.Dec(crs, sk, ct). It outputs
Ull B P ,U’:L'

Correctness. From the correctness of Batch.Enc, we get

Dec(crs, sk, Enc(crs, pk,m)) = @ Batch.Dec(crs, sk, Batch.Enc(crs, pk, M));
i=1

n
=P Mis,
i=1

=v1®D---Dv, =m,
where we had computed M, , = v; with v @ --- @ v, = m.

Theorem 7. Assuming BENC is a secure batch encryption, for any n = poly(}),
the above encryption scheme is LR-KDM secure over the class of affine functions
over the bits of the secret key

f)\ = {fa | fa(sk) =an4+1 D (@al . Ski>}

i=1
and with leakage at most n — 2\7.

Proof. We will show this using a sequence of hybrid arguments.

Go: This is the original LR-KDM game.

— Initialization Phase:
1. The challenger randomly generates crs < Batch.Setup(12*7)
and sk < {0,1}™.
2. Tt sets pk = Batch.Gen(crs, sk) and sends crs, pk to the adversary A
— Leakage Phase:
1. A sends a function h to the challenger.
2. The challenger responds with h(sk).
— Challenge Phase:
1. The challenger randomly picks 8 < {0,1}.
2. The adversary makes @) queries as follows:
e A sends a function f, € Fy to the challenger.
e Let mg =0 and my = f,(sk).
e Construct the matrix M such that M, ;, = v; for all i € [n],b € {0,1}
where @', v; = mg.

" By setting n = w()), we get 1 — o(1) leakage-rate.
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e It sends Batch.Enc(crs, pk, M) to A.
— Response Phase: A outputs 5’ € {0,1}.

G1: The challenger modifies the matrix being encrypted. Observe that the knowl-
edge of sk is not required while generating the matrix M.

— Challenge Phase:
1. The challenger randomly picks 8 + {0,1}.
2. The adversary makes ) queries as follows:
e A sends a function f, € Fy to the challenger.
e Let mgp = 0 and my = f,(sk).
e If 3 =0, then construct the matrix M as in the previous game.
If B =1, construct the matrix M such that M, ; = ba; ® v;

for i <n and M, ;, = an41 @ ba, ® v, where vi @ --- B v, = 0.
e It sends Batch.Enc(crs, pk, M) to A.
— Response Phase: A outputs 5’ € {0,1}.

G5: The challenger modifies the matrix being encrypted.

— Challenge Phase:
1. The challenger randomly picks 8 < {0,1}.
2. The adversary makes ) queries as follows:
e A sends a function f, € F) to the challenger.
e Let mg = 0 and my = f,(sk).
e The matrix M is sampled uniformly at random. .
e It sends Batch.Enc(crs, pk, M) to A.
— Response Phase: A outputs 5’ € {0, 1}.

Analysis: Let p4,; denote the probability that 4 wins in Game G;. We will show
that the success probability in each game is close to the previous one.

Lemma 1. From the semantic security of BENC, for all PPT adversaries A,
there exists a negligible function negl such that |pa1 — paol < negl(A).

Proof. We show the result by constructing @@ — 1 hybrids between the games
where in each hybrid we successively modify the matrix M for the ith query
to be constructed as per game 1. Observe that for each successive hybrid, the
distributions of {M; g, }icjn) are identical. Thus by the security of BENC, the
hybrids are computationally indistinguishable. Summing over the hybrids and
using the triangle inequality gives us our desired result. O

Lemma 2. By the leftover hash lemma, for all PPT adversaries A, there exists
a negligible function negl such that [pa2 —pa1] < negl(\).



20 D. Gupta et al.

Proof. We again split the two games with ()—1 hybrids in between where in each
hybrid we successively modify the matrix M for the ith query to be constructed
as per game 2. Consider the hybrids 4 and ¢ + 1. We construct a hybrid #H’
between these two where the challenger constructs the matrix M uniformly at
random subject to the condition that My g, @ ---® M,, &, = mg. Then the ith
hybrid and H' are computationally indistinguishable by the security of BENC.

In H’, the matrix M is sampled uniformly at random subject to the condition
Mi sk, @ - @ M, g, = mg. Equivalently, every element of M except M,, ¢ is
sampled uniformly at random and we set

n—1 n
M, 0=mg® (@ Mi,O) @ (@ ski - (M0 @ Mi,l)) .

i=1 i=1

By the leftover hash lemma, the distribution sk | crs, pk, A(sk) has average min-
entropy at least n — A — (n — 2)\) = A. This is because crs is independent of sk

n
and [pk| = A, |h(sk)| < n — 2. Thus the distribution of (P sk; - (M ® M; 1)
is statistically indistinguishable from a uniformly randoml vlalue independent of
crs, pk and (M, o ® M, 1);. Since the distribution of M used in the two games are
statistically indistinguishable, H’ and the (i + 1)th hybrid are also statistically
indistinguishable. Summing over the hybrids and using the triangle inequality
gives us our desired result. a

1
Using the above lemmas and the fact that p 42 = > for all PPT adversaries
A, there exists a negligible function negl(-) such that for all A € N, pgo <

1
3 + negl(\).

7 LR-KDM SKE to LR-KDM PKE

In this section, we give a construction for LR-KDM secure PKE scheme for
circuits from LR-KDM secure SKE for projection functions and LR secure PKE.

Our Construction Let PKE = (PKE.Setup, PKE.Enc, PKE.Dec) be an LR-PKE
scheme and (Garble, Eval) be a garbled circuit scheme. Let SKE = (SKE.Setup,
SKE.Enc, SKE.Dec) be an LR-KDM SKE for projection functions with secret key
size 8 = B(\). Consider the following public key encryption scheme:

— Setup(1*): The key generation algorithm takes as input the security pa-
rameter \. For each i € [3] and b € {0,1}, it samples (pk;,,skis)
PKE.Setup(1*). It then generates k < {0,1}7. Finally, it sets

& = {pkivb}ie[ﬁ],be{o,l} ) sk = (k7 {Ski,ki}ie[ﬂ])

— Enc(pk, m): The encryption algorithm takes as input the public key pk and a
message m. Let (6, {|3bi,b}ie[5],be{0,1}> + Garble(1*, C,,) where C,, is the
circuit that outputs m on any input. For each ¢ € [3] and b € {0, 1}, it sam-
ples ct;p < PKE.Enc(pki,b, lab; ) and returns ct = (é, {Cti,b}ie[ﬁ],be{0,1}>-



LR-KDM Secure Encryption Schemes 21

— Dec(sk, ct): The decryption algorithm takes as input the secret key sk and a

ciphertext ct. For each ¢ € [5], it computes lab; , = PKE.Dec(sk; x,, ct; k,).
It returns m « Eval(C, {lab; 1, }).

Correctness. Let ct be an encryption of m using the keys pk = {pkivb}ie[ﬁ],be{o,l}

and let sk = (k, {sk;x, }ic5). The decryption algorithm gets the right labels

{lab; k, }icp) used during encryption by the correctness of the underlying PKE

scheme. By the correctness of the garbling scheme, we have Eva|(67 {labik, }icig) =

Cin(k) = m, as desired.

Leakage Rate. The leakage rate of PKE is ) whereas the above scheme’s

|pke.sk|
leakage rate is m. There is a degradation factor of 5 in the leakage ratio.

Theorem 8. Let PKE = (PKE.Setup, PKE.Enc, PKE.Dec) be a £-LR PKE scheme,
SKE = (SKE.Setup, SKE.Enc, SKE.Dec) be an (¢, P)-LR-KDM secure SKE where
P is the class of all projection functions and (Garble,Eval) a secure garbling
scheme. Then the above scheme is a secure (¢, F)-LR-KDM incompressible pub-
lic key encryption scheme where F = {Fx} and Fx is the class of bounded
polynomial sized circuits.

The proof of the above theorem is provided in Section 10.

8 Functionality Amplification for LR-KDM

In this section, we give a construction for LR-KDM secure PKE scheme for cir-
cuits from LR-KDM secure PKE for projection functions using garbling schemes.

Our Construction Let PKE = (PKE.Setup, PKE.Enc, PKE.Dec) be an public
key encryption scheme and (Garble, Eval) be a garbled circuit scheme. Consider
the following public key encryption scheme:

— Setup(1*): The key generation algorithm takes as input the security param-
eter \. It samples (pk,sk) - PKE.Setup(1*) and returns (pk, sk).

— Enc(pk,m): The encryption algorithm takes as input a public key pk and a
message m. Let (6, {Iabi}ieﬂm”) + Sim(1*,|m/|,|C,,|,m) where C,, is the
circuit that outputs m on any input. It computes pke.ct < PKE.Enc(pk, {lab;},)
and outputs ct := (C, pke.ct).

— Dec(sk, ct): The decryption algorithm takes as input the secret key sk and a
ciphertext ct = (GarbleC, pke.ct). It decrypts ct using sk to obtain {lab;},. It
returns m = Eval(C, {lab;}).

Correctness. Let ct be an encryption of m using the keys pk and let sk be the
associated secret key. The decryption algorithm gets the right labels {lab; };c(m]
used during encryption by the correctness of the underlying PKE scheme. By the
correctness and security of the garbling scheme, we have Eval(C, {lab; } ;¢ () = m,
as desired.
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Theorem 9. Let PKE = (PKE.Setup, PKE.Enc, PKE.Dec) be a ¢-LR-KDM PKE
scheme for projection functions, and (Garble, Eval) a secure garbling scheme.
Then the above scheme is a secure (£,C)-LR-KDM PKE scheme where C is the
class of all bounded polynomial-sized circuits.

The proof for the above theorem is provided in Section 11. By combining

Theorem 3, Theorem 7 and Theorem 9, we obtain the following theorem.

Theorem 10. Assuming the hardness of X € {CDH,LWE, LPN}, there exists a
leakage-rate-1 LR-KDM secure scheme for the class of all bounded polynomial-
sized circuits.
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9 Proof of Theorem 5

We will show this using a sequence of hybrid arguments.

Gy: This is the original LR-KDM game.

— Initialization Phase:
1. The challenger randomly generates (hps.pk, hps.sk) < HPS.Setup(1*).
2. It sets sk := hps.sk and sends pk := hps.pk to the adversary A
Leakage Phase:
1. A sends a function h to the challenger.
2. The challenger responds with h(sk).
— Challenge Phase:
1. A sends a function f, ; € F, to the challenger.
2. The challenger randomly picks (z,w) € R..
3. It sends (x, HPS.Encaps(pk, (z,w)) & HPS.Decaps(sk, ¢) @ k) to A.
— Response Phase: A outputs b’ € {0,1}.

G1: This is game, the challenge ciphertext is modified to (z, HPS.Decaps(sk, z) @
HPS.Decaps(sk, e) @ k).

— Challenge Phase:
1. A sends a function f, ; € F» to the challenger.
2. The challenger randomly picks (z,w) € R..

3. Tt sends (x, HPS.Decaps(sk, z) @ HPS.Decaps(sk, e) @ k) to A.

Go: This is game, the string x is chosen not from the language.
— Challenge Phase:
1. A sends a function f. , € Fy to the challenger.

2. The challenger randomly picks 2 < LU L.
3. It sends (x, HPS.Decaps(sk, ) & HPS.Decaps(sk, €) @ k) to A.
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G3: This is game, the challenge ciphertext is modified to (z,t @ k) where ¢ is a
truly random string.

— Challenge Phase:
1. A sends a function f, , € Fx to the challenger.
2. The challenger randomly picks « - LU L.

3. It sends (z,t @& k) to A.

G4: This is game, the challenge ciphertext is modified to (z, HPS.Decaps(sk, x))
where ¢ is a truly random string.

— Challenge Phase:
1. A sends a function f, ; € Fx to the challenger.
2. The challenger randomly picks x <— LU L.

3. It sends (x, HPS.Decaps(sk, z)) to A.

G5: This is game, the string x is chosen from the language.

— Challenge Phase:
1. A sends a function f. , € Fy to the challenger.

2. The challenger randomly picks (z,w) € R..
3. It sends (x, HPS.Decaps(sk, z)) to A.

Gg: This is game, the challenge ciphertext is modified to (x, HPS.Encaps(pk, (z, w))).

— Challenge Phase:
1. A sends a function f, € Fx to the challenger.
2. The challenger randomly picks (z,w) € R..

3. It sends (x, HPS.Encaps(pk, (z,w))) to A.

Analysis: Let pa,; denote the probability of A that outputs 0 in Game G;. We
will show that the probability in each game is close to the previous one.

Lemma 3. Assuming HPS is a secure HPS, for all PPT adversary A, there
exists a negligible function negl(-) such that for all A € N,

[pa,1 = paol < negl(})
[pa6 — Pas| < negl()
Proof. The proof follows from the correctness of HPS which states that
HPS.Encaps(pk, (z,w)) = HPS.Decaps(sk, x)

where (pk, sk) <~ HPS.Setup(1*) and (z,w) € R.
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Lemma 4. Assuming indistinguishability property of L, for all PPT adversary
A, there exists a negligible function negl(-) such that for all A € N,

IpAa2 —pa| < negl(X)

[pas — paal < negl(A)

Proof. The proof follows from the fact that it is computationally hard to distin-
guish an element from £ from an element from £ U L.

Lemma 5. Assuming HPS is a secure LR-HPS, for all PPT adversary A, there
exists a negligible function negl(-) such that for all X € N,

|pas —paz| < negl(N)

P4 — pas| < negl(X)

Proof. This follows from the leakage-resilience and homomorphism property of
the LR-HPS.

Using the above lemmas and triangular inequality, for all PPT adversaries
A, there exists a negligible function negl(-) such that for all A € N, [pao—pae| <
negl(\).

10 Proof of Theorem 8

We will show the security for a single challenge ciphertext of the above scheme
through a series of hybrid arguments. The proof can be modified for multi-
challenge ciphertexts.

Go: This is the LR-KDM game where the challenger picks the challenge bit d = 1
or equivalently, chooses to encrypt a function of the secret key.

— Initialization Phase
1. The challenger randomly generates k < {0, 1}5.
2. Tt samples (pk; ;, skip) < PKE.Setup(1*) for i € [8],b € {0,1}.

3. It sets pk = {pki,b}ié[ﬁ],bG{O,l} and sk = (£, {Ski’ki}ié[ﬁ])‘
4. Tt sends pk to A.
— Leakage Phase
1. A sends h to the challenger.
2. The challenger return h(sk) to A.
— Challenge Phase
1. A sends a function f € Fy.
2. The challenger computes (C, {lab; ; };e(g],be{0,1}) < Garble(1*, C,) where
m = f(sk).
3. It computes ct;; < PKE.Enc(pk, ;, lab; ;) for each i € [3],b € {0,1}.

4. Tt sets ct = (6, {Cti,b}ie[ﬂ],be{o,l})-
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5. It sends ct to A.
— Response Phase
1. A outputs d’ € {0,1}.

G1: The challenger changes the way the secret key is sampled.
— Initialization Phase
1. The challenger samples v + {0, 1}?, kskg < SKE.Setup(1*) and sets k = v @ kske.
2. It samples (pk; ;, skip) < PKE.Setup(1*) for i € [8],b € {0,1}.

3. It sets ﬁj {Pki,b}ie[ﬂ],be{O,l} and sk = (k, {Skq’/vki}ie[ﬂ]).
4. Tt sends pk to A.

5. Tt maintains ct < SKE.Enc(kskg, sk).

Go: The challenger modifies the encryption of certain labels.

— Challenge Phase
1. A sends a function f € Fy.
2. The challenger computes (C, {lab; s }ic[s],0e{0,1}) < Garble(1*, C,,) where
m = f(sk).
3. It computes ct; k, <= PKE.Enc(pk; 1, lab;x,) and ct; 1k, < PKE.Enc(pk; ;g1 0%).-

4. Tt sets ct = (é, {Cti,b}ie[ﬁ],be{o,l})-
5. It sends ct to A.

G3: The challenger modifies the circuit being garbled.

— Challenge Phase
1. A sends a function f € Fj.
2. The challenger constructs a circuit C that on input z :

(a) Computes k' =z @ v .

(b) Computes sk’ < SKE.Dec(k’, ct).

(c) Returns f(sk’) .

The challenger computes (C, {lab; p}icig),beq0,13) < Garble(1*,C).

. It computes ct; x, < PKE.Enc(pk, ;,,lab; ,) and ct; 1gk, < PKE.Enc(pk; jp,,0%).

- Tt sets ¢t = (C, {ctip biciplpefo.1))-
. It sends ct to A.

G4: The challenger modifies the encryption of labels.
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— Challenge Phase
1. A sends a function f € Fj.
2. The challenger constructs a circuit C that on input x:
(a) Computes k' =z @ v.
(b) Computes sk’ < SKE.Dec(k/, ct).
(c) Returns f(sk’).

It computes ct;, < PKE.Enc(pk; ;, lab; p).

. It sets ct = (5, {Cti,b}ie[ﬁ],be{o,l})-
. It sends ct to A.

o Tt s w

G5: The challenger modifies the ciphertext of the secret key.

— Initialization Phase

. The challenger computes (6, {lab; p}ic(g),pe0,1}) < Garble(1*,C).

29

1. The challenger samples v « {0,1}? kskge < SKE.Setup(1*) and sets

k=wv %) kSKE~

It samples (pk, ;,sk; ) < PKE.Setup(1*) for i € [3],b € {0,1}.
It sets pk = {pk; ; }ic[g)pe(0,1y and sk = (k, {skir, }ic(a))-

It sends pk to A.

It maintains ct < SKE.Enc(kske, 0).

Gg: The challenger modifies the encryption of all labels.

— Challenge Phase
1. A sends a function f € F)y.
2. The challenger constructs a circuit C that on input x:
(a) Computes k' =z @ v.
(b) Computes sk’ + SKE.Dec(k’, ct).
(c) Returns f(sk’).

3. The challenger computes (C, {lab; 1 }ic(s),pe{0,1}) < Garble(1*,C) where

m = f(sk).
4. It computes ct;j, < PKE.Enc(pk; ;,0%).

5. It sets ct = (67 {Cti,b}ie[ﬁ],be{o,l})~
6. It sends ct to A.

G7: The challenger modifies the circuit being garbled.

— Initialization Phase

1. The challenger samples v < {0,1}?, kske < SKE.Setup(1*) and sets

k=v® kSKE'
2. It samples (pk; j,skip) < PKE.Setup(1*) for i € [3],b € {0,1}.
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3. Tt sets pk = {pk; ; }ic[s],bef0,1} and sk = (k, {ski r, }ic[s])-
4. Tt sends pk to A.
5. H-maintains-ct<—SKEEnelkske02)
— Leakage Phase
1. A sends h to the challenger.
2. The challenger return h(sk) to A.
— Challenge Phase
1. A sends a function f € F).
2. Thechallensereonstruetsaeirenit-C-that-eninptt—:

3. The challenger computes (C, {lab; 1, }ic(s),pe(0,1}) < Garble(1*, Cy»)

4. It computes ct; p < PKE.Enc(pkLb,O)‘).

5. It sets ct = (C, {Cti,b}ie[B],be{O,l})~
6. It sends ct to A.
- R
1

esponse Phase
. A outputs d’ € {0,1}.

Gg: The challenger modifies the encryption of the labels. This is the incompress-
ible KDM game where the challenger picks d = 0 or equivalently, chooses to
encrypt 0*.

— Challenge Phase
1. A sends a function f € Fy.
2. The challenger computes (C, {lab; s }ic[s],0e{0,1}) < Garble(1*, C,,) where
m = 0.
3. It computes ct;, < PKE.Enc(pk; ;,lab; ).
4. Tt sets ct = (C, {Cti,b}ie[ﬂ],be{o,l})-
5. It sends ct to A.

Analysis: Let p4 ; denote the probability of A that outputs 0 in Game G;. We
will show that the success probability in each game is close to the previous one.

Lemma 6. The equality pao = pa,1 holds.

Proof. The games Gy and G are identical since the sampling distribution of k
remains the same. Also, the ciphertext ct is only maintained by the challenger
and is not used in the game. a

Lemma 7. From the CPA security of PKE, for all PPT adversaries A, there
exists a negligible function negl such that for all A\ € N, |pa2 — pa| < negl(X).
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Proof. Observe that the secret keys sk; 1k, are not used in the game after gen-
eration. We construct an adversary B that plays the CPA security game of PKE
and acts as the challenger against the given adversary A. The algorithm B queries
the challenger of the CPA security game on (lab; ja,,0%) and uses it to sim-
ulate the LR-KDM game for .A. We get [pa2 — pa1] is bounded above by the
advantage of B in the CPA security game of PKE which is negligible due to the
assumption that PKE is CPA secure. ad

Lemma 8. From the Indistinguishibility Security of Garble, for all PPT ad-
versaries A, there exists a negligible function negl such that for all A € N,

[pas — DAzl < negl(N).

Proof. The difference between G3 and G5 is that the circuit C), is used in Go
whereas C is used in G3. Observe that the circuit C,, and C have the same output
on k, i.e., Cp (k) = C(k). Also, the adversary’s algorithm can only depend on C'
and {lab; 1, }ic[3)- Thus by the Indistinguishibility Security of Garble, we get the
desired result. a

Lemma 9. From the CPA security of PKE, for all PPT adversaries A, there
exists a negligible function negl such that for all A\ € N, [pa4 — paz| < negl(X)

Proof. The proof is similar to Lemma 7. O

Lemma 10. From the LR-KDM security of SKE, for all PPT adversaries A,
there exists a negligible function negl such that for all X € N, |pas — paa| <
negl(\).

Proof. Consider an algorithm B that plays the LR-KDM security game of SKE.
This algorithm first samples v, pk; , and sk;; for each 7 € [5] and b € {0,1} as
specified in the initialization phase of both the games. It then queries the SKE
challenger on the function which evaluates to (z,{ski,, }ie[s)) on input x. This
is a projective function since each output bit depends on at most one input bit.
Now, it uses the output it receives from the challenger of the SKE game as ct
and runs A. On receiving the leakage function h from A, B sends h{{sk,-,b} to the
challenger — h/{Ski,b} on input z, returns h(z, {sk;,}). It can simulate the rest
of the game, and we get [pas — pas| is bounded above by the advantage of B
in the LR-KDM security game of SKE. Thus since SKE is secure, we have the
desired result. a

Lemma 11. From the LR security of PKE, for all PPT adversaries A, there
exists a negligible function negl such that for all A\ € N, |pae — pas| < negl(N).

Proof. We consider 28 + 1 intermediate hybrids G, where i € [5],b € {0,1}
and G5 = Gg,1 with the following description - The game G, ; is exactly similar
to G5, except that for all a <14,b < j, ctgp + PKE.Enc(pka’b,())‘). For the rest,
Cty,p < PKE.Enc(pk, ,labap).

To show that G;_11 ~. G, (and similarly G, ~. G, 1), we construct an
adversary B that plays the LR security game of PKE and acts as the challenger
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against the given adversary A. Similar to Lemma 10, on receiving the leakage
function h from A, B will either return the leakage value if k; # 0 (in the other
case k; # 1) or construct an appropriate function 2’ and sends it to the challenger
and receives the leakage value. The algorithm B queries the LR security game on
(lab;,0,0*) (in the other case (lab; 1,0*)) and forwards the response to A. Then
we get [pas —pas| is bounded above by the advantage of B in the LR security
game of PKE. This is negligible because PKE is LR secure. ad

Lemma 12. From the garbled circuits security with no labels of Garble, for all
PPT adversaries A, there exists a negligible function negl such that for all A € N,
Ipa,7 —pas| < negl(A).

Proof. It is important to note that the labels lab;; are never used in the game
after generation. Thus, by the garbled circuits security with no labels of Garble,
we get our desired result. a

Lemma 13. From the LR- security of PKE, for all PPT adversaries A, there
exists a negligible function negl such that for all A\ € N, |pas — pa7| < negl(X).

Proof. The proof is similar to Lemma 11. O

Using the above lemmas and triangular inequality, for all PPT adversaries
A, there exists a negligible function negl(-) such that for all A € N, [pao—pas| <
negl(\).

11 Proof of Theorem 9

We will show the security for a single challenge ciphertext of the above scheme
through a series of hybrid arguments. The proof can be modified for multi-
challenge ciphertexts. Here F) consists of circuits of a priori bounded size.

Gy: This is the LR-KDM game where the challenger picks the challenge bit d = 1
or equivalently, chooses to encrypt a function of the secret key.

— Initialization Phase
1. The samples (pk,sk) < PKE.Setup(1*).
2. It sends pk to A.
— Leakage Phase
1. A sends h to the challenger.
2. The challenger return h(sk) to A.
— Challenge Phase
1. A sends a function f € F)y.

2. The challenger computes (6, {Iabi}ie“mu) + Sim(1*, |m|, |Cyn|, m) where
m = f(sk).

3. It pke.ct < PKE.Enc(pk, {lab;},).

4. Tt sets ct := (C, pke.ct)
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5. It sends ct to A.
— Response Phase
1. A outputs d’ € {0,1}.

G1: In this game, C and its associated label are modified as follows.

— Initialization Phase

1. The samples (pk, sk) < PKE.Setup(1*).
2. It sends pk to A.
Leakage Phase

1. A sends h to the challenger.

2. The challenger return h(sk) to A.
Challenge Phase

1. A sends a function f € F)y.

2. The challenger computes (@, {labi,b}ie[\mﬂ,be{o,l}) < Garble(1*, C,,)

where m = f(sk).
3. It pke.ct <~ PKE.Enc(pk, {lab; m,},)-
4. Tt sets ct := (C, pke.ct)
5. It sends ct to A.

— Response Phase
1. A outputs d’ € {0,1}.

G2: In this game, circuit Cy, is replaced with the circuit Cy such that Cy(z) =
f(z).

— Initialization Phase

1. The samples (pk, sk) < PKE.Setup(1*).
2. It sends pk to A.
Leakage Phase

1. A sends h to the challenger.

2. The challenger return h(sk) to A.
Challenge Phase

1. A sends a function f € Fj.

2. The challenger computes (6, {'abz‘,b}ie[\sk|],be{o,1}) + Garble(1*,Cy)

where Cf(x) = f(x).
3. It pke.ct <~ PKE.Enc(pk, {lab; s, };)-

4. Tt sets ct := (C, pke.ct)
5. It sends ct to A.

— Response Phase
1. A outputs d’ € {0,1}.
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In this game, pke.ct is an encryption of 0 message rather than labels.

Initialization Phase
1. The samples (pk, sk) «— PKE.Setup(1*).
2. It sends pk to A.
Leakage Phase
1. A sends h to the challenger.
2. The challenger return h(sk) to A.
Challenge Phase
1. A sends a function f € F)y.

2. The challenger computes (6, {Iabi,b}ie[|mu7be{071}) < Garble(1*, C) where

Cy() = ().
3. Tt pke.ct + PKE.Enc(pk,0).

4. Tt sets ct := (C, pke.ct)
5. It sends ct to A.
Response Phase

1. A outputs d’ € {0, 1}.

In this game, the circuit C} is replaced with Cp.

Initialization Phase
1. The samples (pk,sk) < PKE.Setup(1*).
2. It sends pk to A.
Leakage Phase
1. A sends h to the challenger.
2. The challenger return h(sk) to A.
Challenge Phase
1. A sends a function f € Fj.

2. The challenger computes (5, {'abi,b}ie[\mﬂ,be{o,l}) < Garble(1*, Cp)

where Cy = 0.
3. Tt pke.ct + PKE.Enc(pk,0).
4. Tt sets ct := (C, pke.ct)
5. It sends ct to A.
Response Phase
1. A outputs d’ € {0,1}.

In this game, pke.ct is replaced with the encryption of the labels.

Initialization Phase

1. The samples (pk,sk) < PKE.Setup(1*).
2. It sends pk to A.

Leakage Phase

1. A sends h to the challenger.



LR-KDM Secure Encryption Schemes 35

2. The challenger return h(sk) to A.
— Challenge Phase
1. A sends a function f € Fj.

2. The challenger computes (5, {|3bi,b}ie[|m\],be{0,1}) < Garble(1*, Cy) where
Co = 0.
3. It pke.ct «— PKE.Enc(pk, {lab;o},).

4. Tt sets ct := (C, pke.ct)
5. It sends ct to A.

— Response Phase
1. A outputs d’ € {0,1}.

Gg: In this game, Cy and its associated labels are simulated.

— Initialization Phase
1. The samples (pk,sk) < PKE.Setup(1*).
2. It sends pk to A.
— Leakage Phase
1. A sends h to the challenger.
2. The challenger return h(sk) to A.
— Challenge Phase
1. A sends a function f € F)y.

2. The challenger computes (6, {'abz‘,b}ie[\m|],be{0,1}) + Sim(1%, 0], |Co], 0)

where Cy = 0.
3. It pke.ct <~ PKE.Enc(pk, {lab;},).
4. Tt sets ct := (C, pke.ct)
5. It sends ct to A.
— Response Phase
1. A outputs d’ € {0,1}.

Analysis: Let pa; denote the probability of A that outputs 0 in Game G;. We
will show that the success probability in each game is close to the previous one.

Lemma 14. Assuming GC is a secure garbling scheme, for all PPT adversaries
A, there exists a negligible function negl such that for all A\ € N, |pa1 —pao| <
negl(\).

Proof. This directly follows from the simulation security of GC (see Definition 2).

Lemma 15. Assuming GC is a secure garbling scheme, for all PPT adversaries
A, there exists a negligible function negl such that for all A €N, |pa2—pai| <
negl(\).

Proof. This directly follows from the security of GC (see Theorem 1).
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Lemma 16. Assuming PKE is a secure LR-KDM scheme for projection func-
tions, for all PPT adversaries A, there exists a negligible function negl such that
forall €N, |pas—paz| <negl(N).

Proof. This follows from the LR-KDM for projection functions security of the
PKE scheme. Observe that the each label lab; ,,, depends only on the ¢ bit m,.
Therefore, the message {lab; g, }, is the output of a projection function.

Lemma 17. Assuming GC is a secure garbling scheme, for all PPT adversaries
A, there exists a negligible function negl such that for all A € N, |pa s —paa| <
negl(\).

Proof. This directly follows from the security of GC (see Theorem 2).

Lemma 18. Assuming PKE is a secure CPA scheme for projection functions,
for all PPT adversaries A, there exists a negligible function negl such that for
alXNEN, |pas —paal <negl(N).

Proof. This directly follows from the CPA security of PKE.

Lemma 19. Assuming GC is a secure garbling scheme, for all PPT adversaries
A, there exists a negligible function negl such that for all A €N, |pag—pas| <
negl(\).

Proof. This directly follows from the simulation security of GC (see Definition 2).
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