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Abstract. Pseudorandom codes (PRCs), recently proposed by Christ and Gunn (CRYPTO’24), are
encryption schemes that have pseudorandom ciphertexts and a decryption algorithm which is resilient
against a bounded number of Hamming errors. This notion provides a significant strengthening over
standard PKE and has exciting applications in, e.g., watermarking LLMs. The recent work of Alrabiah
et al. (STOC’25) initiated the study of CCA-secure public-key PRCs, where the adversary is additionally
given access to a decoding oracle. In terms of realizations, they provide one that can be proven secure in
the random oracle model. Constructing CCA-secure public-key PRCs in the standard model remained
an open problem.
In this work, we resolve this problem and provide the first construction of CCA-secure public-key PRCs
in the standard model. Our construction achieves a constant rate and can decode from a constant
fraction of adversarial errors. In fact, our construction is a general blueprint that can be instantiated
from a broad range of standard cryptographic assumptions.
As an additional contribution, we construct a strong adaptively robust public-key pseudorandom code
with conjectured sub-exponential security based on a new family of assumptions we call Noisy McEliece.
In a nutshell, these assumptions mask a scrambled generator matrix from an efficiently decodable
inner-code family with sparse Bernoulli noise; this additional error is meant to obscure the algebraic
structure targeted by known attacks and thereby permits candidate instantiations from broader classes
of codes.

1 Introduction

1.1 Pseudorandom Codes

Error-correcting codes and pseudorandomness are two of the most fundamental notions in theoretical
computer science and cryptography. Error-correcting codes enable reliable communication over noisy channels,
while pseudorandom generators (PRGs) are indispensable for derandomization and cryptographic security.
While error-correction requires redundancy and hence structure, pseudorandomness makes any structure
undetectable.
The notion of pseudorandom codes (PRCs), recently proposed by Christ and Gunn [CG24], connects these
seemingly contradictory notions. In a nutshell, a PRC is a family of keyed error-correcting codes whose
codewords are computationally indistinguishable from uniformly random ones to an outside observer. But,
a legitimate receiver who is in possession of the secret key can efficiently decode the codeword even in the
presence of a large fraction of Hamming errors. While pseudorandom codes were originally motivated by the
problem of watermarking large language models (LLMs), they have emerged as an exciting cryptographic
notion in their own right.
However, constructing pseudorandom codes has turned out to be a highly non-trivial task. Current construc-
tions [CG24, GG24, GM24, AAC+25, CGG+25] are based on hardness assumptions relating to coding theory,
and there is evidence that even constructing just the weakest private-key notions cannot be achieved from
generic hardness assumptions [DMR25, GGW25]. In particular, [GGW25] argues that even the most powerful
tools available in cryptography such as (indistinguishability) obfuscation do not help when attempting to
construct pseudorandom codes with generic recipes.
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1.2 Adaptive Robustness and CCA Security

Adaptive Robustness: Early PRC constructions addressed errors introduced obliviously by a memoryless
channel. Subsequent works [CHS25, AAC+25] argued that, in realistic settings, robustness must be defined
against adaptive adversaries that have access to an encoding oracle (or to the public key in the public-key
setting). Such an adversary must output a message m, randomness r, and a c such that encoding m with
randomness r yields a codeword close to c, yet decoding c produces a different message. In this work, we rely
on this stronger notion of robustness.

CCA security: The standard security notion for pseudorandom codes [CG24] mirrors the basic chosen
plaintext security notion (CPA) for encryption schemes with pseudorandom ciphertexts: the adversary is
given access to an oracle OEnc that produces strings ci (as well as potentially the PRC public key) and must
decide whether the strings produced by the oracle are well-formed codes of the PRC or just uniformly random
strings. Several real-world attacks [JSV24, PHZS24] exploit access to both the encoding and decoding oracles
in order to remove/counterfeit watermarks. Alrabiah et al. [AAC+25] introduced stronger security notions in
the private key and public key setting, where the adversary also has access to the decoding oracle. In the
private key setting, they introduced the notion of ideal pseudorandom codes for pseudorandom codes. In this
notion, the adversary is additionally given access to a decoding oracle ODec which provides the adversary
access to the decoding algorithm. Implementing this oracle for the case that OEnc actually implements the
encoding algorithm is easy. However, if OEnc produces uniformly random strings, a more refined argument is
required. Specifically, in this case OEnc and ODec must share a joint state, and ODec needs to handle strings
produced by OEnc differently from codewords produced by the adversary.
In the public key setting, which is the focus of this work, [AAC+25] proposed a simple chosen ciphertext
security notion (CCA) and provided a construction in the random oracle model [BR93]. Specifically, in this
security notion the adversary is given the public key, as well as access to a decoding oracle ODec which
implements the decoding algorithm. At some point, the adversary asks for a challenge and is either given
a well-formed codeword, or a uniformly random string. As in the standard CCA experiment, access to the
decoding oracle is now restricted. While, at this point in the CCA experiment for public key encryption,
the decryption oracle accepts every query except the challenge ciphertext, this formulation is insufficient
for pseudorandom codes. Specifically, the adversary can always introduce a small amount of errors to the
challenge and obtain a different string. Hence, in the PRC-setting the post-challenge decoding oracle must
be restricted in a more stringent way. Roughly speaking, the post-challenge decoding oracle now summarily
rejects any input within (say) the decoding-radius of the challenge.

1.3 Constructing CCA-Secure Pseudorandom Codes

However, in light of mounting impossibility results for PRCs [DMR25, GGW25], and given the growing body
of random oracle uninstantiability results [Nie02, GK03, BBP04, LN09, Zha22, BDD22], the very existence of
the notion of CCA-secure PRC rests on uncertain grounds. This naturally raises the following question:

Can CCA-secure pseudorandom codes be realized in the standard model under standard assumptions?

1.4 Our Results

In this work, we present the first construction of public-key pseudorandom codes that achieves indistinguisha-
bility against chosen-ciphertext attacks in the standard model. We also present a new candidate construction
of an adaptively robust PRC.

New Candidates for Robust PRCs. Existing constructions of robust public-key PRCs need to assume
sub-exponential hardness of LPN [AAC+25], while only providing quasi-polynomial security. Furthermore,
constructions attaining sub-exponential security are known only in the secret-key setting [CGG+25]. As an
additional contribution, we propose a new family of assumptions which we call Noisy McEliece assumptions.
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Recall that the decisional McEliece assumption [McE78] conjectures that the generator matrices of scrambled
Goppa codes are pseudorandom. Specifically, if G ∈ Fm×n

2 is the generator matrix of a binary Goppa code,
Π ∈ Sm is a random permutation matrix, and T ∈ GLn(F2) is a random invertible matrix, then we set
A = Π ·G · T. Under the decisional McEliece assumption this matrix A is pseudorandom. Notoriously,
virtually all attempts to replace binary Goppa codes in this construction with other efficiently decodable
linear codes have led to insecure constructions [SS92, vT94, CC98, GOT12, CGGU+14, COTGU15, Mce26].
These attacks show that the choice of the code family is central. In our Noisy McEliece assumptions, one fixes
a specified code family and masks the scrambled generator matrix by Bernoulli noise, that is, we consider
matrices of the form A = Π ·G ·T+E, where E← Berm×nρ is chosen from a ρ = O(1/

√
n)-noise Bernoulli

distribution. The hope is that the noise disrupts the exact algebraic invariants exploited by existing attacks,
but this depends on the chosen code family. In Section 4 we discuss candidate code families, insecure regimes,
and the need for further cryptanalysis, and provide a construction of an adaptively robust pseudorandom
code with conjectured sub-exponential security from this assumption.

Public-Key Pseudorandom Codes with CCA Security. In Section 5, we describe a generic trans-
formation for constructing an IND-CCA-secure PRC scheme using a primitive called hinting pseudorandom
generator (HPRG)[KW19].

Theorem 1 (Informal). Assuming the existence of an IND-CPA-secure PRC scheme with adaptive robustness,
and a secure hinting PRG, there exists an IND-CCA-secure PRC scheme.

Instantiations. Since every PRC is a PKE scheme, the required building blocks can be instantiated using
several well-studied hardness assumptions:

- Adaptively Robust PRC: Under sub-exponential Learning Parity with noise (exLPN) [AAC+25], or
our noisy McEliece assumption.

- Hinting PRGs: Constructions are known from Learning with Errors (LWE) [KW19], Computational
Diffie–Hellman (CDH) [KW19], Decisional Diffie–Hellman (DDH) [AP22].

These instantiations yield the following corollary.

Corollary 1. Assuming the hardness of X and Y, where X ∈ {LWE,DDH,CDH} and Y ∈ {noisy McEliece,
exLPN}, there exists an IND-CCA-secure PRC scheme.

Remark 1 (Instantiating our results). The above construction relies on a specialized form of hinting PRG,
which we refer to as an entropic hinting PRG. This is essentially a hinting PRG that remains secure even
when its seed is not sampled uniformly at random, but instead drawn from a distribution with sufficiently
high entropy. Notably, most of the known constructions of hinting PRGs employ the leftover hash lemma in
their security analysis, thereby ensuring the entropic property. For further details, see Section 3.5.
One exception to the above is the Linear Hidden Shift (LHS)-based construction of [AP22]. In the proof of
this construction, the pseudorandomness of the output is directly argued by relying on the LHS assumption.
While this is out of scope of our current work, we believe that the same proof strategy as in [AP22] gives rise
to entropic hinting PRGs, if one is willing to rely on a high entropy version of the LHS assumption. If such
an assumption is plausible, we would obtain an additional instantiation of the result above.

1.5 Related Works

Christ and Gunn [CG24] introduced the notion of PRCs and gave constructions in both, the secret-key
and public-key settings. The subsequent work [AAC+25] strengthened the security model by allowing the
adversary to have access to the decoding algorithm, introducing the corresponding CCA notion. More recently,
[CGG+25] constructed secret-key PRCs that, for the first time, simultaneously achieve plausible subexponential
pseudorandomness security, robustness to worst-case edit errors over a binary alphabet, and resilience even
against computationally unbounded adversaries equipped with the decoding key. Achieving this combination of
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properties requires overcoming several barriers, as prior constructions neither attained subexponential security
nor provided strong resilience guarantees. Zero-bit PRCs3 were constructed in [GM24] under the assumption
of local weak pseudorandom functions, which in turn follow from the hardness of learning log(n)-juntas over
the uniform distribution on {0, 1}n. Additional constructions of pseudorandom codes were explored in [GG24].
In particular, they construct public-key PRCs based on the planted hyperloop assumption [BKR23] and
pseudorandom generators, and also obtain statistically secure PRCs against space-bounded adversaries. On
the contrary, two independent works [GGW25, DMR25] establish strong impossibility results for black-box
constructions of pseudorandom codes from a broad class of strong cryptographic primitives including virtual
black-box obfuscation.
Next, we give a brief overview of existing IND-CPA to IND-CCA transformations. None of these transformations
consider efficient error correction, which makes them unsuitable for amplifying the security of pseudorandom
codes directly. We categorize the existing transformations in the following way:

1. Proof-Carrying Ciphertexts: This is the classic paradigm for constructing CCA-secure PKE. In this
paradigm, multiple ciphertexts of a CPA secure encryption scheme, generated under different public
keys, are glued together using a NIZK proof of well-formedness. Such proofs can be publicly verifiable
(e.g. [NY90, DDN91, Sah99]) or designated verifier (e.g. [CS98, CS02, QRW19, LQR+19]). Evidently,
using publicly verifiable NIZK proofs is incompatible with the goal of constructing CCA encryption
with pseudorandom ciphertexts. By contrast, schemes based on designated verifier proofs can indeed
yield CCA-secure encryption schemes with pseudorandom ciphertexts, as exemplified by the well-known
Cramer-Shoup encryption scheme [CS98, BBDP01].

2. Tag/Label-based Encryption and the CHK-Transform: An alternative standard-model approach
to constructing CCA-secure PKE follows the CHK-paradigm [CHK03, BCHK07, BK05] to transform an
identity-based encryption (IBE) scheme or, more generally, a tag-based encryption (TBE) scheme [Kil06]
by embedding a one-time signature verification key into the identity/tag, and by including a signature of
the IBE/TBE ciphertext into the CCA ciphertext. This blueprint can be instantiated from a broad range
of assumptions, including pairings [CHK03], lossy trapdoor functions [PW08], lattice assumptions [MP12],
coding assumptions [DMN12, KMP14], hinting PRGs [KW19] and injective trapdoor functions [HKW20].
This paradigm does not typically yield CCA-encryption with pseudorandom ciphertexts, since the
ciphertext includes both, a signature and a corresponding verification key, which obey a publicly testable
relation. One exception here is the transformation of Boneh and Katz [BK05], which has been shown
in [Xag22]. In this work, the author shows that the Boneh-Katz transformation achieves pseudorandom
ciphertexts if all of the underlying primitives are pseudorandom as well.

3. CCA-security via KEM: In [KMT19], besides multiple other results, the authors show how to realize
an IND-CCA secure key encapsulation mechanism (KEM) from an IND-CPA secure KEM as well as a
one-time key-dependent-message (KDM) secure SKE scheme. Relying on the IND-CCA secure KEM, an
IND-CCA secure PKE scheme can then be obtained using a hybrid encryption approach. To obtain the
IND-CPA secure KEM, the authors follow the framework of Koppula and Waters [KW19], besides also
mentioning other possible instantiations [BHHO08, ACPS09, BG10, BLSV18, DGHM18]. Additionally,
the authors also show how their IND-CCA transformation can be adapted to obtain IND-$CCA secure
KEMs4. To achieve this result, the presented compiler is instantiated using an IND-$CPA secure KEM,
instead of an IND-CPA secure one, as well as a one-time randomness-recoverable KDM secure SKE with
pseudorandom ciphertexts. Achieving IND-$CPA secure KEM, as well as amplifying an existing one-time
KDM secure SKE by adding randomness recoverability and pseudorandom ciphertexts, can be easily
achieved. On a more technical level, in this transformation, the authors first realize an adaptively secure
TDF which directly implies the desired IND-$CCA secure KEM. Given that the authors of [KMT19]
generalized their transformation for adaptively secure TDFs, it is also possible to use the work of [KM25],
in which the authors construct an adaptively secure TDF with pseudorandom strings based on a standard
TDF and a PRG, to obtain IND-$CCA secure KEMs.

3A zero-bit PRC can encode only a single message msg = 0.
4An IND-$CCA secure KEM can be turned into an IND-$CCA secure PKE using the same hybrid encryption

approach as for the IND-CCA case.

4



4. Constructions in the Random Oracle Model: The random oracle model (ROM) [BR93] greatly
simplifies the construction of CCA-secure encryption schemes as it facilitates the simulation of the
decryption oracle. Specifically, the random oracle enables extraction of the ciphertext randomness of
adversarially generated ciphertexts, hence decryption queries can be answered without access to the
secret key. Constructing CCA-secure encryption schemes in the ROM is typically practically motivated,
as the resulting CCA-secure encryption schemes usually achieve essentially the same efficiency as the
underlying CPA-secure encryption schemes. In fact, the random oracle model was formalized precisely for
this purpose [BR93]. The Fujisaki-Okamoto transform [FO99] allows to transform any CPA-secure PKE
into a CCA-secure encryption scheme without changing the ciphertext structure. Hence, in particular, it
enables the construction of CCA-secure encryption schemes with pseudorandom ciphertexts from any
CPA-secure encryption scheme with this property. On a conceptual level, while constructions in the ROM
yield practically efficient schemes, they do not provide deep foundational insights.

As already mentioned in Section 1.4, in this work, we rely on the hinting PRG framework of Koppula-
Waters [KW19]. We leave it as an interesting open problem if any of the other mentioned CCA transformations
can also be applied to handle efficient error correction and obtain IND-CCA secure PRCs.

2 Technical Overview

In this section, we give a high-level overview of our construction. We begin by recalling the Koppula-Waters
(KW) [KW19] construction of an IND-CCA-2 scheme.

2.1 The KW construction.

The KW construction gave a template for upgrading any IND-CPA PKE scheme to a CCA secure one, using
a special kind of pseudorandom generators called hinting PRGs. A hinting PRG is a deterministic function
HPRG : {0, 1}λ → {0, 1}ℓ+λ2

(where ℓ is polynomial in λ) with the following security property: for any PPT
adversary, the following distribution looks uniform:

– sample seed s← {0, 1}λ and compute HPRG(s) = (r0, r1, . . . , rλ). Here r0 ∈ {0, 1}ℓ and each ri ∈ {0, 1}λ.
– For each i, set yi,si = ri, and sample yi,si ← {0, 1}λ.
– Output

(
r0, (yi,b)i,b

)
.

Additionally, the KW construction uses perfectly binding tag-based equivocal bit commitments. In a tag-based
commitment scheme, we have a setup algorithm that outputs the public parameters. The commitment
algorithm Com takes as input the public parameters, the message bit and the tag, and produces a com-
mitment string. For perfect binding, we require that for any public parameters pp, any tag, there does
not exist randomness v0, v1 such that Com (pp, 0, tag; v0) = Com (pp, 1, tag; v1). The equivocal property
states that it is possible to generate ‘fake’ public parameters pp∗ together with randomness v∗0 , v

∗
1 for a

challenge tag∗ such that pp∗ is computationally indistinguishable from the regular public parameters, but
Com (pp∗, 0, tag∗; v∗0) = Com (pp∗, 1, tag∗; v∗1). Almost perfectly binding tag-based equivocal bit commitment
schemes can be constructed using any (regular) PRG [Nao90, KW19].

The KW transformation also requires the underlying PKE scheme to satisfy the following two properties:

– almost perfect correctness - for almost all public keys pk, for all messages m and randomness r,
Dec(sk,Enc(pk,m; r)) = m; and

– decryption using randomness - ciphertexts can be decrypted given the encryption randomness.

Both these properties can be achieved for free. Dwork, Naor and Reingold [DNR04a] showed that any IND-CPA
PKE scheme can be transformed into another PKE scheme that satisfies almost perfect correctness. Likewise,
any PKE scheme can be modified to also support decryption using randomness [KW19]. Now, we describe
the setup, encryption and decryption algorithms of the KW scheme:
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Key generation. The setup algorithm generates key pairs (pki,b, ski,b) for all i ∈ [λ], b ∈ {0, 1}, where λ is

the seed length of HPRG. The public key is the collection
(
pki,b

)
i,b
, while the secret key consists of (ski,0)i.

5

Encryption. To encrypt a message m, the sender samples a random seed s ∈ {0, 1}λ and computes
(r0, r1, . . . , rλ) = HPRG(s). Next, it samples a one-time signing/verification key (ds.sk, ds.vk) and randomness
(vi)i for the commitment scheme. The ciphertext consists of two parts:

– The payload c = m⊕ r0.
– For each i ∈ [λ], it computes a commitment to the bit si with tag ds.vk and randomness vi (that is,

comi ← Com(si, ds.vk; vi)). Then, it sets

ci,si = Enc
(
pki,si , 1∥vi; r̃i

)
, ci,si ← Enc

(
pki,si , 0

λ
)

Finally, the encryption algorithm signs ds.x =
(
c, (ci,b, comi)i,b

)
using ds.sk, resulting in the signature ds.σ.

The full ciphertext is (ds.vk, ds.x, ds.σ).

Decryption. First, the decryption algorithm verifies the signature using the verification key ds.vk. If the
signature verifies, the decryption algorithm recovers a candidate seed s, performs consistency checks using s,
and finally recovers the message from the payload. More formally,

1. Recovering the seed. For each i, it uses ski,0 to decrypt ci,0. If the result is of the form 1∥vi and vi is a
valid opening of comi to 0 (with respect to tag ds.vk), it sets si = 0. Otherwise, it sets si = 1. This yields
a candidate seed s.

2. Verification and message recovery. Using s, it recomputes (r0, (ri)i) = HPRG(s). For each i ∈ [λ],

– it checks that decrypting ci,si with randomness ri
6 yields a message of the form 1∥wi, and that wi is

a valid opening of comi for bit si (with respect to ds.vk)
– it checks that re-encrypting 1∥wi using randomness ri yields ci,si .

If all checks pass, it outputs m = c⊕ r0; otherwise, it outputs ⊥.

The KW scheme, like many other CCA secure encryption schemes, uses the secret hiding principle [FS90],
where we have multiple secret keys for the same public key. In the security proof, we switch from using
one secret key to another. This is a key technical step in the security proof of KW. Note that in the above
described construction, for any p ∈ {0, 1}n, we could have used the secret keys (ski,pi)i for decryption, and
correctness would still hold. KW showed that even for maliciously crafted ciphertexts, decryption of ct using
(ski,0)i is equal to the decryption of ct using (ski,pi

)i. Below, we briefly discuss why this property holds
(assuming almost-perfect correctness of PKE and almost-perfect binding of the commitment scheme).
Let Dec† denote the decryption using (ski,pi)i∈[λ]. Fix any ciphertext ct, and let s (resp. s†) denote the

candidate seed found in the first step of Dec (resp. Dec†). Clearly, s ≠ s†, otherwise both decryption routines

produce the same output. Suppose si = 0 and s†i = 1, and suppose Dec does not output ⊥. First, note that

since si ̸= s†i , pi must be 1. Next, since Dec does not output ⊥, it follows that cti,0 is an encryption of 1∥wi,

and wi is a valid opening for certifying that comi is a commitment to bit 0. Finally, let us see why Dec† set
s†i = 1 : it decrypted cti,1 and obtained 1∥w†i such that w†i is a valid decommitment of comi for bit 1. But
this is a contradiction since we assumed perfect binding for the commitment scheme. The other case (where

si = 1 and s†i = 0) relies on the perfect correctness of PKE and is handled similarly.

2.2 IND-CCA PRC with low error rate.

In this section, we present our first CCA-PRC construction. This construction is adaptively α-robust, where
α = Θ(1/λ). In the next section, we discuss how to achieve constant rate robustness.

5Note that only the ski,0 secret keys are included, the remaining are discarded.
6Here, we use the decryption-using-randomness property of the base PKE scheme.
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Making KW ciphertexts pseudorandom: Note that the ciphertexts in the KW encryption scheme are
neither pseudorandom, nor error tolerant. We first discuss how to make the ciphertexts pseudorandom. There
are three obstacles:

1. PKE ciphertexts. The ciphertext components ci,b may not be pseudorandom. This can be fixed by requiring
the underlying PKE scheme to have pseudorandom ciphertexts.

2. Commitments. The commitments used in the construction may also fail to be pseudorandom. This can be
addressed by employing a commitment scheme with pseudorandom commitments. For instance, Naor’s
commitment scheme (based solely on the existence of a PRG) suffices.

3. Verification key. The most crucial issue is that the verification key vk, together with a valid signature, is
never pseudorandom, since the verification algorithm itself acts as a distinguisher. However, Lamport’s
signature scheme provides signatures that are indistinguishable from random strings in the absence of vk.
To hide vk, we can embed it inside one of the PKE encryptions, e.g., in both c1,0 and c1,1. Including it in
both components is necessary for the security proof.

We note that CCA-secure schemes with pseudorandom ciphertexts have already been constructed in prior
works.

Adding robustness: A first attempt is to replace the CPA-PKE ciphertexts in the previous construction
with CPA-PRC ciphertexts. Since each of the ciphertexts are individually pseudorandom, and the payload is
also pseudorandom, one can hope that this directly results in an IND-CCA-secure PRC scheme. Unfortunately,
this natural attempt is not compatible with the KW proof strategy. In particular, the decryptor must be
able to detect if the PRC ciphertexts contain too much noise (otherwise the adversary can create ciphertexts
which can detect the set of secret keys being used for decryption), and this is not possible if the decryptor
recovers only half the randomness used for the PRC encoding.
We address this issue by using a two-layered approach — first encrypting the commitment openings using a
PKE scheme, and then encrypting the resulting ciphertexts and commitments using a CPA-PRC scheme.
The key generation algorithm samples 2n public/secret key pairs for the PKE scheme

(
pke.pki,b, pke.ski,b

)
i,b
.

It also samples 2n PRC encoding/decoding keys
(
prc.pki,b, prc.ski,b

)
, and the public parameters com.pp for

the commitment scheme,7 and the public parameters hprg.pp for the hinting PRG scheme. We also sample a
number ζ uniformly at random (from a sufficiently large field F). The public and secret key for our CCA-PRC
scheme are as follows:

PK =
(
ζ, com.pp, hprg.pp,

(
pke.pki,b, prc.pki,b

)
i,b

)
, SK = (pke.ski,b, prc.ski,b)i,b .

Encryption. The encryption algorithm samples a HPRG seed s and signing/verification keys (ds.sk, ds.vk).
It computes (r0, r1, . . . , rλ) = HPRG (s) and parses r0 = (r00, r01), where both r00, r01 are λ bits long. Next,
it samples commitment openings (vi)i, computes comi = Com (com.pp, si, ds.vk; vi), and follows the KW
template for computing the PKE ciphertexts. For each i, it sets

pke.cti,si = PKE.Enc
(
pke.pki,si , 1∥vi∥ds.vk; ri

)
pke.cti,si ← PKE.Enc

(
pke.pki,si , 0

2λ+1
)

Next, it samples randomness (zi,b)i,b and computes PRC encodings of each ciphertext and commitment. That
is, for each i, b, it sets

ci,b = PRC.Encode
(
prc.pki,b, (pke.cti,b, comi) ; zi,b

)
.

It then computes the payload c, which contains an encoding of the message m, randomness (zi,b)i,b used for

PRC encoding, the commitments and the PKE ciphertexts. The payload is

c = PRG (r00) + ζ · ECC.Encode
(
m, (zi,b, pke.cti,b, comi)i,b

)
.

7In our construction, we also require an additional property from the commitment scheme - the commitment to bit
0 should not depend upon the tag.
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Here, PRG is a regular pseudorandom generator (with sufficient stretch) and the output of the PRG is a
number in a large field F, and ECC is a regular error correcting code (over the binary alphabet). The output of
the ECC will be interpreted as a number in F. Looking ahead, we will argue that with overwhelming probability

over the choice of ζ, once the payload is fixed, the underlying components
(
m, (zi,b, pke.cti,b, comi)i,b

)
are

fixed.
Finally, the encryption algorithm computes a signature on the payload and PRC codewords. It computes

ds.σ = Sign
(
ds.sk,

(
c, (ci,b)i,b

))
, and a masked version σ = PRG (r01)⊕ECC.Encode(ds.σ). The final ciphertext

is (c, (ci,b)i,b , σ).

Information rate of our PRC scheme: Our PRC scheme preserves the information rate of the underlying
error correcting code. Suppose ECC maps t bit messages to kecc · t bits for some kecc > 1, and let ℓmsg denote
the length of the message being encoded by our PRC scheme. The payload size is kecc · (ℓmsg + poly(λ)), since
each CPA-PKE ciphertext encrypts O(λ) bit strings, and the commitments are also poly(λ) bits long. The
CPA-PRC codewords encode poly(λ) bit strings, and therefore have size poly(λ). Finally, the signature is only
O(λ) bits long. Putting everything together, the ciphertext size is dominated by kecc · ℓmsg (for long messages).

Decryption. The decryption algorithm uses the secret keys corresponding to the 0n path (i.e., (prc.ski,0, pke.ski,0)i),
and proceeds as follows:

– Recovering a candidate seed.

1. First, it decrypts each ci,0 using prc.ski,0, recovering
(
pke.cti,0, comi

)
. If any of the decryptions fail,

it is set to a default value (but do not abort the decryption).
2. Next, for each i, it decrypts pke.cti,0. If the decrypted message is of the form 1∥opi∥ds.vki and

comi = Com
(
0, ds.vki; opi

)
, then it guesses that ti = 0, else it guesses ti = 1. Again, decryption does

not abort if the decryption of pke.cti,0 fails, it simply guesses ti = 1.
– Checking noise in the ciphertext components

1. Having obtained a candidate seed t, the decryption algorithm computes (r00, r01, r1, . . . , rλ) =
HPRG(t).

2. It then recovers the (error-free) message, the randomness used for the PRC encodings, the com-
mitments, and PKE ciphertexts from the payload. It computes

(
msg, (zi,b, pke.cti,b, comi)i

)
=

ECC.Decode
(
ζ−1 (PRG (r00)⊕ c)

)
.

3. Similarly, it recovers the error-free digital signature from σ — ds.σ = ECC.Decode (PRG (r01)⊕ σ).
4. It re-encrypts each PRC ciphertext using the error-free PKE ciphertexts and commitments, and the ran-

domness obtained from the payload. For each i, b, it computes c′i,b = PRC.Encode(prc.pki,b, (pke.cti,b,

comi); zi,b) and checks that ∆
(
ci,b, c

′
i,b

)
is small (which ensures that the amount of noise in each

PRC codeword is bounded).
5. Similarly, it checks that the noise in c and σ is bounded. It then computes c′ = PRG (r00) ⊕(

msg, (zi,b, pke.cti,b, comi)i,b

)
, σ′ = PRG (r01)⊕ds.σ, and checks that ∆ (c, c′) and ∆ (σ, σ′) are small.

– Comparing the commitments and PKE ciphertexts recovered via decryption, with the commitments and
PKE ciphertexts recovered from the payload.
1. For each i such that ti is set to 0, we recovered a PKE ciphertext and commitment from ci,0. The

decryption algorithm checks that these are consistent with the PKE ciphertexts and commitments in
the payload. If ti = 0, we check that pke.cti,0 = pke.cti,0 and comi = comi.

– Performing the KW checks
1. For each i, it decrypts pke.cti,ti using the randomness ri, recovers 1∥vi∥ds.vki, checks that vi is a valid

opening of comi for the bit si (w.r.t. ds.vki), and that re-encryption of 1∥vi∥ds.vki with randomness
ri gives pke.cti,si . If any of these checks fail, it outputs ⊥.

– Checking the digital signature: Finally, the decryption algorithm checks that all the verification keys ds.vki

are equal, and that the signature ds.σ (obtained from σ) on

(
c′,

(
c′i,b

)
i,b

)
is valid (with respect to the

common verification key).
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Security of our construction. At a high level, our proof follows the KW proof structure. Let t∗ denote the
seed, and ds.vk∗ the verification key used in the challenge ciphertext. First, using the security of the signature
scheme, we can argue that for all decryption queries not close to the challenge ciphertext, if the verification
key extracted from the ciphertext is equal to ds.vk∗, then such decryption queries can be rejected. Next, we
switch the commitment scheme’s public parameters to make them equivocal at ds.vk∗, this follows from the
security of the commitment scheme. After this, we decrypt using the secret keys

(
prc.ski,t∗i , pke.ski,t∗i

)
i
. Using

the perfect correctness of the PKE scheme, the perfect binding of the commitment scheme and adaptive
robustness of the base PRC scheme, we argue that this switch in the decryption oracle goes unnoticed by
the adversary. This indistinguishability proof is one of the key technical challenges in our proof, and we
discuss this separately in the next paragraph. Assuming the decryption switch works, we then switch the
PKE ciphertexts in the challenge ciphertext that are not on the t∗ path. Instead of encrypting 0, we encrypt
a commitment opening for bit t∗i wrt ds.vk∗ (recall, since our commitments are equivocal for tag ds.vk∗, we
can produce openings for both 0 and 1). This switch follows from the CPA security of the PKE scheme since
the corresponding secret keys are not used in the decryption oracle. We now switch back the decryption oracle
to use (prc.ski,0, pke.ski,0)i. At this point, note that the HPRG seed is only used to compute the randomness
(r00, r01, r1, . . . , rλ). We can now use the HPRG security to switch all these to uniformly random, and then
use the regular PRG security to make the payload c and signature component σ uniformly random. Next,
we use the PRC security to replace the PRC ciphertexts ci,1 with uniformly random strings (note that the
corresponding PRC secret keys are not needed for decryption, and we already switched the payload c to a
uniformly random string). At this point, the only components that are not uniformly random are the PRC
ciphertexts ci,0. We now switch the decryption oracle again, using the secret keys (prc.ski,1, pke.ski,1)i. Now,
we can finally replace the codewords (ci,0)i with uniformly random strings. Therefore, all that remains is
to show that if an adversary can distinguish between various modes of decryption, then this adversary can
break adaptive robustness of the base PRC.

Switching the decryption oracle. Let Dec denote the regular decryption, and Dec† denote the decryption

along path p. We want to argue that no p.p.t. adversary can produce a ciphertext ct =
(
c, (ci,b)i,b , σ

)
such

that the outputs of Dec and Dec† on ct are different (and this argument does not rely on the hiding of p). We
will prove the following statements:

1. Suppose Dec finds a candidate seed t, and finally produces a non-⊥ message, then Dec† must also produce
the same candidate t. 8

2. If Dec and Dec† find the same candidate seed t, then they must produce the same output.

Let us consider the first statement. Suppose, on the contrary, Dec uses a candidate seed t and produces a
non-⊥ output, and Dec† produces a different candidate seed t† such that ti ̸= t†i . As in the KW decryption

switching proof, we will consider two sub-cases: ti = 0 and t†i = 1 and ti = 1 and t†i = 0.

– ti = 0 and t†i = 1: For the first sub-case, we will arrive at a contradiction by relying on the perfect

binding of the commitments and the adaptive robustness. First, note that if ti ̸= t†i , then pi must be
equal to 1 (otherwise the strings t and t† cannot differ at the ith index. Next, from the structure of our
payload, it follows that with all but negligible probability over the choice of ζ, there exists at most one
r00, ds.x =

(
msg, (zi,b, pke.cti,b, comi)i

)
such that c = PRG (r00) + ζ · ECC (ds.x).

Let
(
pke.cti,0, comi

)
be the ciphertext and commitment recovered from ci,0. Since ti = 0 and Dec does

not output ⊥, we get that

. comi = comi, pke.cti,0 = pke.cti,0

. decryption of pke.cti,0 produces 1∥vi∥ds.vki such that vi is an opening of comi for bit 0

. ∆
(
ci,0, c

′
i,0

)
and ∆

(
ci,1, c

′
i,1

)
are bounded

8We observe that the following is also true, i.e., suppose Dec† finds a candidate seed t, and finally produces a
non-⊥ message, then Dec must also produce the same candidate t.

9



Next, we use the fact that t†i is set to 1. This means that ci,1 decrypts to some
(
pke.cti,1

†, com†i,1

)
and

com†i is a commitment to 1 (with respect to some ds.vk†). Now, if com†i = comi, then we break the perfect
binding property of the commitment scheme. This is because comi = comi is a commitment to the bit
0 (and commitments to the bit 0 do not depend on the tag), and also a commitment to the bit 1 wrt

ds.vk† if com†i = comi. On the other hand, if com†i ̸= comi, then we break the adaptive robustness of the

base PRC scheme. This is because ci,1 decrypts to
(
. . . , com†i,1

)
, and c′i,1 (which is a PRC encryption of

(pke.cti,1, comi) with randomness zi,1) is close to ci,1.

– ti = 1, t†i = 0: For the second sub-case, we will show a contradiction by relying on the perfect correctness
of the PKE and the adaptive robustness of the PRC.

Next, let us consider the second case. If both Dec and Dec† recover the same candidate seed t and Dec
outputs non-⊥, then Dec† must also output the same non-⊥ message. This again follows from the fact that c
is binding to (msg, (zi,b, pke.cti,b, comi)i), and since both recover the same guess t, both modes of decryption
would output msg.

2.3 Improving the error rate of our CCA-PRC construction

One limitation of the previous construction is that it cannot handle errors at a constant fraction of the
positions, as this would mean that some of the PRC ciphertexts can be completely lost. To achieve better
error tolerance, the decryption algorithm must be able to recover the hinting PRG seed s even if some PRC
components are corrupted. A natural fix is to use an error-correcting code: rather than feeding s directly into
the hinting PRG, we encode it as t = ECC.Encode(s) and evaluate the HPRG on t. This way, even if several
PRC ciphertexts are corrupted, the decryption algorithm can still reconstruct s and proceed with decryption.
This gives us a PRC with constant rate adaptive robustness, assuming the base PRC and ECC have constant
rate robustness.

Security proof. One nuance that arises is with respect to the security of hinting PRGs. Existing hinting
PRG constructions prove security when the seed is sampled uniformly at random. However, it is easy to check
that the proofs of security for standard hinting PRG constructions rely only on min-entropy of the input.
Since ECC is a deterministic encoding, the entropy of t is identical to that of s. Hence, this modification is
sound.

The security proof for the constant rate construction follows the same proof steps as the low-rate construction.
The only step that requires some attention is the oracle switching step. To address this, we give a lifting
lemma (in Lemma 12). This lemma essentially shows that if an adversary produces a ciphertext ct such that
it can distinguish between Dec and Dec†, then there exists an index i such that pi = 1, t̃i (the noisy candidate

seed recovered by Dec) is not equal to the corresponding bit t̃†i recovered by Dec†, and both ci,0 and ci,1 have
bounded noise. Note that this is all that we required for the oracle switching proof for the low-rate scheme.

3 Preliminaries

Notations: Let PPT denote probabilistic polynomial-time. We denote the set of all positive integers up to n
as [n] := {1, . . . , n}. For any set S, we denote P(S) as the power set of S. We denote vectors/binary strings
using bold font. For any two binary strings x,y, we use the notation x∥y to denote x concatenated with y.
Here, xi denotes the ith bit of x. For any x ∈ Fn, we denote Ham(x) as the Hamming weight of x, i.e., the
number of non-zero entries in x. And, Ham(x,y) denotes the Hamming distance between the binary strings x
and y, i.e., the number of indices where x and y differ. We also write ∆(x,y) for Hamming distance. We
denote Bδ(x,Fn) as the set {x′ ∈ Fn |Ham(x,x′) ≤ δ · n}, i.e., the set of all strings with Hamming distance
of r from x. Furthermore, we define Bδ(Fn) := Bδ(0,Fn). We denote by Berm×nρ the distribution over m× n
matrices defined as follows: each entry is sampled independently, taking a value uniformly at random from
F \ {0} with probability ρ, and 0 otherwise. For any finite set S, x← S denotes a uniformly random element
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x from the set S. Similarly, for any distribution D, x← D denotes an element x drawn from the distribution
D.

Lemma 1 (Leftover Hash Lemma). Let D be a distribution over Zn
q with min-entropy k. For any ϵ > 0

and ℓ ≤ (k−2 log(1/ϵ)−O(1))/ log(q), the joint distribution of (C,Cs) where C ← Zℓ×n
q is uniformly random

and s ∈ Zn
q is drawn from the distribution D is ϵ close to the uniform distribution over Zℓ×n

q × Zℓ
q.

3.1 Error-Correcting Codes

Definition 1 (Error-Correcting Code). A binary error-correcting code is defined by three efficient algo-
rithms (Setup,Encode,Decode) with the following description.

Setup(1γ) : The setup algorithm takes as input the error-rate 1γ and outputs a public parameter pp.
Encode(pp,msg) : The encoding algorithm takes as input a public parameter pp and a message msg ∈ {0, 1}ℓmsg

and outputs a codeword cw ∈ {0, 1}ℓcw .
Decode(pp, cw) : The decoding algorithm takes as input a public parameter pp and a codeword cw ∈ {0, 1}ℓcw

and outputs either a message msg ∈ {0, 1}ℓmsg or ⊥.

An error-correcting code must satisfy the following properties.

– Correctness: A code C is correct if for all pp← Setup(1γ), msg ∈ {0, 1}ℓmsg , Decode(pp,Encode(pp,msg)) =
msg.

– Robustness: A code C is robust for up to γ fraction of errors if for all pp← Setup(1γ), msg ∈ {0, 1}ℓmsg

and e ∈ {0, 1}ℓcw such that Ham(e) is less than γ×ℓcw, it holds that Decode(pp,Encode(pp,msg)+e) = msg

The information rate of a code is the ratio between ℓcw and ℓmsg.

Theorem 2 ([JST21]). Fix γ ∈ (0, 1/4). There exist binary error-correcting codes that are robust to
error-rate γ with constant information rate.

3.2 Pseudorandom Functions

Definition 2 (Pseudorandom Functions). A family of pseudorandom functions is a pair of algorithms
PRF = (Setup, Eval) with the following description.

– Setup(1λ) : The key generation algorithm is a randomized algorithm that takes as input the security
parameter 1λ and outputs a key k.

– Eval(k, x) : The evaluation algorithm is a deterministic algorithm that takes as input a key k and x and
outputs y.

Definition 3 (Security). The PRF scheme PRF is secure if for all PPT adversary A, there exists a negligible
function negl(·) such that for all λ ∈ N,

|Pr[AEval(k,·)(1λ) = 1 : k ← Setup(1λ)]− Pr[AR(·)(1λ) = 1 : R← Uλ]| ≤ negl(λ)

where Uλ is the set of all functions from the domain space of Eval to the codomain space of Eval.

3.3 Equivocal Statistically Binding Tag-based Set Commitments

We will follow the abstraction of set commitments as defined in [HKW20]. Here, the commitment algorithm
takes as input a string S ∈ {0, 1}N which represents the set {(i, Si) : i ∈ [N ]}.
Syntax. A tag-based set-commitment scheme for tag space T , with commitment space C and opening space
O is described by algorithms Com = (Setup, Commit, Open, Equiv) with the following description.
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Setup(1λ, 1N ): The setup algorithm is a randomized algorithm that takes as input a unary representation of
the security parameter λ and the set size N , and outputs public parameters pp.

Commit(pp, S, tag): The commit algorithm is a randomized algorithm that takes as input a public parameter pp,
a set-representation S ∈ {0, 1}N and tag ∈ T , and outputs a commitment vector (com1, . . . , comN ) ∈ CN
and an opening vector (op1, . . . , opN ) ∈ ON .

Open(pp, b, comi, tag, opi): The opening algorithm is a deterministic algorithm that takes as input public
parameters pp, a bit b, a commitment comi ∈ C, tag ∈ T and an opening opi ∈ O and outputs ⊤/⊥.

Equiv(1λ, 1N , tag∗): The alternate setup algorithm takes as input the security parameter λ, the set size N
and tag∗, and outputs public parameters pp together with commitment vector (comi)i∈[N ] and openings(
opi,0, opi,1

)
i∈[N ]

.

An equivocal tag-based commitment scheme Com is correct if the following conditions hold:

– for all λ,N ∈ N, pp ← Setup(1λ, 1N ), for all tag ∈ T and S ∈ {0, 1}N , for all
(
(comi, opi)i∈[N ]

)
←

Commit(pp, S, tag), for all i ∈ [N ], Open(pp, Si, comi, tag, opi) = ⊤.
– for all λ,N ∈ N, tag∗ ∈ T , for all

(
pp,

(
comi, opi,0, opi,1

)
i

)
← Equiv(1λ, 1N , tag∗), for all i ∈ [N ] and

b ∈ {0, 1}, Open
(
pp, b, comi, tag

∗, opi,b
)
= ⊤.

Definition 4 (Statistical Binding). A tag-based commitment scheme Com is statistical binding if for any
adversary A and polynomial p, there exists a negligible function negl(·) such that for all λ ∈ N and N = p(λ),
the advantage of A in the following security game is bounded by negl(λ):

1. A chooses tag∗ and sends it to the challenger.

2. The challenger computes
(
pp,

(
comi, op

∗
i,0, op

∗
i,1

)
i

)
← Equiv(1λ, 1N , tag∗) and sends pp to A.

3. A outputs tag ̸= tag∗, com, op0, op1 and wins if Open(pp, b, com, tag, opb) = ⊤ for both b ∈ {0, 1}.

Definition 5 (Equivocality: Indistinguishability of Setup and Equiv). A tag-based commitment scheme
Com is said to be equivocal if for any PPT adversary A, any tag∗ ∈ T and any S∗ ∈ {0, 1}N , there exists a
negligible function negl(·) such that for all λ ∈ N and n that is polynomial in λ, the advantage of A is bounded
by negl(λ).

1. The challenger samples b← {0, 1}.
If b = 0, it generates pp← Setup(1λ) and

(
(comi, opi)i∈[N ]

)
← Commit(pp, S∗, tag∗). It sends (pp, (comi,

opi)i∈[N ]) to A.
If b = 1 it generates

(
pp,

(
comi, opi,0, opi,1

)
i

)
← Equiv(1λ, 1N , tag∗). It sends (pp,

(
comi, opi,Si

)
i∈[N ]

) to

A.
2. A outputs b′ ∈ {0, 1} and wins if b = b′, and the advantage of A is Pr[A wins]− 1/2.

Definition 6 (Pseudorandomness). A tag-based commitment scheme Com is said to have pseudorandom
commitments if, for any PPT adversary A and polynomial p, there exists a negligible function negl(·) such
that for all λ ∈ N, n = p(λ), A wins the following game with at most negl(λ) advantage.

1. The challenger samples b← {0, 1}. It samples pp← Setup(1λ, 1N ) and sends pp to the adversary.
2. The adversary makes polynomially many queries. In each query, it sends a set S(i) and tag(i).

– If b = 0, challenger samples

((
com

(i)
j , op

(i)
j

)
j∈[N ]

)
← Commit(pp, S(i), tag(i)) and sends

(
com

(i)
j

)
j∈[N ]

to A.
– If b = 1, challenger samples u

(i)
j ← C uniformly at random and sends

(
u
(i)
j

)
j∈[N ]

to A.

3. A finally sends its guess b′ and wins if b = b′. The advantage of A is Pr[b = b′]− 1/2.
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Although tag-based commitment schemes were formally introduced in [HKW20], the concept was employed
by Koppula and Waters [KW19] in their construction of chosen-ciphertext secure encryption schemes. In
our work, we rely on the construction from [KW19] rather than the later construction in [HKW20]. The
reason is that in [HKW20] the size of the commitment grows with the size of the set S, whereas in [KW19]
the commitment size depends only on the fixed parameter N . This fixed-size property is crucial for our
applications.

Theorem 3 ([Nao90], [KW19]). Assuming the existence of secure PRGs, there exists equivocal, statisti-
cally binding, tag-based commitment schemes with pseudorandom commitments for tag space {0, 1}λ. The
commitment space is {0, 1}4·ℓ and the opening space is {0, 1}λ. Furthermore, for any pp sampled by Setup
or Equiv, for any S ∈ {0, 1}N , for any tag, tag′, for any i such that Si = 0, the following distributions are
identical:{

comi :
(
comj , opj

)
j∈[N ]

← Commit(pp, S, tag)
}
≡

{
comi :

(
comj , opj

)
j∈[N ]

← Commit(pp, S, tag′)
}

3.4 Public-key Pseudorandom Codes

A public-key PRC with κ-correctness α-robustness is described by three algorithms (Setup,Encode,Decode),
satisfying the following criteria:

Syntax: There exist functions s, p, ℓcw, ℓmsg, r, ℓEnc, r
′′ : N → N such that for all λ ∈ N, Setup : 1λ ×

{0, 1}r′′(λ) → {0, 1}p(λ) × {0, 1}s(λ), Encode : {0, 1}p(λ) × {0, 1}ℓmsg(λ) × {0, 1}ℓEnc(λ) → {0, 1}ℓcw(λ), and
Decode : {0, 1}s(λ) × {0, 1}ℓcw(λ) × {0, 1}r(λ) → {0, 1}ℓmsg(λ) ∪ ⊥.

Error correction, or robustness: For any λ ∈ N, message msg ∈ {0, 1}ℓmsg(λ),

Pr

Decode(sk, c+ e) ̸= msg

∣∣∣∣∣∣∣
(pk, sk)← Setup(1λ)

c← Encode(pk,msg)

e← Bℓcw
α

 ≤ κ(λ).

where the probability is over the randomness of Setup,Encode and error e.
Pseudorandomness: For any polynomial-time adversary A,

Pr
(pk,sk)←Setup(1λ)

[
AOpk(·)(1λ, pk) = 1

]
− Pr

(pk,sk)←Setup(1λ)
U

[
AU(1λ,·)(1λ, pk) = 1

]
≤ negl(λ),

where Opk on any (even previously queried) input msg samples a random r ∈ {0, 1}ℓEnc(λ) and outputs
Encode(pk,msg; r) and U denotes an oracle that on any (even previously queried) input returns a fresh
uniform string in {0, 1}ℓcw .

CCA-Security: For any stateful polynomial time adversary A, we require the following to hold:

Pr

b
′ = b

∣∣∣∣∣∣∣∣∣∣∣∣

(pk, sk)← Setup(1λ)
m← ADecode(sk,·)(pk)

b← {0, 1}
if b = 0 : ct← Encode(pk,m)

if b = 1 : ct← {0, 1}ℓcw(λ)
b′ ← AO(·)(ct)

 ≤
1

2
+ negl(λ).

where

O(ct′) =

{
Decode(sk, ct′) if ∀e : ct′ ⊕ e ̸= ct, where Ham(e) ≤ αℓcw(λ)

⊥ otherwise .

where ℓcw(λ) is the length of the ciphertext and α is the robustness of the PRC.
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The information rate of a PRC is the ratio between ℓcw and ℓmsg.

Definition 7 (Soundness). A public-key PRC with codeword space Yλ is sound if Pr
[
Decode(sk,u) ̸= ⊥

∣∣ (pk, sk)← Setup(1λ), u← Yλ
]
≤

negl(λ). For the binary syntax above, Yλ = {0, 1}ℓcw(λ).

Definition 8 (Adaptive Robustness). A stronger notion of robustness called adaptive robustness is defined
via the following game parameterized by a constant α ∈ (0, 1/2).

1. The challenger samples (pk, sk)← Setup(1λ) and sends pk to the adversary.
2. The adversary sends (m, r, x) to the challenger.
3. The challenger computes c = Encode(pk,m; r) and m′ ← Decode(sk, x). If Ham(c, x) ≤ αn and m ≠ m′,

then output the adversary wins. Otherwise, it loses.

We say that a public-key pseudorandom code PRC is adaptively α-robust if, for any PPT adversary A, there
exists a negligible function negl(·) such that for all λ ∈ N, Pr[A wins in the above game] ≤ negl(λ).

Theorem 4 ([AAC+25]). Assuming 2O(
√
λ) hardness of LPN, there exists an adaptively robust public key

PRC with error rate δ/8 for any δ ∈ (0, 1/4).

If, in addition, the adversary is given the secret key sk in the first step of the above game, then the notion is
referred to as strong adaptive robustness [CGG+25].

3.5 Hinting Pseudorandom Generator

A hinting PRG (HPRG) is a pair of algorithms (Setup,Eval) such that:

Setup(1λ, 1ℓ) : The generation algorithm is a randomized algorithm that takes as input a unary representation
of the security parameter λ, a length parameter ℓ and outputs a public parameter pp and input length
n = n(λ, ℓ).

Eval(pp, s, i) : The evaluation algorithm is a deterministic algorithm that takes as input a public parameter
pp, a seed s ∈ {0, 1}n and an index i ∈ {0} ∪ [n] and outputs a bit string y ∈ {0, 1}ℓ.

Security: A hinting PRG scheme (Setup,Eval) is said to be secure if for any PPT adversary A, polynomial
ℓ(·) there exists a negligible function negl(·) such that for all λ ∈ N, the following holds:∣∣∣∣∣∣∣∣∣∣∣

Pr

β ← A
(
pp, yβ0 ,

{
yβi,b

})
∣∣∣∣∣∣∣∣∣∣∣

(pp, n)← Setup(1λ, 1ℓ), s← {0, 1}n ,

β ← {0, 1} , y00 ← {0, 1}
ℓ
, y10 = Eval(pp, s, 0),

y0i,b ← {0, 1}
ℓ ∀i ∈ [n], b ∈ {0, 1} ,

y1i,si = Eval(pp, s, i), y1i,si ← {0, 1}
ℓ ∀i ∈ [n]

−
1

2

∣∣∣∣∣∣∣∣∣∣∣
≤ negl(λ)

Theorem 5 ([KW19, AP22]). Assuming hardness of X where X ∈ {LWE,CDH,DDH, LHS}, there exist
secure hinting PRGs.

We additionally require a security notion that we refer to as entropic security.

Entropic Security: A hinting PRG scheme (Setup,Eval) is said to be k-entropic secure if for any PPT adversary
A, polynomial ℓ(·) there exists a negligible function negl(·) such that for all λ ∈ N, for all distributions D
over {0, 1}n such that H∞(D) ≥ k the following holds:∣∣∣∣∣∣∣∣∣∣∣

Pr

β ← A
(
pp, yβ0 ,

{
yβi,b

})
∣∣∣∣∣∣∣∣∣∣∣

(pp, n)← Setup(1λ, 1ℓ), s← D,

β ← {0, 1} , y00 ← {0, 1}
ℓ
, y10 = Eval(pp, s, 0),

y0i,b ← {0, 1}
ℓ ∀i ∈ [n], b ∈ {0, 1} ,

y1i,si = Eval(pp, s, i), y1i,si ← {0, 1}
ℓ ∀i ∈ [n]

−
1

2

∣∣∣∣∣∣∣∣∣∣∣
≤ negl(λ)
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Remark 2 (On the instantiation of Entropic HPRGs). Both the CDH and LWE based constructions of hinting
PRGs given by Koppula and Waters [KW19] remain secure even when the seed is not uniform but only has
sufficiently high min-entropy. The only point in their analysis where the uniformity of the seed s is invoked
is in a hybrid that applies a randomness-extraction style argument. In the CDH instantiation, this hybrid
replaces h =

∏n
k=1 gi,si with a uniformly random group element h, and statistical closeness is justified using

the Leftover Hash Lemma (see Lemma 1). Likewise, in the LWE construction, the analogous hybrid replaces
a =

∑n
k=1 ai,si with a uniform vector a.

This argument remains valid verbatim when the seed s is sampled from any distribution s of sufficiently large
min-entropy. Specifically, if H∞(s) ≥ m+ 2 log(1/ε), where m is the number of bits that must be statistically
close to uniform in the hybrid, then the Leftover Hash Lemma guarantees that the corresponding hybrid
remains indistinguishable up to error ε. Consequently, by ensuring that the seed distribution provides this
entropy margin, every hybrid in the Koppula-Waters proof continues to hold unchanged. Since both the CDH
and LWE based instantiations in [KW19] implement the same extractor-like structure required for this step,
their constructions immediately yield an entropic hinting PRG.
In the DDH-based construction of the hinting PRG by Alamati and Patranabis [AP22], the only place where
the uniformity of the seed s is required is in establishing the pseudorandomness property of the generator.
Somewhat surprisingly, their proof of the hinting security itself does not rely on any stronger guarantee about
the distribution of s, such as full uniformity. In particular, they invoke an application of the Leftover Hash
Lemma to argue that ([M ], [Ms]) ≈c ([M ], [u]), where u is uniformly distributed. Consequently, if the uniform
seed is replaced by any distribution D with sufficiently high min-entropy so that the above extraction step
continues to hold, the pseudorandomness property remains valid. With the parameters adjusted to satisfy
this entropy requirement, their construction therefore yields an entropic hinting PRG.

Looking ahead, in our construction we will use an error-correction code applied on a randomly sampled k-bit
string as our distribution D. Given the correctness of the decoder of the error-correcting code, we will obtain
as an output a string of length n which has at least min-entropy k. This fulfills the entropy requirement in
the above definition.

3.6 Public Key Encryption

Definition 9 (Public-Key Encryption). A public-key encryption scheme (PKE) is a triple of PPT
algorithms PKE = (Setup,Enc,Dec):

Setup(1λ, 1n): The setup algorithm takes as input a unary representation of the security parameter λ and the
message length n and outputs a public key pk and secret key sk.

Enc(pk,m): The encryption algorithm takes as input a public key pk and a message m ∈ {0, 1}n and outputs
a ciphertext ct.

Dec(sk, ct): The decryption algorithm takes as input a secret key sk and a ciphertext ct and outputs either a
message m ∈ {0, 1}n or ⊥.

A scheme PKE is correct if there exists a function ϵ(λ) = negl(λ) such that for all λ ∈ N, n ∈ N,m ∈ {0, 1}n
and pk, sk in the support of Setup,

Pr[Dec(sk,Enc(pk,m)) = m] = 1− ϵ(λ),

where the probability is taken over the randomness of Enc. We say that PKE is perfectly correct if ϵ(λ) = 0.
We say that a scheme is almost perfectly correct if there exists a negligible function negl(·) such that for all
λ, n ∈ N, for a 1− negl(λ) fraction of keys pk, sk in the support of Setup, for all m ∈ {0, 1}n, it holds that

Pr[Dec(sk,Enc(pk,m)) = m] = 1,

where the probability is taken over the randomness of Enc.

Theorem 6 ([DNR04b]). Assuming the existence of PRGs, correct PKE implies almost perfectly correct
PKE.
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Definition 10 (Decryption using Randomness). A PKE scheme PKE = (Setup,Enc,Dec) is decryptable
using encryption randomness if there exists an algorithm Recover that takes as input the public key pk, a
ciphertext ct and a randomness r and outputs a message m. This algorithm has the following property:

Recover(pk,Enc(pk,m; r), r) = m

for all λ ∈ N, n ∈ N,m ∈ {0, 1}n and pk, sk in the support of Setup.

Next, we define the IND-CPA security notion for public-key encryption.

Definition 11 ([GM84]). A PKE scheme is said to be IND-CPA secure if for all stateful PPT adversaries
A, there exists a negligible function negl(·) such that for all λ ∈ N, n ∈ N,

Pr

b
′ = b

∣∣∣∣∣∣∣∣∣∣∣∣

(pk, sk)← Setup(1λ, 1n)

(m0,m1)← A(pk)
b← {0, 1}

ct← Enc(pk,mb)

b′ ← A(ct)

 ≤
1

2
+ negl(λ).

3.7 Digital Signatures

A one-time signature scheme consists of the following algorithms:

Setup(1λ): The setup algorithm takes as input a unary representation of the security parameter λ and outputs
a verification key vk and a signing key sk.

Sign(sk,m): The signing algorithm takes as input sk and a message m ∈ {0, 1}∗ and outputs a signature
σ ∈ {0, 1}n, where n = n(λ) is the signature length.

Verify(vk,m, σ): The verification algorithm takes as input vk, m, σ and outputs 1 (accept) or 0 (reject).

Correctness. The scheme is correct if for all λ, ℓ ∈ N, all (vk, sk) ← Setup(1λ), all m ∈ {0, 1}ℓ, and
σ ← Sign(sk,m), we have

Verify(vk,m, σ) = 1,

except with negligible probability in λ over the coins of Setup and Sign. If the probability is 1, then the
scheme is perfect correct.

Definition 12 (One-Time Strong Unforgeability). Consider the following game between a challenger
and an adversary A:

1. The challenger samples (vk, sk)← Setup(1λ) and gives vk to A.
2. A makes one signing query m ∈ {0, 1}ℓ and receives σ ← Sign(sk,m).

3. A outputs (m⋆, σ⋆). It wins if Verify(vk,m⋆, σ⋆) = 1 and σ⋆ ̸= σ.

The scheme is one-time strongly unforgeable if for all PPT A, Pr[A wins the above game] ≤ negl(λ).

Theorem 7 ([Lam79]). Assuming the existence of one-way functions and collision-resistant hash functions,
there exists a one-time strong unforgeable digital signature scheme with |σ| = O(λ).
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4 Candidate Robust PRC from Noisy-McEliece Type Assumptions

In this section, we propose a new family of hardness assumptions which give rise to adaptively robust
pseudorandom codes. Recall the decisional McEliece assumption: let G ∈ Fm×n

2 be a generator matrix of a
binary Goppa code, let Π← Sm

9 be a uniformly random permutation on m elements, and let T← GLn(F2)
be a uniformly random invertible matrix in Fn×n

2 . The decisional McEliece assumption [McE78, DDMN12]
then posits that the matrix

A = Π ·G ·T
is pseudorandom. Binary Goppa codes can only decode from a sublinear number of Hamming errors,
specifically O(n/ log(n)) Hamming errors. Hence a tremendous research effort has been devoted to finding
alternatives for binary Goppa codes in this construction. Notoriously, though, virtually all attempts to
replace the binary Goppa code with other families of efficiently decodable linear codes have turned out to
be insecure [Nie86, SS92, vT94, CC98, LS02, BLP08, FOPT10, GOT12, CGGU+14, COTGU15, COT16,
FOP+16, CMCP17, KM23, CMT23, BC24, Mce26]. Furthermore, even the classical McEliece scheme was
recently targeted by an algebraic distinguishing attack [Ran25]. A fundamental reason for the presence of
such algebraic attacks is that the generator matrix A shares many algebraic invariants with the generator G.
We observe that all currently known algebraic attacks against McEliece-type assumptions fail if we only
provide the matrix A masked by a suitable amount of Bernoulli noise. Indeed, the problem of solving algebraic
systems of equations is mostly considered in the presence of exact equations. Hence, we propose the following
general assumptions.

Assumption 1 (McEliece with Noise). Let F be a finite field, let m = m(λ), k = k(λ), n = n(λ) with
m ≥ k ≥ 2n > 0 and ℓ = ℓ(λ) be integers that are polynomial in λ, and let ρ = ρ(λ) = O(1/

√
n) and ϵ ∈ [0, 1]

be a constant. Further let (Cκ)κ∈K , where Cκ ⊆ Fm, be a family of linear codes of length m and dimension k
specified by a set K = K(λ). For each κ ∈ K, let Gκ ∈ Fm×k be a generator matrix for Cκ. Let Π ← Sm,
κ← K, let T← (Fk×2n)full be a uniformly random full-column-rank matrix, and let E← Berm×2nρ . Let

A = Π ·Gκ ·T+E.

Now parse A = (A1∥A2) where A1,A2 ∈ Fm×n. Further let s1, . . . , sℓ ← Bρ(Fn) and e1, . . . , eℓ ← Bϵ(Fm).
Then we conjecture that

(A,A1s1 + e1, . . . ,A1sℓ + eℓ) ≈c (A,u1, . . . ,uℓ),

where the u1, . . . ,uℓ ← Fm are chosen uniformly at random. That is, we conjecture that the A1s1 +
e1, . . . ,A1sℓ + eℓ are pseudorandom given A.

We remark that if a matrix T has t columns and k ≥ t+ λ, then a uniformly random matrix T← Fk×t has
full column rank except with negligible probability. In this case, we can drop the requirement that T be
sampled conditioned on full column rank.
The choice of the code family (Cκ)κ is part of the security assumption: the assumptions below should be
read for explicitly specified, efficiently decodable families, not as consequences of generic coding-theoretic
parameters. In particular, high dual distance is only a necessary sanity check against simple distinguishers,
not a hardness guarantee. With this caveat, and for families that do not have an unusually small dual distance,
we can, from a cryptanalytic perspective, make the following somewhat stronger assumption, which, similar
to the decisional McEliece assumption, requires that the matrix A = Π ·Gκ ·T+E itself is pseudorandom.

Assumption 2 (Strong McEliece with Noise). Let F be a finite field, let m = m(λ), k = k(λ), n = n(λ)
with m ≥ k ≥ n > 0 be integers that are polynomial in λ, and let ρ = ρ(λ) = O(1/

√
n). Further let (Cκ)κ∈K ,

where Cκ ⊆ Fm, be a family of linear codes of length m and dimension k specified by a set K = K(λ). For
each κ ∈ K, let Gκ ∈ Fm×k be a generator matrix for Cκ. Let Π ← Sm, κ ← K, let T ← (Fk×n)full be a
uniformly random full-column-rank matrix, and let E← Berm×nρ . Then we conjecture that the matrix

A = Π ·Gκ ·T+E

9We denote the symmetric group on {1, . . . ,m} by Sm.
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is pseudorandom in Fm×n. That is, for any PPT distinguisher D it holds that |Pr[D(Π ·Gκ · T + E) =
1]− Pr[D(U) = 1]| < negl(λ), where U← Fm×n is uniformly random.

We do not present the strong McEliece with Noise assumption as a new route to ordinary public-key encryption.
In our use of this assumption, it is combined with the standard 1/

√
n-noise LPN assumption to obtain the

McEliece with Noise assumption above, and LPN is already known to imply public-key encryption [Ale03].

Candidate code families and limitations. We view the noisy McEliece assumptions as candidate assumption
families rather than as fully cryptanalyzed concrete proposals. A plausible instantiation should use a code
family with efficient decoding, good relative distance, sufficiently large dual distance, and no known algebraic
structure that remains exploitable after coordinate permutation and the addition of noise. Our main candidate
is obtained by taking suitable algebraic-geometric codes over F16, for example from the Garcia–Stichtenoth
tower, and expanding them to binary codes. Over F16, this tower has genus-to-length ratio tending to 1/3; by
the standard AG-code bounds, choosing a divisor of relative degree 3/4 yields asymptotically good families
with rate R ≥ 3/4− 1/3 = 5/12, relative distance δ ≥ 1/4, dual-distance bound δ⊥ ≥ 3/4− 2/3 = 1/12, and
efficient unique decoding from half the designed distance, i.e., a 1/8 fraction of errors [GS95, Sti09]. After
binary expansion these constants degrade by at most a constant factor.
Concretely, for an F16-linear code C one can write each symbol as a vector in F4

2, optionally composing the
embedding in each coordinate with a public random invertible F2-linear map. The McEliece permutation is
then applied bit-wise rather than symbol-wise. This is intended to obscure the extension-field structure used
by Schur-product and square-code attacks against algebraic-code variants of McEliece [CGGU+14, CMCP17].
A second natural cryptanalytic target is given by the binary Raw Reed–Solomon codes of [SKS19]. These codes
have very strong distance properties and polynomially large dual distance, and they share the same high-level
rationale of viewing an algebraic code over an extension field as a binary code. However, because they
remain Reed–Solomon-derived, they are close to regimes where square-code and Schur-product distinguishers
are especially relevant. We therefore regard Raw Reed–Solomon codes as an important target for further
cryptanalysis rather than as our primary proposed instantiation. More generally, further work is needed to
analyze whether noisy permuted binary expansions resist adaptations of known algebraic attacks, including
the attacks and parameter regimes discussed in [CGG+25].
One basic necessary condition is that the dual code of Cκ does not contain non-zero vectors of very low
Hamming weight. In particular, if there are vectors of constant Hamming weight in the dual, then a simple
polynomial-time distinguisher exists. To avoid this basic vulnerability, we require the codes used in any
proposed instantiation to have high dual distance, following [CGG+25], who impose a similar condition to
guarantee the absence of low-weight parity constraints and to rule out low-degree statistical or algebraic
distinguishers in their assumptions. For completeness, we briefly describe the attack that arises when this
condition is not enforced.
Assume that the dual distance d̄ of the code generated by Gκ is very small (e.g. constant). Let H be a parity
check matrix for this code, i.e., it holds that H ·Gκ = 0. Then there is a vector t in the row-span of H with
Hamming weight d̄. The attacker does not know H or t, but can enumerate all public-coordinate vectors
h ∈ Fm of Hamming weight c = d̄. Since Π is a permutation, this enumeration includes h = t ·Π−1 and
takes time mc for constant c. For this vector, the attacker calculates:

h ·A = h · (Π ·Gκ ·T+E)

= h ·Π · (Gκ ·T+Π−1 ·E)

= t · (Gκ ·T+Π−1 ·E)

= t ·Gκ ·T︸ ︷︷ ︸
=0

+ t ·Π−1 ·E︸ ︷︷ ︸
=:h′

Indeed, if Ham(t) = c, then each coordinate of t ·Π−1E is nonzero with probability at most cρ, and hence
the resulting vector has sublinear weight with overwhelming probability when c is constant and ρ = O(1/

√
n).

By contrast, for a random matrix and any non-zero choice of h, the output of this procedure has high weight
with overwhelming probability. Therefore, the attacker easily distinguishes between the two cases.
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We can also show that the strong McEliece with Noise assumption implies the McEliece with Noise assumption
under the additional standard 1/

√
n-noise LPN assumption.

Lemma 2. Assume that the strong McEliece with Noise assumption and the 1/
√
n-noise LPN assumption

hold. Then the McEliece with Noise assumption holds.

Proof (Sketch). The proof is a simple hybrid argument. First, we use the strong McEliece with Noise
assumption to replace the matrix A with a uniformly random matrix. Then, in the following hybrids, we
successively replace the values A1si + ei by uniformly random ui, with A := (A1∥A2).

For the latter step we use a standard consequence of low-noise LPN. Starting from LPN with a uniform secret
and Bernoulli noise of rate ρ = O(1/

√
n), one first puts the sample matrix in systematic form and applies the

corresponding parity-check transformation. This eliminates the original secret and yields an LPN instance in
which both the new secret and the new error are distributed according to Berρ. Since our assumption uses
a constant error rate ϵ and ρ = o(1), we can add an independent smoothing error to the right-hand side,
chosen so that the sum of the low-noise error and the smoothing error is distributed as Berϵ; this operation is
oblivious and preserves indistinguishability. Finally, the leakage lemma of [Döt15, Lemma 6] allows us to
reveal the Hamming weights of the new secret and of the smoothed error, losing only a polynomial factor.
Conditioning on these weights gives the fixed-weight, and hence Hamming-ball, distributions used here. The
cited lemma is stated over F2, but the argument is linear-algebraic and extends directly to any fixed finite
field. ⊓⊔

Construction We will now show that the noisy McEliece assumption for a suitable family of codes (Cκ)κ,
together with the standard 1/

√
n-noise LPN assumption, gives rise to adaptively robust pseudorandom codes.

Importantly, this PRC construction enjoys essentially the same robustness properties as Cκ.

Now fix a family of codes (Cκ)κ which can efficiently decode from an α fraction of errors. Fix constants
ϵ, δ > 0. Let m = O(n) and ρ be such that 4ρ2 · n+ ϵ+ δ ≤ α (e.g. ρ =

√
(α− ϵ− δ)/(4n) = O(1/

√
n)). For

soundness, we additionally require 2n+Hq(α)m ≤ m− ω(logq λ), where q = |F| and Hq denotes the q-ary
entropy function. The pseudorandom code PRC = (Setup,Encode,Decode) is given as follows.

– Setup(1λ): Choose Π← Sm, κ← K and T← (Fk×2n)full uniformly at random, and sample E← Berm×2nρ .
Set A = ΠGκT+E. Output pk = A and sk = (Π, κ,T).

– Encode(pk = A,msg ∈ Bρ(Fn)): Sample s ← Bρ(Fn) uniformly at random, set x = (s,msg) ∈ Bρ(F2n)
and sample e← Bϵ(Fm). Compute and output c = A · x+ e.

– Decode(sk = (Π, κ,T), c̃): Compute c′ = Π−1c̃ and then y = Cκ.Decode(c
′). If this outputs ⊥, output

⊥. If Ham(c′ −Gκy) > αm, output ⊥. Otherwise, compute the unique x such that T · x = y, parse
x = (s,msg) and check if s ∈ Bρ(Fn) and msg ∈ Bρ(Fn). If any of these steps fail, output ⊥; otherwise,
output msg.

We note that in the above construction, we require the message msg to be sparse. To encode a dense message
msg′ ∈ Fℓ, given ρ, we choose n such that |Fℓ| ≤ |Bρ(Fn)|.

Pseudorandomness The pseudorandomness property of PRC follows immediately from (in fact, is equivalent
to) the noisy McEliece assumption.

Lemma 3. The code PRC has pseudorandom codewords, given that the noisy McEliece assumption holds.

Soundness We first record that the construction satisfies the usual soundness property: a uniformly random
word is rejected except with negligible probability.

Lemma 4. Assume that 2n+Hq(α)m ≤ m− ω(logq λ), where q = |F| and Hq is the q-ary entropy function.
Then PRC is sound.
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Proof. Fix any secret key sk = (Π, κ,T). Since Gκ has rank k and T has full column rank, the effective code

Cκ,T = {ΠGκTx : x ∈ F2n}

has size q2n. By the explicit distance check in Decode, if a word u ∈ Fm is accepted, then u lies in an
αm-Hamming ball around some codeword in Cκ,T. Hence

Pr
u←Fm

[Decode(sk,u) ̸= ⊥] ≤ |Cκ,T| · |Bα(Fm)|
qm

≤ q2n+Hq(α)m−m ≤ q−ω(logq λ) = negl(λ).

The bound is uniform over the choice of sk, and therefore also holds over the randomness of Setup. ⊓⊔

Adaptive Robustness We will now argue adaptive robustness of PRC. We will use the following simple facts
about Bernoulli distributed matrices in the proof. For a matrix M = (m1, . . . ,mN ) ∈ Fm×N , we define the
induced matrix weight Ham(M) via Ham(M) = maxi∈[N ] Ham(mi). This matrix weight is sub-multiplicative,

that is, it holds for every x ∈ FN that Ham(M · x) ≤ Ham(M) · Ham(x). If E ← Berm×Nρ , then a simple

Chernoff bound and a union bound imply that Ham(E) ≤ 2ρm except with probability N · e− 1
3ρm, which is

negligible for our parameter choices.

Lemma 5. Assume that Cκ can efficiently uniquely decode from up to an α < 1/4 fraction of Hamming errors
and that 4ρ2n+ ϵ+ δ ≤ α. Then PRC is a strong adaptively robust PRC against a δ-fraction of adversarial
errors, except with negligible probability over the choice of the public key A.

Proof. As discussed above, it follows by a Chernoff bound and a union bound that Ham(E) ≤ 2ρm, except

with negligible probability 2n · e− 1
3ρm. Hence, fix a public key pk = A where A = Π ·Gκ ·T+E, such that

Ham(E) ≤ 2ρm. Consider a codeword

c = Ax+ e

= ΠGκTx+Ex+ e.

It holds that

Ham(Ex+ e) ≤ Ham(E) · Ham(x) + Ham(e) ≤ 2ρ ·m · 2ρ · n+ ϵ ·m = (4ρ2n+ ϵ)m.

As we require 4ρ2n+ ϵ ≤ α − δ, it follows that PRC is adaptively robust against errors of weight at most
δ ·m: fix any adversarial error e∗ with Hamming weight at most δ ·m. Then

ĉ = c+ e∗ = ΠGκTx+Ex+ e+ e∗ = ΠGκTx+ d,

where we set d = Ex+ e+ e∗. As Ham(Ex+ e) ≤ (α− δ)m and Ham(e∗) ≤ δm, it follows by the triangle
inequality that Ham(d) ≤ αm. Hence

c′ = Π−1(ĉ)

= GκTx+Π−1d.

Thus we get that c′ has distance at most αm from Cκ as Ham(Π−1d) = Ham(d) ≤ αm. Hence Cκ.Decode
will uniquely recover Tx. Since T has full column rank, the final linear solve recovers x and therefore msg. ⊓⊔

5 CCA secure Pseudorandom Codes

In this section, we present our CCA PRC transformation. In general, constructing PRCs becomes easier when
the underlying field is large [DMR25]. As in prior work, we focus exclusively on the binary case for clarity
of presentation. Nevertheless, we expect that our transformation extends naturally to arbitrary finite fields,
provided that the underlying primitives are replaced by their corresponding counterparts over such fields, for
example by relying on the noisy McEliece assumption (Section 4) defined over general finite fields.

Our construction requires the following primitives:
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– DS = (DS.Setup,DS.Sign,DS.Verify): a one-time strong unforgeable signature scheme with message space
{0, 1}∗, verification key space {0, 1}ℓvk and signature space {0, 1}λ

– Com = (Com.Setup,Com.Commit,Com.Open,Com.Equiv): a statistically binding equivocal tag-based set-
commitment scheme with pseudorandom commitments, with tag space {0, 1}ℓvk , commitment space
{0, 1}ℓcom and opening space {0, 1}ℓop .

– PKE = (PKE.Setup,PKE.Enc,PKE.Dec): an almost perfect-correctness IND-CPA secure PKE with message
space {0, 1}ℓop+ℓvk+1 and randomness {0, 1}λ. The ciphertext size is ℓpke.ct.

– ECC = (ECC.Setup,ECC.Encode,ECC.Decode): a γ-robust error-correcting code over alphabet {0, 1}, with
message-rate cecc (that is, for binary strings of length k, it produces codewords of length cecc · k)

– HPRG = (HPRG.Setup,HPRG.Eval): a hinting pseudorandom generator that takes n = cecc · λ bits as
input, and outputs n+ 2 blocks where each block of the output has λ bits

– PRF = (PRF.Setup,PRF.Eval): a pseudorandom function with key space, input and output space {0, 1}λ.
– PRG: a (regular) pseudorandom generator that maps λ bits to ℓPRG bits, where ℓPRG = 2cecc ·
(ℓmsg + λ+ 2n · ℓpke.ct + n · (ℓcom)) + 3λ. We will interpret the output as a number in F2ℓPRG .

– PRC = (PRC.Setup,PRC.Encode,PRC.Decode): an α adaptively-robust CPA secure public-key pseu-
dorandom code with message space {0, 1}ℓpke.ct+ℓcom , randomness {0, 1}λ. The codeword length is
ℓcw = ℓPRG/(2 · n).10

Setup(1λ): The setup algorithm performs the following steps:

1. Sample ecc.pp← ECC.Setup(1γ).
2. Sample hprg.pp← HPRG.Setup(1λ).
3. Sample 2n different PKE keys, i.e., (pke.pki,b, pke.ski,b)← PKE.Setup(1λ) for all b ∈ {0, 1}, i ∈ [n].

4. Sample 2n different PRC keys, i.e., (prc.pki,b, prc.ski,b)← PRC.Setup(1λ) for all b ∈ {0, 1} , i ∈ [n].

5. Sample com.pp← Com.Setup
(
1λ, 1n

)
.

6. Sample Bpl ← {0, 1}ℓPRG .
7. Output the public key pk = (ecc.pp, hprg.pp, Bpl, com.pp, (pke.pki,b, prc.pki,b)i∈[n],b∈{0,1}) and the

secret key sk = (pke.ski,0, prc.ski,0)i∈[n].

Enc(pk,m): Parse the public key pk = (ecc.pp, hprg.pp, Bpl, com.pp, (pke.pki,b, prc.pki,b)i∈[n],b∈{0,1}).
1. Sampling the various random strings needed for encryption:

(a) Sample s← {0, 1}λ, set t = ECC.Encode(ecc.pp, s).
(b) Sample (ds.vk, ds.sk)← DS.Setup(1λ).
(c) Sample K← PRF.Setup(1λ).
(d) For each i ∈ [n], choose r̃i ← {0, 1}λ.
(e) Let (r00, r01, r1, . . . , rn) = HPRG.Eval(hprg.pp, t).

2. Compute the PKE ciphertexts and the commitments.
First compute (comi, opi)i ← Commit(com.pp, t, ds.vk) (here, ds.vk is the tag used for the commitment).
For each i ∈ [n],

pke.cti,ti := PKE.Enc
(
pke.pki,ti , 1∥opi∥ds.vk; ri

)
pke.cti,1−ti := PKE.Enc

(
pke.pki,1−ti , 0

ℓop+ℓvk+1; r̃i
)

3. Compute the PRC ciphertexts and the header.
(a) For each i ∈ [n] and b ∈ {0, 1}, ci,b := PRC.Enc(prc.pki,b, (pke.cti,b, comi);PRF(K, (i, b)))).
(b) Set c := PRG(r00) + ECC.Encode(m,K,

(pke.cti,b, comi)i,b) ·Bpl.
4. Computing the digital signature:

(a) Let ds.x =
(
c, (ci,0, ci,1)i∈[n]

)
. Compute ds.σ ← DS.Sign(ds.sk, ds.x). Pad the signature so that

the length is ℓPRG.
(b) Compute σ = PRG(r01)⊕ ECC.Encode (ecc.pp, ds.σ).

5. Output ct = (ds.x, σ).

10If needed, the message is padded so that the PRC codeword length is ℓPRG/2n.
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Note that the final ciphertext consists of three parts, each of length ℓPRG: c, (ci,b)i,b and σ.

Dec(sk, ct): Parse the secret key sk := (pke.ski,0, prc.ski,0)i∈[n] and the ciphertext ct = (ds.x, σ) where

ds.x =
(
c, {ci,0, ci,1}i∈[n]

)
:

1. Compute t = PRC.Find
(
sk, (ci,0)i

)
(Figure 1).

2. Compute

(
msg,K, c′,

(
c′i,b, pke.cti,b, comi

)
i,b

, ds.σ

)
← PRC.CheckNoise

(
c, (ci,b)i,b , σ, t, (prc.ski,0)i

)
(Figure 2).

3. Let ds.x′ =

(
c′,

(
c′i,b

)
i,b

)
. Compute ds.vk← PRC.CheckPKE(t, (pke.cti,ti , comi)i) (Figure 3).

4. If DS.Verify (ds.vk, ds.x′, ds.σ) = 1, output msg, else output ⊥.

PRC.Find
Inputs:

Secret Key sk = (pke.ski,0, prc.ski,0)i∈[n]

PRC ciphertexts (ci,0)i∈[n]

Output: t

1. For each i ∈ [n], do the following:
(a) Let (pke.cti,0, comi) = PRC.Decode(prc.ski,0, ci,0)
(b) Let mi = PKE.Dec(pke.ski,0, pke.cti,0).

(c) If mi = 1 ∥ opi ∥ ds.vki and Open(com.pp, 0, comi, opi, ds.vki) = ⊤, set t̃i = 0. Else set t̃i = 1.

2. Compute s = ECC.Decode
(
ecc.pp, t̃

)
and t = ECC.Encode (ecc.pp, s).

3. Output t.

Fig. 1. Routine PRC.Find.

Information rate: Suppose that ECC encodes t-bit messages into codewords of length kecc · t for some constant
kecc > 1, and let ℓmsg denote the message length in our PRC scheme. Since both |opi| and |ds.vk| are
polynomial in the security parameter, it follows that |pke.cti,ti | = poly(λ). Likewise, because |comi| = poly(λ),
we have |ci,b| = poly(λ). As n = poly(λ), this further implies that |{ci,b}| = poly(λ). Since, |K| = poly(λ),
total payload size is therefore |c| = kecc · (ℓmsg + poly(λ)), while the signature contributes O(λ) additional
bits. Consequently, the information rate of the scheme is

ℓmsg

kecc · (ℓmsg + poly(λ)) + poly(λ)
=

(
kecc +

kecc · poly(λ)
ℓmsg

+
poly(λ)

ℓmsg

)−1
.

In particular, as ℓmsg grows large, the information rate approaches k−1ecc.

Theorem 8 (Adaptive Robustness). Assuming PRC is α-robust, ECC is γ-robust, then the above scheme
is α·γ

6 - adaptively robust.

Proof. Let ℓc := |c|, ℓcw = |ci,b|, ℓσ = |σ|, we have |ℓc| = |ℓσ| = 2n · ℓcw, and ℓct := ℓc + 2n · ℓcw + ℓσ. Let
δ = αγ/6. We then need to argue, to prove adaptive corruptness, that an adversary cannot output a tuple
(m, r, x) where Ham(Enc(pk,m; r), x) ≤ δℓct while m ≠ Dec(sk, x) with non-negligible probability. To prove
this, we argue something stronger, we consider an adversary that submits a message-randomness pair (m, r)
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PRC.CheckNoise
Inputs:

c, (ci,b)i,b , σ (the ciphertext)

t (output by Find)
(prc.ski,0)i

Output:
(
msg,K, c′,

(
c′i,b, pke.cti,b, comi

)
i,b

, ds.σ
)

1. Computing noise-free version of ciphertext:
(a) Compute (r00, r01, r1, . . . , rn) = HPRG.Eval(hprg.pp, t).

(b) Compute
(
msg,K, (pke.cti,b, comi)i,b

)
= ECC.Decode(ecc.pp,

(
(c− PRG (r00)) ·B−1

pl

)
).

(c) Compute ds.σ = ECC.Decode (ecc.pp, (PRG (r01)⊕ σ)).
(d) Compute c′ = PRG (r00) + ECC.Encode(ecc.pp, ((msg,K, (pke.cti,b, comi)i,b))) ·Bpl.
(e) For each i, b, compute c′i,b = PRC.Encode(prc.pki,b, {pke.cti,b, comi}i,b;PRF.Eval(K, (i, b))).
(f) Compute σ′ = PRG (r01)⊕ ECC.Encode (ecc.pp, ds.σ).

2. Checking noise is within bounds:

(a) If ∆
((

c, (ci,b)i,b , σ
)
,
(
c′,

(
c′i,b

)
i,b

, σ′
))

> δℓct, output ⊥.

3. Checking the commitments and ciphertexts in c are consistent with the commitments and ciphertexts
used in Find.
(a) For each i ∈ [n], compute

(
pke.cti,0, comi

)
= PRC.Decode(prc.ski,0, ci,0).

(b) For each i ∈ [n] s.t. ∆(ci,b, c
′
i,b) ≤ αℓcw for both b ∈ {0, 1}, check comi = comi and pke.cti,0 =

pke.cti,0. If any checks fail, output ⊥.

4. Output
(
msg,K, c′,

(
c′i,b, pke.cti,b, comi

)
i,b

, ds.σ
)
.

Fig. 2. Routine PRC.CheckNoise.

PRC.CheckPKE
Inputs:(

pke.pki,b
)
i,b

(part of public key)

t (produced by Find).
(pke.cti,ti , comi)i,b (commitments and ciphertexts produced by CheckNoise)

Output: ds.vk

1. Compute (r00, r01, r1, . . . , rn) = HPRG.Eval(hprg.pp, t).
2. For each i ∈ [n], do the following:

(a) If ti = 0, compute mi = PKE.Recover(pke.pki,0, pke.cti,0, ri). Perform the following checks. If any of
the checks fail, output ⊥.
i. mi = 1∥opi∥ds.vki and Open (com.pp, 0, comi, opi, ds.vki) = ⊤.
ii. pke.cti,0 = PKE.Enc(pke.pki,0,mi; ri).

(b) If ti = 1, compute mi = PKE.Recover(pke.pki,1, pke.cti,1, ri). Perform the following checks. If any of
the checks fail, output ⊥.
i. mi = 1∥opi∥ds.vki and Open (com.pp, 1, comi, opi, ds.vki) = ⊤.
ii. pke.cti,1 = PKE.Enc(pke.pki,1,mi; ri).

3. If ds.vki = ds.vk for all i ∈ [n], output ds.vk. Else output ⊥.

Fig. 3. Routine PRC.CheckPKE.

as well as three error vectors e1 ∈ {0, 1}ℓc , e2 ∈ {0, 1}2nℓcw , e3 ∈ {0, 1}ℓσ with Ham(ei) ≤ δℓct for all i ∈ [3].
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Now, we say that such an adversary wins the game if it holds that

Dec
(
sk,

(
c, (ci,b)i∈[n],b∈{0,1} , σ

))
̸= Dec

(
sk,

(
c⊕ e1, (ci,b)i∈[n],b∈{0,1} ⊕ e2, σ ⊕ e3

))
with ct =

(
c, (ci,b)i,b , σ

)
= Enc(pk,m; r). We can directly see that such a game achieves stronger security

than the adaptive robustness game since the adaptive robustness adversary is only allowed to submit a
single vector e ∈ {0, 1}ℓc+2nℓcw+ℓσ with Ham(e) ≤ δℓct. Let c

′ := c⊕ e1, c
′
i,b := ci,b ⊕ e2, σ

′ := σ ⊕ e3, and let

ct′ =

(
c′,

(
c′i,b

)
i,b

, σ′
)
.

To prove the above equality, it suffices to show that the procedures Find and CheckNoise output the same for
the ciphertexts ct and ct′. Now, we are walking through the different steps of the two procedures to bound
these probabilities.

Claim. Find(sk, ct) = Find(sk, ct′).

Proof. First, note that if t is the HPRG seed used to encrypt m, then Step 1 of Find(sk, ct) computes t̃ = t,
and as a result, Find(sk, ct) outputs t. This follows from the perfect correctness of the PKE and commitment
schemes. We will now argue that if Ham(e2) ≤ δ · ℓct, then Step 1 of Find(sk, ct′) produces a t̃′ such that
∆
(
t̃′, t

)
≤ γ · n, assuming α-adaptive robustness of the base PRC scheme.

Parse e2 = (e2,i,b)i∈[n],b∈{0,1}, and let I = {i : Ham (e2,i,b) ≤ α · ℓcw for both b ∈ {0, 1}}. Since δ = α · γ/6,
it follows that |I| ≥ (1− γ) · n.11 Using the adaptive robustness of the base PRC scheme (and the perfect

correctness of the PKE scheme and the commitment scheme), we get that t̃′i = ti for all i ∈ I. In particular,
if ci,b is the PRC encoding of (pke.cti,b, comi) with randomness zi,b and Dec (prc.ski,b, (ci,b ⊕ e2,i,b)) ≠
(pke.cti,b, comi), then the reduction algorithm can break α-adaptive robustness of the base PRC scheme by
sending (pke.cti,b, comi) as the message, zi,b as the randomness and (ci,b ⊕ e2,i,b) as the codeword. ⊓⊔

It remains to analyze the behavior of CheckNoise on the inputs ct and ct′ where both procedures take as an
input the same t (which follows from the above analysis of Find). Given that both procedures take as an
input the same t, it follows that step 1 (a) will also output the same values. Next, we rely on the robustness
of ECC. In more detail, since δℓct ≤ γℓc = γℓσ, for the steps 1. (b) and (c), it must hold that

ECC.Decode
(
ecc.pp,

(
c− PRG (r00) ·B−1pl

))
= ECC.Decode

(
ecc.pp,

(
(c⊕ e1)− PRG (r00) ·B−1pl

))
ECC.Decode (ecc.pp, (PRG (r01)⊕ σ)) = ECC.Decode(ecc.pp, (PRG (r01)⊕ σ ⊕ e3)),

If the above holds, then the steps 1 (d)-(f) directly have the same output as well. The bounds in step 2.
are all satisfied due to our restriction Ham(ei) ≤ δℓct. To argue that step 3 yields the same output, we can,
again, rely on the adaptive robustness as it has been done in the beginning of the proof. In more detail, the
decoding output computed in step 3 (a) is the same as the decoding that is computed as the 1. step of Find.
Only violating adaptive robustness would lead to a failing check in the step 3 (b), given the above analysis
involving the error-correcting codes. ⊓⊔

Theorem 9. Assuming that PKE is an IND-CPA secure PKE scheme with almost perfect-correctness, PRC
is an α adaptively robust IND-CPA secure PRC scheme, ECC is a γ-robust error-correcting code, Com is
a commitment scheme satisfies statistical binding, equivocality, pseudorandomness of commitments and
independence of tag for 0-commitments, HPRG is a secure hinting PRG, PRG is a secure PRG, PRF is a
secure PRF and DS is a secure signature scheme. Then the above construction is a IND-CCA secure PRC
scheme.

Proof. Our proof proceeds via a sequence of hybrids. First, we will describe all hybrids, and then show that
the hybrids are computationally indistinguishable.

Hybrid H0: The corresponds to the original security game with a few modifications as follows.

11If |I| < (1−γ) ·n, then there exist at least γ ·n indices i where either Ham (e2,i,0) > α · ℓcw or Ham (e2,i,1) > α · ℓcw.
Therefore, Ham(e) > γ · n · (α · ℓcw). But this is a contradiction, since we assumed Ham(e) ≤ δ · ℓct, δ = α · γ/6 and
ℓct = 6n · ℓcw
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Description of Hybrid H0

– Initialization Phase: The challenger performs the following steps:

1. Sample ecc.pp← ECC.Setup(1λ).
2. Sample hprg.pp← HPRG.Setup(1λ)
3. Sample 2n different PKE keys, i.e., (pke.pki,b, pke.sk,i,b)← PKE.Setup(1λ) for all b ∈ {0, 1}, i ∈ [n].

4. Sample 2n different PRC keys, i.e., (prc.pki,b, prc.ski,b)← PRC.Setup(1λ) for all b ∈ {0, 1} , i ∈ [n].

5. Sample com.pp← Com.Setup
(
1λ, 1n

)
.

6. Sample Bpl ← {0, 1}ℓPRG .

7. It sets pk =
(
ecc.pp, hprg.pp, Bpl, com.pp,

(
pke.pki,b, prc.pki,b

)
i∈[n],b∈{0,1}

)
and sk = (pke.ski,0, prc.ski,0)i∈[n].

8. It sends pk to the adversary.
9. Sample s∗ ← {0, 1}λ.
10. Set t∗ = ECC.Encode(ecc.pp, s∗).
11. Sample K∗ ← PRF.Setup(1λ).
12. Sample (ds.vk∗, ds.sk∗)← DS.Setup(1λ).
13. Compute (com∗i , op

∗
i )i ← Commit(com.pp, t∗, ds.vk∗).

14. Let (r∗00, r
∗
01, r

∗
1 , . . . , r

∗
n) = HPRG.Eval(hprg.pp, t∗). For each i ∈ [n], choose r̃∗i ← {0, 1}ℓ.

15. For each i ∈ [n],

• Compute pke.ct∗i,t∗i
:= PKE.Enc

(
pke.pki,t∗i , 1∥op

∗
i ∥ds.vk

∗; r∗i

)
• Compute pke.ct∗i,1−t∗i

:= PKE.Enc
(
pke.pki,1−t∗i , 0

ℓop+ℓvk+1; r̃∗i

)
• Compute c∗i,b := PRC.Enc(prc.pki,b, (pke.ct

∗
i,b, com

∗
i );PRF(K

∗, (i, b)).

– Pre-Challenge Phase: The adversary can adaptively query the decryption oracle polynomially many
times. For each query ct = (ds.x, σ) where ds.x =

(
c, (ci,0, ci,1)i

)
, the challenger computes

• t = PRC.Find
(
sk, (ci,0)i

)
,

•
(
msg,K, (pke.cti,b, comi)i , ds.σ

)
← CheckNoise

(
c, (ci,b)i,b , σ, t

)
,

• ds.vk← CheckPKE (t, (pke.cti,ti , comi)),
• outputs msg if DS.Verify (ds.vk, ds.x, ds.σ) = 1.

– Challenge phase: The adversary sends m∗ to the challenger who performs the following steps (recall,
some of the components used in this phase were already computed in the Setup Phase).

1. It sets c∗ := PRG(r∗00) + ECC.Encode(ecc.pp, (m∗,K∗, (pke.ct∗i,b, com
∗
i )i∈[n],b∈{0,1})) ·Bpl.

2. It sets ds.x∗ =
(
c∗,

(
c∗i,0, c

∗
i,1

)
i∈[n]

)
.

3. It computes ds.σ∗ ← DS.Sign (ds.sk∗, ds.x∗).
4. It compute σ∗ = PRG (r∗01)⊕ ECC.Encode(ecc.pp, ds.σ∗).
5. It returns ct∗ = (ds.x∗, σ∗).

– Post-Challenge Phase: The adversary can adaptively query the decryption oracle polynomially many
times. These queries are handled similar to the pre-challenge decryption queries.

– Response Phase: The adversary outputs a bit β.

Hybrid H1: This hybrid proceeds as the previous one, with the only difference that the decryption oracle
rejects queries where the underlying verification key ds.vk is equal to the verification key ds.vk∗ used in the
challenge encryption query. The indistinguishability of this and the previous hybrid can be argued using the
unforgeability of the signature scheme DS by showing that the probability of an adversary submitting such a
query is negligible. The details on this are given in Lemma 6.

Hybrid H2: In this hybrid, during the initialization phase, the commitment scheme is in equivocal mode, i.e.,(
com.pp,

(
com∗i , op

∗
i,0, op

∗
i,1

)
i

)
← Equiv(1λ, 1n, ds.vk∗) and op∗i := op∗i,t∗i . The indistinguishability of this and

the previous hybrid can be argued using the equivocality of Com. The details on this are given in Lemma 7.
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Hybrid H3: In this hybrid, the decryption queries are handled using the procedures PRC.Find† (see Fig. 4)
and PRC.CheckNoise† (see Fig. 5) on path t∗, instead of PRC.Find and PRC.CheckNoise. To argue the
indistinguishability between this and the previous hybrid, we rely on the perfect correctness of PKE and ECC,
and the adaptive robustness of PRC. This transition is quite delicate, and we prove it in detail in Lemma 8.

PRC.Find†

Inputs:

1. path p ∈ {0, 1}n.
2. secret keys (pke.ski,pi , prc.ski,pi)i∈[n]

3. Partial Ciphertext (ci,0, ci,1)i∈[n]

Output: t† ∈ {0, 1}n

1. For each i ∈ [n], do the following:
(a) If pi = 0, then

i. Let (pke.ct†i,0, com
†
i ) = PRC.Decode(prc.ski,0, ci,0).

ii. Let m†
i = PKE.Dec(pke.ski,0, pke.ct

†
i,0).

iii. If m†
i = 1 ∥ op†

i
∥ ds.vk†i and Open

(
com.pp, 0, com†

i , op
†
i

)
= ⊤, set

˜
t†i = 0. Else set

˜
t†i = 1.

(b) If pi = 1, then
i. Let (pke.ct†i,1, com

†
i ) = PRC.Decode(prc.ski,1, ci,1).

ii. Let m†
i = PKE.Dec(pke.ski,1, pke.ct

†
i,1).

iii. If m†
i = 1 ∥ op†

i
∥ ds.vk†i and Open

(
com.pp, 1, com†

i , op
†
i
, ds.vk†i

)
= ⊤, set

˜
t†i = 1. Else set

˜
t†i = 0.

2. Compute s† = ECC.Decode(ecc.pp, t̃†) and t† = ECC.Encode(ecc.pp, s†).
3. Output t†.

Fig. 4. Routine PRC.Find†.

Hybrid H4: In this hybrid, the ciphertexts pke.ct∗
i,t∗i

are generated as PKE.Enc(pkei,t∗i
, 1∥opi,t∗i ∥ds.vk

∗; r∗i )

for all i ∈ [n]. The indistinguishability of this and the previous hybrid can be argued using the IND-CPA
security of PKE. The details on this are given in Lemma 13.
Hybrid H5: In this hybrid, the procedure PRC.Find instead of PRC.Find† is executed in the pre- and post-
challenge phases. The transition from the previous hybrid to this hybrid proceeds analogously to the transition
from H2 to H3, therefore, we refer to Lemma 8 for more details.
Hybrid H6: In this hybrid, the values r̃∗i , c

∗ and σ∗ are chosen uniformly at random for all i ∈ [n]. The
indistinguishability of this and the previous hybrid can be argued using the security of the hinting PRG
HPRG and the standard PRG PRG. The details on this are given in Lemma 14.
Hybrid H7: In this hybrid, the ciphertexts c∗i,b for all i ∈ [n], b ∈ {0, 1} are generated as c∗i,b := PRC.Enc(
prc.pki,b, (pke.ct

∗
i,b, com

∗
i );ui,b) where ui,b are sampled uniformly at random. The indistinguishability of this

and the previous hybrid can be argued using the pseudorandomness of PRF. The details on this are given in
Lemma 15.
Hybrid H8: In this hybrid, the challenger chooses c∗i,1 uniformly at random for all i ∈ [n]. The indistin-
guishability of this and the previous hybrid can be argued using the pseudorandomness of PRC. The details
on this are given in Lemma 16.
Hybrid H9: In this hybrid, the challenger uses PRC.Find† on path 1 instead of PRC.Find in the pre-challenge
and post-challenge phases. The transition from the previous hybrid to this hybrid proceeds analogously to
the transition from H2 to H3, therefore, we refer to Lemma 8 for more details.
Hybrid H10: In this hybrid, the challenger chooses c∗i,0 uniformly at random for all i ∈ [n]. The transition
from the previous hybrid to this hybrid proceeds analogously to the transition from H7 to H8, relying on the
pseudorandomness of PRC. We refer to Lemma 16 for more details.
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PRC.CheckNoise†

Inputs:

c, (ci,b)i,b , σ (the ciphertext)

t† (output by Find†)
path p ∈ {0, 1}n

Output:

(
msg†,K†,

(
pke.ct†i,b, com

†
i

)
i,b

, ds.σ†
)

1. Computing noise-free version of ciphertext:
(a) Compute (r00, r01, r1, . . . , rn) = HPRG.Eval

(
hprg.pp, t†

)
.

(b) Compute
(
msg†,K†,

(
pke.ct†i,b, com

†
i

)
i,b

)
= ECC.Decode(ecc.pp,

(
(c− PRG (r00)) ·B−1

pl

)
).

(c) Compute ds.σ† = ECC.Decode (ecc.pp, (PRG (r01)⊕ σ)).

(d) Compute c†
′
= ECC.Encode(ecc.pp, (PRG (r00) + (msg†,K†, (pke.ct†i,b, com

†
i)i,b))) ·Bpl.

(e) For each i, b, compute c†
′

i,b = PRC.Encode(prc.pki,b, (pke.ct
†
i,b, com

†
i)i,b;PRF.Eval(K

†, (i, b))).

(f) Compute σ†′ = ECC.Encode
(
ecc.pp, ds.σ†).

2. Checking noise is within bounds:

(a) If ∆
((

c, (ci,b)i,b , σ
)
,
(
c′,

(
c′i,b

)
i,b

, σ′
))

> δℓct, output ⊥.

3. Checking the commitments and ciphertexts in c are consistent with the commitments and ciphertexts
used in Find.
(a) For each i ∈ [n], compute

(
pke.ct†i,pi , com

†
i

)
= PRC.Decode(prc.ski,pi , ci,pi).

(b) For each i ∈ [n] s.t. ∆
(
c†i,b, c

†′
i,b

)
≤ αℓcw for both b ∈ {0, 1}, check com†

i = com†
i and pke.ct†i,pi =

pke.ct†i,pi . If any checks fail, output ⊥.

4. Output
(
msg†,K†,

(
pke.ct†i,b, com

†
i

)
i,b

, ds.σ†
)
.

Fig. 5. Routine PRC.CheckNoise†.

Hybrid H11: In this hybrid, the challenger uses PRC.Find instead of PRC.Find† in the pre-challenge and
post-challenge phases. The transition from the previous hybrid to this hybrid proceeds analogously to the
transition from H2 to H3, therefore, we refer to Lemma 8 for more details.
Hybrid H12: In this hybrid, during the initialization phase, the setup of the commitment scheme is changed
back to the standard setup, i.e., com.pp← Com.Setup(1λ, 1n). The transition from the previous hybrid to
this hybrid proceeds analogously to the transition from H1 to H2, relying on the equivocality of Com. We
refer to Lemma 7 for more details.
Hybrid H13: In this hybrid, during the decryption queries, the challenger does not reject queries when
ds.vk = ds.vk∗. The transition from the previous hybrid to this hybrid proceeds analogously to the transition
from H0 to H1, relying on the unforgeability of DS. We refer to Lemma 6 for more details. Observe that
hybrid H13 corresponds to the original security game, in which the challenger outputs a truly random string
during the challenge phase.

Combining the below lemmas, using the triangle inequality, we conclude that for every PPT adversary A, there
exists a negligible function negl(·) such that for all λ ∈ N,

∣∣Pr[H0(λ,A) = 1]− Pr[H12(λ,A) = 1]
∣∣ ≤ negl(λ),

where Hi(λ,A) denotes the output of A in hybrid Hi. ⊓⊔

Lemma 6. Assuming DS is a strongly unforgeable one-time signature scheme, then for all PPT adversaries A,
there exists a negligible function negl(·) such that for all λ, |Pr[H0(λ,A) = 1]− Pr[H1(λ,A) = 1]| ≤ negl(λ).

Proof. Suppose there exists an adversary A that is able to distinguish between the hybrids H0 and H1.
Recall, in the CCA game, the adversary is not allowed decryption queries that are close to the challenge
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ciphertext. Therefore, the only way A can distinguish between the two hybrids is if it makes a decryption

query ct =
(
c, (ci,b)i,b , σ

)
, that is not close to the challenge ciphertext ct∗ =

(
c∗,

(
c∗i,b

)
i,b

, σ∗
)
, where the

underlying verification key is equal to ds.vk∗, and the decryption results in a non-⊥ output (in particular the
signature verification in the last step of decryption passes). We turn A into an adversary B that violates the
unforgeability of DS. In the first step, the reduction B obtains a verification key vk∗ from the DS challenger.
Afterwards, B proceeds as described in the description of H0 with the difference that it queries the challenger
to generate the signature ds.σ∗ for the challenge ciphertext. Next, we specify how the adversary B will obtain

its forgery. Let ct′ =

(
c′,

(
c′i,b

)
i,b

, σ′
)

be the noise-free values recovered at the end of Step 1 in CheckNoise.

Let ds.x′ =

(
c′,

(
c′i,b

)
i,b

)
(and recall ds.x∗ =

(
c∗,

(
c∗i,b

)
i,b

)
is the string that is signed in the challenge

phase). Since ∆ (ct, ct∗) > δℓct and ∆ (ct, ct′) ≤ δℓct,
12 we get that ct′ ̸= ct∗. We have two cases:

– ds.x′ ≠ ds.x∗. In this case, the reduction outputs ds.x′ and ds.σ (output by CheckNoise). This signature
verifies (since Dec(sk, ct) ̸=⊥), and this is a valid forgery since ds.x′ ̸= ds.x∗.

– ds.x′ = ds.x∗ but σ′ ̸= σ∗. We get a strong forgery if we can show that ds.σ ̸= ds.σ∗. We will show in
the claim below that if ds.x′ = ds.x∗ and decryption of ct does not output ⊥, then the candidate seed t
extracted by Find is equal to t∗. From here, we can conclude that ds.σ ̸= ds.σ∗. 13

Claim. Let ct∗ = (ds.x∗, σ∗) be the challenge ciphertext (with HPRG seed t∗), and ct = (ds.x, σ) be any
ciphertext such that Dec (sk, ct) ≠⊥. Let t = Find(sk, ct), and ds.x′, σ′ are the error-free terms computed in
Step 1 of CheckNoise. If ds.x∗ = ds.x′, then t = t∗ (assuming α-adaptive robustness for the base PRC scheme
and perfect correctness for the KE scheme and the commitment scheme).

Proof. Dec(sk, ct) does not output ⊥, therefore ∆

(
(ci,b)i,b ,

(
c′i,b

)
i,b

)
≤ δℓct. Consider the set

I =
{
i : ∆

(
ci,b, c

′
i,b

)
≤ α · ℓcw for both b ∈ {0, 1}

}
.

Since δ = α ·γ/6, |I| ≥ (1−γ) ·n.14 For each of these indices, ∆
(
ci,b, c

′
i,b

)
= ∆

(
ci,b, c

∗
i,b

)
≤ α ·ℓcw. Therefore,

by adaptive robustness of the PRC,15 t̃i = t∗i for all i ∈ I. Since ∆
(
t̃, t∗

)
≤ γ · n, t = t∗. ⊓⊔

⊓⊔

Lemma 7. Assuming Com satisfies equivocality, then for all PPT adversaries A, there exists a negligible
function negl(·) such that for all λ, |Pr[H1(λ,A) = 1]− Pr[H2(λ,A) = 1]| ≤ negl(λ).

Proof. The proof follows directly from the equivocality of the commitment scheme. The only distinction
between the two hybrids lies in the way com.pp, commitments (com∗i , op

∗
i )i are generated. In H1, com.pp is

generated using Setup and the commitments and openings are generated using the commitment algorithm, while

in H2, the challenger samples
(
com.pp,

(
com∗i , op

∗
i,0, op

∗
i,1

)
i

)
← Equiv(1λ, 1n, ds.vk∗) and sets op∗i = op∗i,t∗i .

Therefore a PPT adversary that can distinguish between H1 and H2 can be used to break the equivocality of
Com. ⊓⊔

12This is because Dec(sk, ct) does not output ⊥ in Step 2 of CheckNoise.
13If t = t∗, then σ∗ = PRG (r01)⊕ECC.Encode(ecc.pp, ds.σ∗) and σ′ = PRG (r01)⊕ECC.Encode(ecc.pp, ds.σ), where

HPRG(t) = (r00, r01, r1, . . . , rn).
14Suppose, on the contrary, there are more than γ ·n indices where at least one out of the two codewords has greater

than α · ℓcw noise. Then the total noise is more than γ · n · (α · ℓcw). But this is a contradiction, as we assumed that the
total noise is at most δ · ℓct = (α ·γ/6)(3 · (2 ·n · ℓcw)) = α ·γ · ℓcw. Here, we are using the fact that |c| = 2 ·n · |ci,b| = |σ|.

15
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Lemma 8. Assuming perfect correctness of PKE and ECC, and α-adaptive robustness of PRC, then for all PPT
adversaries A, there exists a negligible function negl(·) such that for all λ, |Pr[H2(λ,A) = 1]−Pr[H3(λ,A) =
1]| ≤ negl(λ).

Proof. Before proving the transition from H2 to H3, we prove the following helping lemma.

Lemma 9. Assuming the commitment scheme satisfies statistical binding, and the PKE scheme satisfies
almost perfect-correctness, if Dec(sk, ct) ̸= ⊥, then for all i ∈ [n] with ∆(ci,b, c

′
i,b) ≤ αℓcw for both b ∈ {0, 1},

it holds that t̃i = ti.
16 Therefore, if Dec(sk, ct) ̸=⊥, then ∆(t, t̃) ≤ γ · n.

High level proof sketch. Suppose Dec(sk, ct) ̸=⊥, ∆(ci,b, c
′
i,b) ≤ αℓcw for both b ∈ {0, 1}, but t̃i = 0 and ti = 1.

Since t̃i is set to 0, this means that comi extracted from ci,0 is a commitment of 0, and the corresponding
opening is present in pke.cti,0 (which is also extracted from ci,0). However, since ti = 1 and Dec(sk, ct) ̸=⊥, this
means that comi (which is extracted from the header c) is a commitment of 1 (this is checked in CheckPKE).

Finally, note that since ∆
(
ci,b, c

′
i,b

)
≤ αℓcw, we also check that the comi extracted from ci,b is equal to the

comi extracted from the header c. Therefore, if ti ̸= t̃i, then one must break the statistical binding property
of the commitment scheme. The other case (ti = 0, t̃i = 1) is handled similarly.

Proof. We prove this lemma by contradiction. Suppose there exists an i ∈ [n] with ∆(ci,b, c
′
i,b) ≤ αℓcw for

both b ∈ {0, 1} such that t̃i ̸= ti. We distinguish between two cases: first, t̃i = 0 and ti = 1 and, second, t̃i = 1
and ti = 0.
In the first case, since t̃i = 0, PRC.Find has checked that Open(com.pp, 0, comi, opi, ds.vki) = ⊤ where
(pke.cti,0, comi) = PRC.Decode(prc.ski,0, ci,0), mi = PKE.Dec(pke.ski,0, pke.cti,0), and mi = 1∥opi∥ds.vki.
Since we assume that ∆(ci,b, c

′
i,b) ≤ αℓcw for both b ∈ {0, 1}, during the PRC.CheckNoise procedure it is

checked that comi = comi where pke.cti,b, comi are obtained from c. Next, we proceed with PRC.CheckPKE,
which, since ti = 1, checks that Open(com.pp, 1, comi, opi, ds.vki) = ⊤ where comi is obtained as part of the
output of PRC.CheckNoise. Now, from these checks, we get a contradiction (due to the binding property of
the commitment scheme). This concludes the proof of the first case.
Next, we analyze the second case. Since t̃i = 1, the check in PRC.Find resulted in mi ̸= 1∥opi∥ds.vki or

Open
(
com.pp, 0, comi, opi, ds.vki

)
=⊥, where (pke.cti,0, comi) is obtained from PRC.Decode(prc.ski,0, ci,0) and

mi = PKE.Dec(pke.ski,0, pke.cti,0). Since we assume that ∆(ci,b, c
′
i,b) ≤ αℓcw for both b ∈ {0, 1}, during the

PRC.CheckNoise procedure it is checked that pke.cti,0 = pke.cti,0 and comi = comi where pke.cti,b, comi is
obtained from c. Next, we proceed with PRC.CheckPKE, which, since ti = 0, checks that mi = 1∥opi∥ds.vki,
pke.cti,0 = PKE.Enc(pke.pki,0,mi; ri) and Open (com.pp, 0, comi, opi, ds.vki) = ⊤. Assuming the perfect
correctness of PKE, we reach a contradiction since the check in Find resulted in mi ≠ 1∥opi∥ds.vki or
Open(com.pp, 0, comi, opi, ds.vki) =⊥ whereas in CheckPKE, we check that pke.cti,0 is an encryption of
mi = 1∥opi∥ds.vki and Open(com.pp, 0, comi, opi, ds.vki) = ⊤. This concludes the proof of the second case.
Having considered the above two cases, it remains to argue the last part of the lemma. From Dec(sk, ct) ̸= ⊥,
we obtain that PRC.CheckNoise succeeded without any errors which, in turn, means that ∆((ci,b), (c

′
i,b)) ≤ δℓct

(follows from Step 2 of CheckNoise). This implies that ∆(ci,b, c
′
i,b) ≥ αℓcw for at most γn indices. Therefore,

for at least (n− γn) indices, we have that ∆(ci,b, c
′
i,b) ≤ αℓcw for both b ∈ {0, 1}. Applying the first half of

Lemma 9, we get that t̃i = ti for at least (n− γn) indices. This implies that ∆(t̃, t) ≤ n− (n− γn) = γn. ⊓⊔

The same analysis follow analogously for the Find†. Therefore, we obtain the following corollary.

Corollary 2. If Dec†(sk, ct) ̸= ⊥, then it must hold that ∆(t†, t̃†) ≤ γn (here, t† is the output of Find†, and
t̃† is the output of Step 1 of Find†.

Proof. The proof follows as above with the following helping lemma.

Lemma 10. If Dec†(sk, ct) ̸= ⊥, then it follows that for all i ∈ [n] with ∆(ci,b, c
′
i,b) ≤ αℓcw it holds that

t̃†i = t†i .

16Recall t̃ is produced in Step 1 of Find and t is the output of Find.
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⊓⊔

Next, we proceed with the proof of the transition from H2 to H3. The difference between H2 and H3 is that
the challenger uses Find and CheckNoise in H2, and uses Find† and CheckNoise† along path t∗ in H3. The
proof of this Lemma does not rely on the secrecy of t∗. Below, we state a stronger lemma which implies
Lemma 8. For any path p ∈ {0, 1}n, consider a game Gp between a PPT adversary A and a challenger. The
challenger picks a bit b ∈ {0, 1}. If b = 0, the challenger responds to all decryption queries using Find and
CheckNoise, else it answers all decryption queries using Find† and CheckNoise† along path p. The adversary
wins if it can correctly guess b.

Lemma 11. Assuming perfect correctness of PKE and ECC, and adaptive robustness of PRC, then for any
path p ∈ {0, 1}n, for any PPT adversary A, there exists a negligible function negl such that for all λ,

Pr[A wins Gp(λ)] ≤
1

2
+ negl(λ).

Notations. First we introduce a few notations that will be useful for our proof.

– differing decryption query - we call ct a differing decryption query if the decryption of ct using Dec (along
path 0n) is different from decryption of ct using Find† and CheckNoise†(along path p).

– decryption performed using Find† followed by CheckNoise† will be referred to as Dec†. We adopt the
convention that all variables defined via Dec† will be written with a dagger superscript. For example,

Find† first computes t̃†, then decodes it to s† and outputs t†.

Proof. Suppose there exists a PPT adversary A that makes Q decryption queries, and can win in game
Gp with non-negligible advantage, then it must make a differing decryption query ct with non-negligible
probability. Let E denote the event that A makes a differing decryption query, and Eq the event that the qth

decryption query is the first differing decryption query. Therefore, it suffices to bound Pr [Eq] for each q. Fix
any q ∈ [Q], we will show that Pr [Eq] ≤ negl(λ). We will further split Eq into the following sub-events:

– Eq0: decryption using Find and CheckNoise outputs msg ≠⊥, Find(sk, ct) outputs t, Find†(sk†, ct) = t†,
and t ̸= t†

– Eq1: decryption using Find† and CheckNoise† outputs msg† ̸=⊥, Find(sk, ct) outputs t, Find†(sk†, ct) = t†,
and t ̸= t†

– Eq2: Find(sk, ct) = Find†
(
sk†, ct

)
= t, the output of CheckNoise is not ⊥, but CheckNoise† outputs ⊥.

– Eq3: Find(sk, ct) = Find†
(
sk†, ct

)
= t, the output of CheckNoise is ⊥, but CheckNoise† does not output ⊥.

We can also consider the event Eq4 where Find(sk, ct) = Find†
(
sk†, ct

)
= t and both CheckNoise and

CheckNoise† produce different non-⊥ outputs. However, this event never occurs as both CheckNoise and
CheckNoise† yield the identical tuple (msg,K, (pke.cti,b, comi)i,b) in Step (1), and as both procedures do not
abort in Step (3), they necessarily output the same value.
Also, note that if Find(sk, ct) = Find†(sk†, ct) and CheckNoise = CheckNoise†, then the decryption in both
scenarios outputs the same value. Therefore, we have Eq = Eq0 ∪Eq1 ∪Eq2 ∪Eq3 . Therefore, it suffices to bound
Pr [Eq0] ,Pr [Eq1] ,Pr [Eq2] and Pr [Eq3] separately. The events Eq0 and Eq1 are similar, and likewise Eq2 and Eq3
are similar. Below we show Pr [Eq0] and Pr [Eq2] are negligible.

Bounding the probability of event Eq0. In this event, decryption using Find and CheckNoise outputs

msg ̸= ⊥, Find(sk, ct) = t,Find†(sk†, ct) = t†, and t ̸= t†. We will first show that there exists an index i such

that t̃i and t̃i
†
are different,17 pi = 1 and the two PRC codewords ci,0, ci,1 have low noise. This is formally

captured in the following lemma.

17Recall, t̃ (resp. t̃†) is the noisy versions of t (resp. t†) computed in the first step of Find (resp. Find†).
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Lemma 12. With overwhelming probability over choice of the public/secret key, if ct is any ciphertext such
that the following conditions hold:

– decryption using Find and CheckNoise outputs msg ̸=⊥
– Find (sk, ct) = t, and t̃ is the string produced in Step 1 of Find

– Find† (sk, ct) = t† where t† ≠ t (note that t† can be ⊥, but t cannot be ⊥). The string t̃† is produced in
Step 1 of Find†

then there exists an index i such that pi = 1, t̃i ̸= t̃†i, and for both b ∈ {0, 1}, ∆
(
ci,b, c

′
i,b

)
≤ αℓcw. Here, c

′
i,b

is the PRC ciphertext computed in Step 1(e) of CheckNoise.

Proof. We will now use the Lemma 9 for proving Lemma 12. Recall, for an overwhelming choice of (pk, sk), for

every i ∈ [n] and every ct, if ∆
(
ci,b, c

′
i,b

)
≤ αℓcw, then ti = t̃i. Fix any such ‘good’ (pk, sk). We are given that

decryption using Find and CheckNoise outputs msg ≠⊥, Find(sk, ct) = t, Find†(sk, ct) = t̃ and t ≠ t†. Since

CheckNoise does not output ⊥ in Step 2(a), it follows that ∆

((
c, (ci,b)i,b , σ

)
,

(
c′,

(
c′i,b

)
i,b

, σ′
))
≤ δℓct

which, in turn, implies ∆{(ci,b)i,b ,
(
c′i,b

)
i,b
} ≤ δℓct. As a result, if

I =
{
i : ∆

(
ci,b, c

′
i,b

)
≤ αℓcw for both b ∈ {0, 1}

}
then |I| ≥ n(1 − γ), and for all i ∈ I, ti = t̃i. We show that there exists an i ∈ I such that pi = 1 and

t̃i ̸= t̃†i. Assume the contrary, i.e., ∀i ∈ I, t̃i = t̃†i. (We know that if pi = 0, the checks performed in Find and

Find† for this index are identical.) This implies that ∀i ∈ I, ti = t̃†i. Due to this, we have ∆(t, t̃†) ≤ γn and

due to perfect correctness of the ECC, t̃† will be decoded to t, i.e., t† = t which is a contradiction to the
assumption. ⊓⊔

Using Lemma 12, there exists an i such that pi = 1, t̃i ̸= t̃†i , and for both b ∈ {0, 1}, ∆
(
ci,b, c

′
i,b

)
≤ αℓcw. We

now consider two cases, first, t̃i = 0 and t̃†i = 1 (we denote this event by Eq0i0) and second, t̃i = 1 and t̃†i = 0
(we denote this event by Eq0i1). Note that

Eq0 =
⋃
i∈[n]

(Eq0i0 ∪ Eq0i1) .

We start by analyzing the probability of Eq0i0 (t̃i = 0, t̃†i = 1, decryption using Find outputs non-⊥, and both
ci,0, ci,1 have low noise). Let us first make a few observations based on the fact that Find outputs t where

ti = 0, Find† outputs t† where t†i = 1, and CheckNoise did not output ⊥.

1. Step 1 of Find sets t̃i = 0, therefore when ci,0 was decoded using prc.ski,0, it produces
(
pke.cti,0, comi

)
where pke.cti,0 decrypts to mi = 1∥opi∥ds.vki and Open

(
com.pp, 0, comi, opi, ds.vki

)
= ⊤.

2. Likewise, since t̃†i is set to 1 in Step 1 of the decryption using Find†, and since pi = 1, we get that when

ci,1 is decoded using prc.ski,1, it produces
(
pke.ct†i,1, com

†
i

)
where pke.ct†i,1 decrypts to m†i = 1∥op†i∥ds.vk

†
i

and Open
(
com.pp, 1, com†i , op

†
i
, ds.vk†i

)
= ⊤.

3. Step 3 of CheckNoise checks that if ∆
(
ci,b, c

′
i,b

)
≤ αℓcw for both b ∈ {0, 1}, then comi = comi and

pke.cti,0 = pke.cti,0, where pke.cti,b and comi are obtained from the payload c.

We will now use the above observations to show that if the above case happens with non-negligible probability,
then the base PRC scheme does not satisfy adaptive robustness. First, we observe that with overwhelming
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probability over the choice of public parameters, com†i ̸= comi. This is due to the statistical binding property
of the commitment scheme. 18

Therefore, it only remains to handle the case where com†i ̸= comi. Note that comi = comi, and thus

com†i ̸= comi. Note that

1. ∆(ci,1, c
′
i,1) ≤ αℓcw (from the description of the first case)

2. c′i,1 = PRC.Encode
(
prc.pki,1, (pke.cti,1, comi) ;PRF.Eval(K, (i, 1))

)
(from Step 1e of CheckNoise)

3. PRC.Decode (prc.ski,1, ci,1) =
(
pke.ct†i,1, com

†
i

)
̸= (pke.cti,1, comi).

From here, we get an attack on adaptive robustness. If an adversary A, with non-negligible probability, is
able to trigger the event Eq0i0, then we can construct an adversary that breaks adaptive robustness of PRC as
follows.

1. The PRC challenger sends pk∗ to the reduction B.
2. It simulates H2 by setting prc.pki,1 = pk∗ and chooses the remaining public/secret keys by itself.

3. On receiving the q-th query
(
c(q),

{
c
(q)
i,b

}
, σ(q)

)
from A, it runs PRC.Find and PRC.CheckNoise to obtain(

msg(q),K(q),
(
pke.ct

(q)
i,b , com

(q)
i

)
i,b

, ds.σ(q)

)
and returns c

(q)
i,1 as the codeword,

(
pke.ct

(q)
i,1 , com

(q)
i

)
as the

message, and PRF.Eval(K(q), (i, 1)) as the randomness to the challenger.

We observe that if an adversary A triggers the mentioned event in the q-th query for position i, then the
adversary B forwards a valid adaptive robustness attack to the underlying challenger. Therefore, if the event
Eq0i0 happens with non-negligible probability, then the reduction also wins the adaptive robustness game
with the same probability.

Next, we analyze the event Eq0i1 (t̃i = 1, t̃†i = 0, decryption using Find outputs non-⊥, and both ci,0, ci,1 have

low noise). Again, we first make a few observations based on the fact that Find outputs t where ti = 1, Find†

outputs t† where t†i = 0, and CheckNoise did not output ⊥.

1. Step 1 of Find sets t̃i = 1, therefore when ci,0 is decoded using prc.ski,0, it produces pke.cti,0 and comi,
and when pke.cti,0 is decrypted using pke.ski,0, either it does not produce a decryption of the form

mi = 1∥opi∥ds.vki, or Open
(
com.pp, 0, comi, opi, ds.vki

)
= ⊥.

2. Step 3 of CheckNoise checks that if ∆(ci,b, c
′
i,b) ≤ αℓcw for both b ∈ {0, 1}, then comi = comi and

pke.cti,1 = pke.cti,1, where pke.cti,b and comi are obtained from the payload c.

3. In Step 2(b) of CheckPKE, it is checked that mi = 1∥opi∥ds.vki and Open (com.pp, 1, comi, opi, ds.vki) = ⊤
wheremi = PKE.Recover(pke.pki,1, pke.cti,1, ri) and also checked that pke.cti,1 = PKE.Enc(pke.pki,1,mi; ri).

4. Next, Find† sets t̃i = 0 and pi = 1, eitherm†i is not of the form 1∥op†
i
∥ds.vk†i or Open

(
com.pp, 1, com†i , op

†
i
, ds.vk†i

)
=

⊥ (here pke.ct†i,1, com
†
i is obtained from PRC.Decode(prc.ski,1, ci,1) andm†i from PKE.Dec

(
pke.ski,1, pke.ct

†
i,1

)
).

5. If the pair (pke.ct†i,1, com
†
i ) (which is obtained by decrypting ci,1 using prc.ski,1) is equal to the pair

(pke.cti,1, comi) (obtained from the payload c in the CheckNoise procedure) then this violates the perfect
correctness. This follows from the observations listed above.

Therefore, it only remains to handle the case where (pke.ct†i,1, com
†
i ) ̸= (pke.cti,1, comi). Since, ∆(ci,1, c

′
i,1) ≤

αℓcw and the fact that c′i,1 is an encoding of (pke.cti,1, comi) computed in Step 1 of CheckNoise, then we
use adaptive robustness to show that this event happens with negligible probability. More precisely, if an
adversary A, with non-negligible probability, is able to trigger this event, then we can construct an adversary
that breaks adaptive robustness of PRC as follows.

18Note that the commitments can potentially be for different tags. However, since the commitment to 0 is independent
of the tag, the statistical binding property is violated.
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1. The PRC challenger outputs pk∗ to the reduction B.
2. It simulates H2 by setting prc.pki,1 = pk∗ (and samples the remaining public/secret keys by itself).

3. On receiving the q-th query
(
c(q),

{
c
(q)
i,b

}
, σ(q)

)
from A, it runs PRC.Find and PRC.CheckNoise to obtain(

msg(q),K(q),
(
pke.ct

(q)
i,b , com

(q)
i

)
i,b

, ds.σ(q)

)
and returns c

(q)
i,1 as the codeword,

(
pke.ct

(q)
i,1 , com

(q)
i

)
as the

message, and PRF.Eval(K(q), (i, 1)) as the randomness to the challenger.

We observe that if an adversary A triggers the mentioned event in the q-th query for position i, then the
adversary B forwards a valid adaptive robustness attack to the underlying challenger. Given that this only
happens if B guesses the correct index i and query q, this introduces an additional security loss of n ·Q.

Bounding the probability of event Eq1. In this event, decryption using Find† and CheckNoise† outputs
msg† ̸= ⊥, Find(sk, ct) = t, and t ≠ t†. This case is analogous to Eq0 and the proof is almost identical; the

lemmas and claims will be with respect to decryption using Find† and CheckNoise†.

Bounding the probability of event Eq2. In this event, both Find and Find† output the same string t,

CheckNoise does not output ⊥, but CheckNoise† outputs ⊥. Since Find and Find† output the same t, the
computation in Step 1 of CheckNoise and CheckNoise† is identical, and therefore,

– (comi)i =
(
com†i

)
i
,

– (pke.cti,b)i,b =
(
pke.ct†i,b

)
i,b
,

–
(
c′i,b

)
i,b

=
(
c†

′

i,b

)
i,b

However, the difference in CheckNoise and CheckNoise† can arise from Step 3. CheckNoise decrypts (ci,0)i

using the secret keys (prc.ski,0)i and obtains
(
pke.cti,0, comi

)
i
while CheckNoise† decrypts (ci,pi

)i using the

secret keys (prc.ski,pi
)i and obtains

(
pke.ct†i,pi

, com†i

)
i
. Since CheckNoise does not output ⊥ but CheckNoise†

outputs ⊥, there exists an index i such that

– pi = 1

– ∆
(
ci,b, c

′
i,b

)
≤ δℓct for both b ∈ {0, 1}

– ∆
(
ci,b, c

†′
i,b

)
≤ δℓct for both b ∈ {0, 1} (since c′i,b = c†

′

i,b)

– PRC.Decode (prc.ski,0, ci,0) =
(
pke.cti,0, comi

)
= (pke.cti,0, comi) (since CheckNoise does not output ⊥ in

Step 3b)

– PRC.Decode (prc.ski,pi
, ci,pi

) =
(
pke.ct†i,pi

, com†i

)
̸= (pke.cti,pi

, comi) (since CheckNoise† outputs ⊥ in

Step 3b)

Using the first, third and fifth lines above, we get that

– ∆
(
ci,1, c

†′
i,1

)
≤ αℓcw,

– PRC.Decode (prc.ski,1, ci,1) ̸= PRC.Decode
(
prc.ski,1, c

†′
i,1

)
.

Therefore, we obtain an attack on adaptive robustness if event Eq2 happens with non-negligible probability.
The reduction algorithm receives the PRC public key prc.pk∗ from the challenger. It samples 2n− 1 PRC
public/secret keys, and sets prc.pki,pi

= prc.pk∗. For the first q−1 decryption queries, it uses (prc.ski,0, pke.ski,0)
to decrypt (note that the first q − 1 decryptions can be performed along either path p or the path 0n). On
receiving the qth decryption query (c, (ci,0, ci,1)), the reduction first computes t = Find

(
(ski,0)i , (ci,0)i

)
. Next,

it computes the various components in Step 1 of CheckNoise (which are same as the components computed
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in Step 1 of CheckNoise†). The reduction finds an i that satisfies the five conditions listed above. It sends
ci,1 as the noisy codeword, (pke.cti,pi , comi) as the message and PRF.Eval(K, (i, 1)) as the randomness to the
adaptive robustness challenger.

⊓⊔
⊓⊔

Lemma 13. Assuming PKE is IND-CPA secure, then for all PPT adversaries A, there exists a negligible
function negl(·) such that for all λ, |Pr[H3(λ,A) = 1]− Pr[H4(λ,A) = 1]| ≤ negl(λ).

Proof. To prove the transition from H3 to H4, we introduce a set of intermediate hybrids H3,0, . . . ,H3,n. Here,
H3,j is defined as the hybrid where the first j ciphertexts pke.ct∗

1,t∗1
, . . . , pke.ct∗

j,t∗j
are generated as pke.ct∗

i,t∗i
:=

PKE.Enc(pke.pki,t∗i
, 1∥op∗

i,t∗i
∥ds.vk∗; r∗i ) for all i ∈ [j] and the remaining ciphertexts pke.ct∗

j+1,t∗j+1

, . . . , pke.ct∗
n,t∗n

are generated as pke.ct∗
i,t∗i

:= PKE.Enc(pke.pki,t∗i
, 01+ℓvk+ℓcom ; r∗i ) for all i ∈ [n]\ [j]. To conclude the transition,

it remains to show that H3,i−1 ≈c H3,i for all i ∈ [n], which we prove for a general index i⋆ in the next step.
We prove the transition from H3,i⋆−1 to H3,i⋆ by contradiction. In more detail, we assume that there exists an
adversary A that is able to distinguish between the hybrids H3,i⋆−1 and H3,i⋆ and turn it into an adversary
B that violates the IND-CPA security of the PKE scheme. The reduction B proceeds as follows, it proceeds as
described in the initialization of H3 until the generation of the ciphertexts, with the exception that it does not
generate the public key pke.pki⋆,t∗

i⋆
itself but receives it from the PKE challenger. Now, we distinguish between

three cases: first, the ciphertexts {pke.cti,t∗i }i∈[i⋆−1], second, pke.cti⋆,ti⋆ , and, third, {pke.cti,t∗i }i∈[n]\[i⋆]. The
ciphertexts {pke.cti,t∗i }i∈[i⋆−1] are generated as {PKE.Enc(pke.pki,t∗i , 1∥op

∗
i,t∗i
∥ds.vk∗; r∗i )}i∈[i⋆−1] by B and

the ciphertexts {pke.cti,t∗i }i∈[n]\[i⋆] are generated as {PKE.Enc(pke.pki,t∗i , 0
1+ℓvk+ℓcom ; r∗i )}i∈[n]\[i⋆] by B. To

generate the ciphertext pke.cti⋆,t∗
i⋆
, B submits ((01+ℓvk+ℓcom), (1∥op∗

i,t∗i
∥ds.vk∗)) to its underlying challenger

and receives pke.cti⋆,t∗
i⋆

in reply. Afterwards, B sends all those ciphertexts to the adversary A and proceeds

as described in H3.
We observe that if the underlying challenger encrypts 01+ℓvk+ℓcom as the ciphertext pke.cti⋆,t∗

i⋆
, then B

simulates hybrid H3,i⋆−1 towards A. In the case that the underlying challenger encrypts 1∥op∗
i,t∗i
∥ds.vk∗ as

the ciphertext pke.cti⋆,t∗
i⋆
, then B simulates hybrid H3,i⋆ towards A. This results in a perfect reduction and,

therefore, the success probability of A is being bounded by the security advantage of IND-CPA of PKE. Since
the above reduction works for all i⋆ ∈ [n], we obtain the indistingushability between the hybrids H3 and H4,
bounded by n times the security advantage of IND-CPA. ⊓⊔

Lemma 14. Assuming the security of the hinting PRG and the PRG security, then for all PPT adversaries A,
there exists a negligible function negl(·) such that for all λ, |Pr[H5(λ,A) = 1]− Pr[H6(λ,A) = 1]| ≤ negl(λ).

Proof. To prove this lemma, we introduce an intermediate hybrid H5.5. This hybrid is identical to H5, except
that the values r̃∗i are sampled uniformly at random instead of being generated by the hinting PRG.
We will first show that H5 and H5.5 are indistinguishable by contradiction. In more detail, we assume that
there exists an adversary A that is able to distinguish between the hybrids H5 and H5.5 and turn it into an
adversary B that violates the security of the hinting PRG. The reduction B proceeds as follows, in the first
step, it receives hprg.pp and r̃∗0 , {r̃∗i,b}i∈[n],b∈{0,1} from the challenger. It then proceeds as described in the
description of H5 until the adversary A asks its challenge encryption query using a message m. To generate
the corresponding PKE ciphertexts, the adversary B proceeds as described in H5 while it uses the values
r̃∗0 , {r̃∗i,b}i∈[n],b∈{0,1} obtained from the challenger instead of sampling them itself. Afterwards, B proceeds
again as in the description of H5.
We observe that if the underlying challenger generates the values r̃∗0 and {r̃∗i,b}i∈[n],b∈{0,1} using the hinting
PRG HPRG, then B simulates hybrid H5 towards A. In the case that the underlying challenger samples the
values r̃∗0 and {r̃∗i,b}i∈[n],b∈{0,1} at random, B simulates H5.5 towards A. This results in a perfect reduction
and, therefore, the success probability of A is being bounded by the security advantage of HPRG.
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To show H6 and H5.5 are indistinguishable, we rely on the security of the PRG. The only distinction lies in the
way c∗ and σ∗ are generated. In H5.5, c

∗ is set to PRG(r̃∗0 [0]) + ECC(m∗,K∗, {pke.ct∗i,b, c∗i,2}i∈[n],b∈{0,1}) ·Bpl

and σ∗ is set to PRG(r̃∗0 [1]) ⊕ ECC.Encode(ecc.pp, ds.σ∗). Whereas, in H6, they are sampled uniformly at
random. Since, the value r̃∗0 is not used elsewhere in either experiment, the security of PRG guarantees that
no PPT adversary can distinguish between H5.5 and H6 with more than negligible advantage. ⊓⊔

Lemma 15. Assuming the security of the PRF, then for all PPT adversaries A, there exists a negligible
function negl(·) such that for all λ, |Pr[H6(λ,A) = 1]− Pr[H7(λ,A) = 1]| ≤ negl(λ).

Proof. We prove this lemma by contradiction. In more detail, we assume that there exists an adversary A
that is able to distinguish between the hybrids H6 and H7 and turn it into an adversary B that violates the
security of PRF. The reduction B proceeds as follows - in the initialization step, it proceeds as described
in the description of H6 until the generation of the PRC ciphertexts. The adversary B sends (i, b) for all
i ∈ [n], b ∈ {0, 1} and obtains from the PRF challenger, ui,b instead of sampling them itself to generate c⋆i,b.
Afterwards, B proceeds again as in the description of H6. It is important to note that the PRF key is not
required because c∗ is sampled uniformly at random.
We observe that if the underlying challenger generates the values ui,b using the PRF, then B simulates hybrid
H6 towards A. In the case that the underlying challenger samples the values at random, B simulates H7

towards A. This results in a perfect reduction and, therefore, the success probability of A is being bounded
by the security advantage of PRF. ⊓⊔

Lemma 16. Assuming PRC is IND-CPA secure, then for all PPT adversaries A, there exists a negligible
function negl(·) such that for all λ, |Pr[H7(λ,A) = 1]− Pr[H8(λ,A) = 1]| ≤ negl(λ).

Proof. To prove the transition from H7 to H8, we introduce a set of intermediate hybrids H7,0, . . . ,H7,n.
Here, H7,j is defined as the hybrid where the first j ciphertexts c∗1,1, . . . , c

∗
j,1 are generated as random

values, i.e., c∗i,1 ← {0, 1}ℓct for all i ∈ [j], and the remaining ciphertexts c∗j+1,1, . . . , c
∗
n,1 are generated as

c∗i,1 := PRC.Encode(prc.pki,1, (pke.cti,1, comi));ui,1) for all i ∈ [n] \ [j]. To conclude the transition, it remains
to show that H7,i−1 ≈c H7,i for all i ∈ [n], which we prove for an index i⋆ in the next step.
We prove the transition from H7,i⋆−1 to H7,i⋆ by contradiction. In more detail, we assume that there exists an
adversary A that is able to distinguish between the hybrids H7,i⋆−1 and H7,i⋆ and turn it into an adversary
B that violates the IND-CPA security of the PRC scheme. The reduction B proceeds as follows, it proceeds
as described in the initialization of H7 until the generation of the ciphertexts, with the exception that it
does not generate the public key prc.pki⋆,1 itself but receives it from the underlying challenger. Now, we
distinguish between three cases: first, the ciphertexts {c⋆i,1}i∈[i⋆−1], second, c⋆i⋆,1, and, third, {c⋆i,1}i∈[n]\[i⋆−1].
The ciphertexts {c⋆i,1}i∈[i⋆−1] are sampled at random, i.e., c∗i,1 ← {0, 1}ℓct for all i ∈ [i⋆ − 1], by B and the
ciphertexts {c⋆i,1}i∈[n]\[i⋆] are generated as {PRC.Encode(prc.pki,1, (pke.ct⋆i,1, com⋆

i );ui,1)}i∈[n]\[i⋆] by B. To
generate the ciphertext c⋆i⋆,1, B submits (pke.cti⋆,1, comi⋆) to the PRC challenger and receives ci⋆,1 in reply.
Afterwards, B sends all those ciphertexts to the adversary A and proceeds as described in H7.
We observe that if the underlying challenger encodes (pke.cti⋆,1, comi⋆) as the ciphertext c

⋆
i⋆,1, then B simulates

hybrid H7,i⋆−1 towards A. In the case that the underlying challenger sends a random value c⋆i⋆,1 ← {0, 1}ℓct
as the ciphertext, then B simulates hybrid H7,i⋆ towards A. This results in a perfect reduction and, therefore,
the success probability of A is being bounded by the security advantage of IND-CPA of PRC. Since the above
reduction works for all i⋆ ∈ [n], we obtain the indistinguishability between the hybrids H7 and H8, bounded
by n times the security advantage of IND-CPA. ⊓⊔
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Nico Döttling and Mahesh Sreekumar Rajasree: Funded by the European Union (ERC, LACONIC, 101041207).
Views and opinions expressed are however those of the author(s) only and do not necessarily reflect those
of the European Union or the European Research Council. Neither the European Union nor the granting
authority can be held responsible for them. Neither the European Union nor the granting authority can be
held responsible for them. This work has been partly done while the third author was at IIT Delhi Abu
Dhabi and the CISPA Helmholtz Center for Information Security.

References

AAC+25. Omar Alrabiah, Prabhanjan Ananth, Miranda Christ, Yevgeniy Dodis, and Sam Gunn. Ideal pseudorandom
codes. In Proceedings of the 57th Annual ACM Symposium on Theory of Computing, STOC ’25, page
1638–1647, New York, NY, USA, 2025. Association for Computing Machinery.

ACPS09. Benny Applebaum, David Cash, Chris Peikert, and Amit Sahai. Fast cryptographic primitives and
circular-secure encryption based on hard learning problems. In Shai Halevi, editor, Advances in Cryptology
– CRYPTO 2009, volume 5677 of Lecture Notes in Computer Science, pages 595–618, Santa Barbara, CA,
USA, August 16–20, 2009. Springer Berlin Heidelberg, Germany.

Ale03. Michael Alekhnovich. More on average case vs approximation complexity. In 44th Annual Symposium on
Foundations of Computer Science, pages 298–307, Cambridge, MA, USA, October 11–14, 2003. IEEE
Computer Society Press.

AP22. Navid Alamati and Sikhar Patranabis. Cryptographic primitives with hinting property. In Shweta
Agrawal and Dongdai Lin, editors, Advances in Cryptology – ASIACRYPT 2022, Part I, volume 13791 of
Lecture Notes in Computer Science, pages 33–62, Taipei, Taiwan, December 5–9, 2022. Springer, Cham,
Switzerland.

BBDP01. Mihir Bellare, Alexandra Boldyreva, Anand Desai, and David Pointcheval. Key-privacy in public-key
encryption. In Colin Boyd, editor, Advances in Cryptology – ASIACRYPT 2001, volume 2248 of Lecture
Notes in Computer Science, pages 566–582, Gold Coast, Australia, December 9–13, 2001. Springer Berlin
Heidelberg, Germany.

BBP04. Mihir Bellare, Alexandra Boldyreva, and Adriana Palacio. An uninstantiable random-oracle-model scheme
for a hybrid-encryption problem. In Christian Cachin and Jan Camenisch, editors, Advances in Cryptology
– EUROCRYPT 2004, volume 3027 of Lecture Notes in Computer Science, pages 171–188, Interlaken,
Switzerland, May 2–6, 2004. Springer Berlin Heidelberg, Germany.

BC24. Daniel J. Bernstein and Tung Chou. CryptAttackTester: high-assurance attack analysis. In Leonid Reyzin
and Douglas Stebila, editors, Advances in Cryptology – CRYPTO 2024, Part VI, volume 14925 of Lecture
Notes in Computer Science, pages 141–182, Santa Barbara, CA, USA, August 18–22, 2024. Springer,
Cham, Switzerland.

BCHK07. Dan Boneh, Ran Canetti, Shai Halevi, and Jonathan Katz. Chosen-ciphertext security from identity-based
encryption. SIAM J. Comput., 36(5):1301–1328, 2007.
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