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Abstract

A receiver non-committing encryption (RNCE) scheme [Canetti et al., STOC 1996; Canetti et al., TCC 2005] allows
one to sample a public key pk and (dummy) ciphertext ct without knowing the message m. Later, when the message
is known, one can sample a secret key sk that looks like the secret key corresponding to pk, and decryption of ct
produces m. In this work, we study receiver non-committing attribute-based encryption (RNC-ABE) and identity-based
encryption (RNC-IBE). We give constructions based on standard assumptions on bilinear groups (prior works [Hiroka
et al., ASTACRYPT 2021] require indistinguishability obfuscation).

Our RNC-ABE and RNC-IBE constructions have important implications for incompressible attribute and identity
based encryption. These notions were recently introduced by Goyal et al., ITCS 2025. However, there were no
constructions for the strongest security definitions in Goyal ef al., ITCS 2025. Our RNC-ABE and RNC-IBE schemes
also leads to the first incompressible ABE and IBE schemes with optimal ciphertext size, which was another open
question in Goyal et al., ITCS 2025.

We also give constructions for relaxed RNC-IBE (where the identity space is polynomial in the security parameter,
but the public key is compact) that are based on DDH, LWE. This leads to a relaxed incompressible IBE scheme with
strong security from the same assumptions.

Keywords: non-committing, attribute-based encryption, identity-based encryption, incompressible encryption.

1 Introduction

Non-committing encryption. Non-committing public-key encryption (NCE), introduced by Canetti, Feige, Goldreich
and Naor [CFGN96], is a crucial cryptographic tool in the design of adaptively secure multiparty computation
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protocols [CFGN96, CLOS02]. An NCE scheme consists of the following algorithms - Setup, Enc, Dec and Sim =
(Simq, Simy). The syntax for Setup, Enc and Dec mirrors that of (standard) public key encryption (PKE) schemes.
Additionally, the simulator Sim enables the sampling of ciphertext without knowledge of the underlying message. Once
the message is revealed, the simulator can generate the necessary randomness to reconcile the public key and the
ciphertext. More formally, security is captured using the real and ideal world framework. In the real-world, the adversary
first receives the public key. It then sends a message m, and receives an encryption of m, together with the randomness
Tenc used for encryption, and the randomness Tsetup used for sampling the public key. In the ideal world, the simulator
Simq produces the public key pk and ciphertext ct* (together with internal state st which is passed to Simy). After the
adversary receives the public key, it sends the message m*. The second-stage simulator Sim; receives the message
m* (and the internal state st) samples randomness Tsetup that can explain pk, and randomness 7enc to explain ct*. The
adversary receives ct*, 7enc and Tsetup, and must distinguish between the real-world and ideal-world. Today, we have
several constructions of NCE, from a wide range of assumptions [CDSMW09, HORR15,CPR17,YKT19, BBDT20] as
well a good understanding of the barriers [Nie02].

Prior works have also explored weaker notions of non-committing encryption. Receiver NCE (RNCE) ! is one
such relaxation which has garnered significant attention. Here, the simulator Sim, only needs to output the secret
key corresponding to pk (but does not need to produce the randomness renc and 7setup). Receiver NCE has been
used for applications such as designing secure multiparty computation protocols [CFGN96, CLOS02], adaptive secure
attribute-based encryption for Turing Machines [GSW21], selective opening secure schemes [HPW15] and more. In
this work, we will focus on RNCE, with the aim to go beyond public key encryption.

Receiver Non-committing Identity Based Encryption (and beyond). Identity based encryption (IBE) [Sha85] is a
powerful generalization of public key encryption, where users can encrypt messages for any identity using a master
public key. The master public key, together with a corresponding master secret key, is sampled by the master authority
using a Setup algorithm. The master secret key can be used to issue secret keys for every identity using a Keygen
algorithm. Using a secret key for identity id, one can decrypt a ciphertext for identity id. Intuitively, security says that
even if an adversary has polynomially many secret keys corresponding to identities of its choice, if it does not have a
secret key for id*, then the adversary cannot decrypt an encryption for id*.

Attribute based encryption (ABE) [SWO05, GPSWO06] is a further generalization of IBE where secret keys are
associated with predicates and users can encryption message for an attribute using a master public key. Using a secret
key for a predicate f, one can decrypt any ciphertext associated with attribute x as long as f(x) = 1. Similar to the IBE
setting, security says that even if an adversary has polynomially many secret keys corresponding to predicates of its
choice, if it does not have a secret key for f such that f(x*) = 1, then the adversary cannot decrypt an encryption for x*.

In the non-commmitting setting, identity-based encryption (and more generally, attribute-based encryption) was
introduced by Hiroka, Morimae, Nishimaki and Yamakawa [HMNY21] in the context of attribute-based quantum
encryption with certified deletion. In a receiver non-committing identity-based encryption (RNC-IBE) scheme, in
addition to (Setup, Keygen, Enc, Dec), we have a simulator Sim = (Simy, Sim;) that can produce the master public
key, secret keys and challenge ciphertext without knowing the challenge message. Later, when the message is revealed,
the simulator can sample a master secret key that is consistent with the master public key, secret keys and the challenge
ciphertext. More formally, in the real world, the adversary receives the master public key mpk. Then, it can send
polynomially many identities, and receives the secret keys corresponding to these identities. The adversary then sends
the challenge identity id*, together with challenge messages m*, and receives ct* <— Enc(mpk, id*, m*) together with
the master secret key msk. In the ideal world, the adversary interacts with a simulator. The simulator first sends the
master public key mpk. Then, the adversary receives secret keys for identities of its choice. Finally, in the challenge
phase, when the adversary sends the challenge identity id* and the challenge message m™*, the simulator must first
produce ct* using just id*. Later, when it receives m*, it must produce a master secret key msk. The adversary finally
receives ct™ and msk, and must distinguish the real and ideal worlds.

While we have several constructions for IBE [BFO1,Coc0O1, HL02, GS02, CHKO03,BB04a, BBO4b, Wat05, BBGOS5,
BGHO07,GPV08,SW08, AB09, GH09, ABB10a, ABB10b, LW10,CHKP12,CGW15,DG17b,DG17a,BLSV18, WC23,
HKK ™24, GKR25] (and even ABE [SW05, GPSW06, BSW07, Wat12, Att14, Att16, GWW19, GW20, GSW21]), our
understanding with respect to RNC-IBE and RNC-ABE is very limited. Hiroka ef al. [HMNY21] gave a construction

1Also referred to as weak NCE [GSW21].



for RNC-ABE using indistinguishability obfuscation. This brings us to the first central question of our work.

Q1. Can we construct RNC-ABE and RNC-IBE from the same assumptions
that give us (regular) ABE and IBE?

Besides being a natural question in itself, this would resolve interesting open questions in the landscape of
incompressible cryptography, which we discuss next.

Incompressible (Attribute-based and Identity-Based) Encryption. The concept of incompressible public key
encryption was introduced by Guan, Wichs and Zhandry [GWZ22] to address scenarios where the adversary eventually
receives the entire secret decryption key, but has limited long-term storage, and as a result, cannot store the entire
ciphertext. For S-incompressible security, we require that no adversary should win the following game (with non-
negligible probability): the adversary, after receiving the public key pk, sends two challenge messages m, 11, and
receives the challenge ciphertext ct*. It must then compress the ciphertext into a short state st of size at most
S bits. After it computes the compressed state st, it receives the secret key sk, and must guess whether ny was
encrypted or mq. Guan et al. gave two constructions of incompressible PKE : one based on general PKE (with
ciphertext size being (S + |m|) - poly(A)), and another based on indistinguishability obfuscation (with ciphertext size
max(8, [m]) + poly(1)).

Later works [GWZ23, GKRV25] observed that any RNCE scheme can be used to build an incompressible PKE
scheme with ciphertext size S + |m| + poly(A) as follows. Consider an RNCE scheme and an incompressible SKE
scheme with a secret key size of poly(A) and a ciphertext size (|m| + S + poly(A)) (Dziembowzki [Dzi06] gave a
construction of such incompressible SKE scheme, based on one-way functions). In the incompressible PKE scheme, the
public and secret keys are identical to those of the RNCE scheme. To encrypt a message i, first generate a fresh secret key
inc.sk for the incompressible SKE scheme. Using this key, encrypt the message to produce an incompressible ciphertext
inc.ct. Next, encrypt inc.sk using the RNCE to obtain nce.ct, and the final ciphertext becomes ct := (nce.ct, inc.ct).
Note that this scheme is ciphertext-rate preserving, as the size of nce.ct is |nce.ct| = S + |m| + poly’ (7).

To argue security, we begin by switching the RNCE to simulation mode, which allows us to freely program the secret
key so that nce.ct can decrypt to any desired value. At this point, the scheme’s security relies on the incompressibility
of the SKE scheme.

In this work, we focus on incompressible attribute and identity based encryption schemes. These primitives,
introduced in a recent work by Goyal, Koppula, Rajasree and Verma [GKRV25], is a natural generalization of
incompressible PKE to the ABE and IBE settings. Here again, the syntax is same as that of (regular) ABE and IBE. For
incompressibility security, however, note that there can be multiple flavors of security. Goyal et al. defined two notions
of security for incompressible ABE and IBE:

¢ (regular) incompressible security: in this case, the adversary first receives the master public key. Then it can
send polynomially many identities (in the case of ABE, predicates), and receives secret keys for these identities
(predicates). During the challenge phase, the adversary sends a challenge identity id* (attribute x*) together with
challenge messages 1, m1, and receives the challenge ciphertext, followed by post-challenge secret key queries
(similar to the pre-challenge secret key queries). Finally, the adversary must compress the ciphertext into a short
state st of size at most S bits. After this, it receives the secret key corresponding to id* (a distinguishing predicate
f*, that is, f*(x*) = 1), and must guess whether m was encrypted or 7.

* strong incompressible security: this game is similar to that of regular incompressible IBE. However, instead of
receiving the secret key for id* (f*) at the end, the adversary receives the entire master secret key.

Goyal et al. gave constructions for (regular) incompressible ABE and IBE, however there were no constructions
achieving strong incompressibility! Our first observation is that the connection between incompressible PKE and RNCE
also extends to ABE and IBE, and as a result, if we construct an RNC-ABE or RNC-IBE scheme, then that also resolves
the following question (left open in [GKRV25]).

Q2. Can we construct strongly secure incompressible ABE and IBE?



Ciphertext rate of incompressible encryption schemes. An important parameter in the design of incompressible
encryption schemes is the size of the ciphertext, as a function of the message size and the adversary’s long-term storage
bound S. The optimal ciphertext size (ignoring dependence on A) is max(S, [m|). Guan er al. [GWZ22] showed
how to construct incompressible PKE schemes with optimal ciphertext size, using indistinguishability obfuscation.
Later, Branco, Déttling and Dujmovic [BDD22] showed how to construct incompressible PKE schemes with optimal
ciphertext size using standard assumptions (that is, without using obfuscation). A natural question is whether we can
achieve incompressible ABE and IBE schemes with optimal ciphertext size. This was also left as an open question by
Goyal et al. [GKRV25].

Q3. Can we construct incompressible ABE and IBE schemes
with optimal ciphertext size?

1.1 Our results

In this work, we introduce new constructions for RNC-ABE, RNC-IBE and receiver non-committing attribute based and
identity-based key encapsulation mechanism, based on various standard assumptions. These construction, in turn, give
us the first strong incompressible ABE and IBE schemes with optimal ciphertext size.

Main Results: The first construction is based on the bilinear DDH assumption, utilizing the dual system technique of
Waters [Wat09]. Notably, this construction achieves a robust security notion where the adversary obtains the entire
randomness used by the setup algorithm (see Remark 10.1 for further details). Also, the size of the ciphertext is
independent of the size of the session key.

Theorem 1.1. Assuming the hardness of SXDH problem, there exists an adaptively secure RNC-AB-KEM for predicate
classes with predicate encodings and RNC-IB-KEM. Additionally, the adversary is allowed to learn the entire randomness
of setup, and the size of the ciphertext is independent of the size of the session key.

Note that Theorem 1.1 addresses Q1 from above. Additionally, it also resolves questions Q2 and Q3 simultaneously!
In fact, the resulting incompressible ABE and IBE scheme achieves the strongest possible security, where even the
randomness used during setup can be revealed to the adversary. This is obtained by combining the RNC-AB-KEM
or RNC-IB-KEM with the incompressible secret key encryption scheme of [BDD22] (based on the LWE or DCR
assumptions). In this incompressible encryption scheme, the size of the ciphertext is max(S, |m|) + poly(A). The size
of the secret key grows with |S|, but since the size of the RNC-AB-KEM or RNC-IB-KEM'’s ciphertext is independent
of the session-key size, this does not affect the final ciphertext size.

Theorem 1.2. Assuming the existence of RNC-IB-KEM (RNC-AB-KEM for predicate classes with predicate encodings)
such that the size of the ciphertext is independent of the size of the session key, there exists an adaptively secure
strongly incompressible IBE (ABE for predicate classes with predicate encoding) scheme with optimal ciphertext size

(max(S, |m|) + poly(A)). In particular, we get adaptively secure strongly incompressible IBE with optimal ciphertext
size, assuming the hardness of SXDH and LWE (or DCR).

RNC-IBE and Incompressible IBE Constructions for polynomially bounded identity space: The second RNC-IBE
construction supports polynomially many identities with compact master public key. It can be instantiated from a broader
class of assumptions such as { DDH, LWE}. This construction introduces an additional feature where non-committing
ciphertext can be generated together with the master public key, i.e., it does not require knowledge of the target identity
id*. This is the first construction to offer such capability which may be of independent interest. Similar to the first
construction, this scheme remains secure when the randomness used by the setup algorithm is provided to the adversary.

Theorem 1.3. Assuming the hardness of X where X € {DDH, LWE}, there exists an adaptively secure NC-IBE that
supports polynomially many identities.

By combining these results with an incompressible secret key encryption scheme in a hybrid encryption framework,
we obtain the first strongly incompressible IBE schemes from DDH/LWE. The incompressible IBE scheme supports
polynomially many identities with compact master public key. Finally, it remains secure even if the adversary receives
the randomness used during the setup.



Theorem 1.4. Assuming the hardness of X where X € {DDH, LWE}, there exists an adaptively secure (super) strongly
incompressible IBE schemes that supports polynomially many identities.

1.1.1 Constructions from Indistinguishability Obfuscation:

We additionally present an RNC-IBE scheme using indistinguishability obfuscation (iO) and one-way functions.
While [HMNY21] also gave a construction of RNC-ABE using iO and one way functions, our approach differs
substantially.

Theorem 1.5. Assuming the existence of iO and one-way functions, there exists selective secure RNC-IBE.

In this construction, the ciphertext rate is poor because the size of the ciphertext depends on both the length of the
identity and |m| - poly(A). However, by employing Dziembowzki’s incompressible SKE scheme (with secret key size
of poly(A)), we can obtain rate—% strongly incompressible IBE schemes (see Theorem 3.8).

Theorem 1.6. Assuming the existence of iO and one-way functions, there exists a rate-% selectively secure strongly
incompressible IBE schemes.

1.2 Related Works

In the field of incompressible encryption, Dziembowski [Dzi06] introduced the first constructions for incompressible
symmetric key encryption (SKE). He presented an information-theoretic scheme with a rate of % as well as a construction

achieving a rate of % based on one-way functions. After a decade, Guan et al. [GWZ22] introduced two incompressible
public key encryption (PKE) schemes — the first, although based on standard PKE, had poor compression efficiency,
while the second employed indistinguishability obfuscators [GGH™ 13a, SW14, GGH " 16] to realize a rate-1 scheme.
Branco er al. [BDD22] followed up by designing a rate-1 incompressible PKE scheme that offers chosen ciphertext
attack (CCA) security, combining a rate-1 incompressible SKE with programmable hash proof systems. More recently,
Guan et al. [GWZ23] advanced the notion by developing multi-user incompressible encryption. Here, the adversary is
given multiple ciphertexts encrypted with different secret keys.

Goyal et al. [GKRV25] extended the concept to functional and attribute-based encryption (ABE), introducing a
variety of incompressible security notions for functional encryption, attribute-based encryption, and identity-based
encryption. Their work also provided constructions for incompressible functional encryption that achieves optimal
trade-off between ciphertext-size and secret key size.

In another direction, Bhushan et al. [BGK™25] explored incompressible encryption in the context of leakage
resilience. They presented a range of leakage-resilient incompressible encryption schemes tailored to various leakage
functions. Their work also examined the challenges of constructing rate-1 schemes with short ciphertexts or schemes
that can withstand significant leakage.

In addition to encryption, Guan et al. [GWZ22] also proposed incompressible signature schemes, which guarantee
that an adversary cannot forge or reconstruct a signature from a compressed version. A related area is incompressible
encodings [DGO19, GLW20, MW20], where it is computationally hard to reconstruct a codeword from a compressed
version, even with access to the original message. Prior research [DGO19, GLW20, MW20] has shown positive results
for incompressible encodings within the random oracle and common reference string (CRS) models.

The area of non-committing encryption (NCE) has also seen significant work focusing on building NCE schemes
where the adversary gains access to the randomness used during the setup and encryption phases. These works
developed schemes under various assumptions with the goal of achieving high ciphertext-rate. [CFGN96, Bea97, DN0O,
CDSMW09,HOR15,HORR15,CPR17, YKT19, YKXT20,BBD*20].

Another direction explores optimizing parameters for weaker forms of NCE, where the adversary is restricted to
gain access to the randomness used in either the setup (receiver) or encryption (sender). Jarecki and Lysyanskaya [JLOO]
introduced a scheme that is non-committing only for the receiver, whereas Canetti, Halevi and Katz [CHKO05] constructed
a constant-rate NCE with erasures, where the adversary only receives the secret key and the ciphertext. Hiroka et
al. [HMNY21] introduced non-committing attribute-based encryption (NC-ABE) using indistinguishable obfuscators,
focusing on achieving ABE with certified deletion in quantum settings, where the adversary receives the master secret



key along with the ciphertext. Bhushan et al. [BGK "25] introduced leakage-resilient non-commitment KEM schemes
and used them to construct leakage-resilient incompressible PKE schemes.

A closely related primitive to non-committing encryption is deniable encryption (DE) [CDNO97]. In a (receiver)
deniable encryption scheme, the encryption scheme includes an additional algorithm, Fake, which takes as input the
secret key sk, a ciphertext ct (which is an encryption of message m’), and another message m. The algorithm then
outputs a fake secret key sk’ such that an adversary, when given either (pk, sk, Enc(pk, ), m, m’) or (pk,sk’, ct,m, m’),
cannot distinguish between the two cases.

In other words, the Fake algorithm provides a mechanism to generate a fake secret key that decrypts a properly
generated ciphertext to the required message. Observe that the key difference between NCE and DE is that in the
non-committing setting, the simulator generates a fake ciphertext and produces a fake secret key, whereas in the deniable
setting, the ciphertext is faithfully generated by the encryption algorithm, and only later is a fake secret key produced.
This makes DE a stronger notion than NCE.

Similar to NCE, there have been numerous works focused on DE [CDNO97, OPW11,BNNO11,SW14, AFL16,
DCIO16,AGM21,CGV22].

2 Technical Overview

RNC-ABE/IBE from Bilinear Groups

Dual system encryption is a versatile framework employed in the construction of numerous IBE [Wat09, LW 10,CW 13,
HKS15,GGH20] and ABE [LW11,0T12, Att14, Weel4, CGW15, Att16, CGKW 18, GWW19,FGC21] schemes. In
our construction, we utilize a pairing group ¢ : G; X Gy — G, where G1, Gy, G are all cyclic groups of prime
order p, generated respectively by g1, >, and e(g1, g2), where e is a non-degenerate bilinear map, that is, for all
a,b € Zye(g8,85) = e(g1,82)". We use bracket notations, where for all exponents a € Z, and all groups
s € {1,2, T}, we denote by [a], the group element gZ. This notation extends to vectors and matrices as well.

We describe our RNC-IBE construction, which produces a session key in G1. By using predicate encoding, we can
lift this construction to the ABE setting — defer the details to Section 5. In a dual system encryption scheme, there are
two categories of keys and ciphertexts: normal and semi-functional. Normal keys and ciphertexts operate within the real
system, whereas semi-functional objects are progressively incorporated into the hybrid security proof. These proofs tend
to be intricate and delicate. At a high level, our security proof constructs the semi-functional secret keys and the master
public key using a portion of the master secret key. This approach provides the flexibility to reprogram the remaining
part of the master secret key, ensuring that the challenge ciphertext can be decrypted to yield the desired session key.

The setup algorithm of our construction generates a, b < Z% and W1, Wy Z%XZ and sets the public parameters

pp := ([al1, [b]2, [W1aly, [Waaly, [W{ b]o, [W; b))

It then generates a secret vector k <— Z2, setting the master public key as mpk := [aTk} T and the master secret key
as msk := k.

To generate a secret key for a specific identity id € Z,, the algorithm sample a random element s <— Z, and output
skig := ([sb]2, [k +s(W1 +id - W5) Tb]y). To generate a session key and its corresponding ciphertext for a target identity
id*, the algorithm generates a random element r <— Z,, and produces the ciphertext ct := ([ra]q, [r(W1 +id - W2)a];)
and the session key seskey := [ra'k|7. For decapsulation, given the secret key skiq = ([d], [d']2) and a ciphertext
ct = ([c]1, [¢']1), the algorithm outputs e([c]{, [d']2) /e([']{, [d]2).

We will demonstrate that the experiment can be indistinguishably changed into non-committing experiment where
the session key seskey” is set to [x]r for randomly chosen x <— Z, and the master secret key is computed so that it in
fact maps the challenge KEM ciphertext ct* to seskey™ = [x]7. For simplicity, we assume that the adversary has queried
a single identity, denoted by id, and that the adversary’s target identity is denoted as id*. We begin with the following:

skig := ([sb]a, [k + s(Wy + id - W2) b))

ct := ([r*a]y, [ (Wq +id* - Wy)a];) and seskey := [r*a'k]T



By applying the SXDH assumption, we can replace 7*a and sb with a truly random elements u, v <— Z,,.
skig := ([V}z, [k—l— (Wl +id - WZ)TV}Z)

ct* := ([u]y, [(W1 +id* - W)u];) and seskey := [u' k|t

Next, we change the sampling method by sampling Wy := W 4+ w; Wy and W, := W; + w,W( where
Wi, Wy Z%XZ and W := b (a')T /(b') Tal. This maintains the same distribution, but now the secret key and
ciphertext involve w1, wy as follows.

skiq := ([V]z, [k + (Wl +id - Wz)TV + t(wl + idwz)aL}z)
ct* := ([u]y, [(Wy +id* - Wo)u + r(w; +id*w,)];) and seskey := [u' k|7

where u = #’a+ rb' and v = #’a + tb* such that r,rt,te Zp, i.e., we can express u, v in terms of a, bt because
they are linearly independent with high probability. Since, id # id*, the following holds.

{w1 + id*wy, w1 +idwy } = {wy +id*w,, w }

where w is chosen uniformly at random. Therefore, we can change to

skiq := ([V]z, [k + (Wl +id - W2)TV + waL]z)
ct* := ([u"Kk]y, [(Wy +id* - Wp)u 4 r(wy 4 id*w;)]1) and seskey := [u' k]t

In the actual proof, multiple secret keys are involved, and this modification cannot be made if all the secret keys contain
information about w4 and wy. However, by introducing additional hybrid steps and ensuring that at any moment only
one secret key retains information about wq and wy, we will carefully modify the secret keys one by one.

Now, we revert back to the original W1, W, and use DDH assumption to reach

skig := ([sb]o, [k + s(W1 +id - W) "b + wa'],)

ct* := ([u]y, [(W1 +id* - W)u];) and seskey := [u' k|t

We now sample k1, kp < Z,, and setk := k—‘lz -a+ 7| kf|z
a

a -at. This modification results in mpk = [k;]7. Note
that this is merely a conceptual change. We now modify the secret key as follows:

k
skia := ([sb], {ﬁ “a+35(Wy +id-W2) b+ wal]y)
a
ct* == ([u]y, [(W1 +id* - W)u];) and seskey := [u k|t

This change is indistinguishable because w is chosen uniformly at random. We can express u = 11a + ura" where
uy, Uy < Zp because u is chosen uniformly at random. Now, given a uniformly random x «— Z,, we can program the

X — u1k1

master secret key as ky = . For verification, let us check that generating a secret key for id* and decrypting

2
ct* would yield [x]7. A secret key for id* would be

skigs := ([s*b]2, [k 4 s (W1 4 id* - W) Tb]y)

and decryption would result in

e([u']y, [k +s* (Wi +id" - Wp) "bla) _e([u"]s, [K]2) - e([u"]s, [s* (Wi +id" - W2) "b]p)
e([((W1 +id* - Wa)u) ]y, [s*b]>) e([((Wy +id* - Wa)u) Ty, [s*b]2)
=e([u']y, [kp) = [u'K]r
=[(u1a + upat) T (kya + koat)]r
=[urky + uzko]r = [x]1

For the complete construction and proof, refer to Section 10.



RNC-IBE from Batch Encryption

Let us start by reviewing the concept of batch encryption. A batch encryption scheme is a form of public key encryption
where the key generation process is a projection—this means that the secret key is used to produce a shorter public
key. When the secret key has a length of 1, the scheme allows the simultaneous encryption of n X 2 messages. During
decryption, only one message from each pair can be recovered, and this is determined by the corresponding bit in the
secret key.

To elaborate, the setup algorithm BE.Setup takes as input a secret key sk € {0,1}" and outputs a public key pk.
The encryption algorithm encrypts a matrix M € M"*Z using the public key to generate a ciphertext ct. Here, M
is an appropriate message space. The decryption algorithm takes as input the secret key sk and the ciphertext ct and
outputs a vector m € M" such that m; = M, g, for all i € [n].

The RNC-IBE scheme uses the batch encryption and garbling scheme as follows. Let d = log(poly(A)) be an
integer and T = 29 be a polynomial in the security parameter that denotes the number of identities the scheme supports.
The setup algorithm generates T pairs of NCE public and secret keys, denoted as { nce.pk;, nce.sk; }je[T}’ where each

pair corresponds to a different identity. These keys together form the master secret key of the RNC-IBE scheme. The
master public key is a public key of the batch encryption scheme generated by be.pk «<— BE.Setup({ nce.pk; }je[T] ),

i.e., { nce.pk; }]'E[T} is the secret key associated with be.pk.
The secret key for the ith identity consists of all the NCE public keys { nce.pk; }]'E[T] along with the i secret key

nce.sk;. To encrypt a message m for the i identity, the encryption algorithm generates T garbled circuit labels as
follows:

« For the it identity, it generates (C(*), { Iab](,ig }) + GC.Grbl(NCE.Enc(-,m)).

« For the remaining identity, it generates (C%), { Iab](f;) }) ¢ GC.Grbl(NCE.Enc(-, m®))) where m®) is randomly
generated.

A matrix M € {0,1}"7*2 is then constructed such that M[k - n + j, b] = Iab](.?. The batch encryption scheme is then

used to produce be.ct <~ BE.Enc(be.pk, M). The final ciphertext is ct := ({ C(*¥) }, , be.ct).
The simulation works as follows. First, the simulator generates the NCE public keys and corresponding ciphertexts
using the NCE simulators and constructs the master public key. The simulator then produces the non-committing

ciphertext by simulating all garbled circuit labels, i.e., (C*), { Iab](.k) }) « GC.Sim(nce.ct®)).
Upon receiving the target identity 7 and target message 1, the simulator uses the NCE simulator to simulate nce.sk;

such that the ciphertext nce.ct; will decrypt to m using nce.sk;. For the other identities, the simulator uses the NCE
simulators to simulate nce.sk; on random messages m®). For more details, refer Section 6.

3 Preliminaries

Let PPT denote probabilistic polynomial time. We denote the set of all positive integersupton as [n] := {1,...,n } and
[n]op:={0,1,...,n}. In addition, we use [i, j] to denote the set of all non-negative integers between i and j including
i,j,ie. [i,j]:={i,i+1,...,j}. Forany two binary string x, y, we use the notation x < y (or x € prefix(y)) to imply
that x is a prefix of ¥ and x|y to denote x concatenated with 7. And x[i, j] denotes the substring x[i]||x[i + 1]|| ... ||x[/]
when i < jand x[i,j] = € where i > j. Throughout this paper, unless specified, all polynomials we consider are
positive polynomials. For any finite set S, x <— S denotes a uniformly random element x from the set S. Suppose, S
is an ordered set of 1 element, i.e., S = (ay,...,a,), then we use the notation (by,...,b,) < S to denote that b; is
assigned the value 4;, for all i € [n].

We use a pairing group e : G; X Gp — Gr, where G1, G, Gt are all cyclic groups of prime order p, generated
respectively by g1, g2, and e(g1, g2), where ¢ is a non-degenerate bilinear map, that is, for all a,b € Z,, e(g%,¢5) =

e(g1,82)".



We use bracket notations, where for all exponents a € Z;, and all groups s € {1,2, T}, we denote by [a]s the group
element g¢. We generalize this notation for vectors and matrices as follows. For any A € ngm, [A]s := g2 denotes
an 7 X m matrix with elements from G; such that (i, j)-th element is [A; ;. Since, []s is a linear functions, we can
obtain [AB]s from A and [B]s (or [A]s and B) for any matrices A, B over Z,. Also, given [A]; and [B], we define
[AB]7 = e([A], [B]2).

Any Zp-linear function f : Zj — Zj' can be trivially extended to f : Zf,xn — Zf,xm such that the i row
of f(X) where X € Zf,xn is the evaluation of f on the i row of X. Since any Z,-linear function f : z, — 7y
can also be represented as f : Zp X oo X Zp — Zp X o ee X Zp, the extended f can also be represented as

n m
f:Zf,xmef,%Zf,x---fo,.

n m
t”ll"herefore, for any Z,-linear function f : Zj; — Z}, we will use the notation f([x]s)? to denote [f(x)]s. With this,
we have

e(fa'li, f(ba]o,- ., bal2)) = f(fa"bi]r, ..., [a by]r)
€(f([b1r]2, sy [bI]Z)r [a]lr) = f([bIa]T/ sy [br—lra]T)

3.1 Predicate Encoding

Let P: X x ) — {0,1} be a predicate and p be a prime. A Z,-linear predicate encoding [Weel4, CGW15] with
respect to P consist of five functions

. n ng . n n,
sE.XXZp—>Zp rE.ypr—>Zp
KE: Y X Zy — 2
sD: X x Y xZy — Z, D: XX YXZy —Zy
for some 1, ns, n, € IN with the following properties.
1. Linearity: Forall (x,y) € X x ), sE(x,-),rE(y,-),kE(y,-),sD(x,y,-),rD(x,y, -) are Z,-linear.

2. Reconstruction: Forall w € Z,a € Zj, and (x,y) € X x ) such that P(x,y) = 1, we have

sD(x,y,sE(x,w)) = rD(x,y,rE(y, w))

and
rD(x, v, kE(y,a)) = a

3. Privacy: Forall & and (x,y) € X x ) such that P(x,y) = 0, the following two distributions are identical

{x,y,a,sE(x,w),kE(y, ) + rE(y, W) }w = {x,y, , sE(x, W), rE(y, W) }w

Remark 3.1. Refer Section 9 for an example of predicate encoding for the identity predicate, that is, P(x,y) =1 <=
x=y.

20bserve that given [x]s, we compute [f(x)]s because f can be described using a matrix C € Z}'*". Therefore, [f(x)]s = [Cx]s can be

computed from [x]s by using group exponentiation and multiplication operations.



3.2 Hardness Assumptions
3.2.1 Decisional Diffie-Hellman:

The Decisional Diffie-Hellman (DDH) assumption with respect to a group G, is that for every PPT adversary A it holds
that

Pr [A(1Y,(G,gq).8%8" 8" =1]-

(G G(1h)
ab2Z,
Pr A ['A(l/\l (Glg/ Q),gurgb,gu) - 1]’ = neg|(/\)
(Ggm)+g(1*)
a,b,ueZq

3.2.2 Computational Diffie-Hellman:

The Computational Diffie-Hellman (CDH) assumption with respect to a group generator G, is that for every PPT
adversary A it holds that

Pr  [A(1 (G, g,9),8" 8") = "] = negl(A)
(Ggq)G(1")
a,beZq

3.2.3 Symmetric eXternal Diffie-Hellman:

The Symmetric eXternal Diffie-Hellman (SXDH) assumption holds for a pairing group (G1, G2, G, P,81,82,8T,¢€) <
G(1%) if DDH holds for G; and G,.

3.24 Learning with Error:

The Learning with Error assumption holds if for all PPT adversary .4, there exists a negligible function negl(-) such
that forall A € IN, k = k(A), g = g(A) and D, being an error distribution,

| Pr[A(A,sA +e) = 1] — Pr[A(A,u) = 1]| = negl(A)

for all n € IN such that A < Z’,;X”,s — Zg,e < Dl'andu < Zg’.

3.3 Batch Encryption
Let B = B(A, 1) be a global parameter. A batch encryption (BE) scheme consists of the following four algorithms.

Para ms(l)‘, 1™) : The algorithm takes as input the security parameter 1" and a parameter 1 and outputs a public
parameter pp.

Setup(pp, sk) : The setup algorithm takes as input a public parameter pp and a secret key sk € [B]" and outputs a
public key pk.

Enc(pk, M) : The encryption algorithm takes as input a public key pk and a matrix M € {0, 1}”XB and outputs a
ciphertext ct.

Dec(sk, ct) : The decryption algorithm takes as input a secret key sk and a ciphertext ct and outputs either outputs L
oravectorm € {0,1}".

Correctness. For correctness, we require that for all A € N, 7, B € N, sk € [B]",M € {0,1}" xB
Pr [Dec(sk, ct) = m | ct «+ Enc(pk, M), pk < Setup(pp, sk), pp + Params(l)‘,l’“)} =1

where the probability is over the random bits used in the Params, Setup, Enc algorithm and m[i] = M]i, skli]], Vi € [n].

IND-based Security. Consider the following experiment with an adversary .A.
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+ Initialization Phase: The adversary takes 17 as input, and sends 17, x € [B]" to the challenger. The challenger
runs pp < Params(1%,1") and sends pk to A.

¢ Challenge Phase: A outputs two message My, My € {0, 1 }an to the challenger. The challenger computes
pk < Setup(pp, sk) and randomly chooses b € { 0,1 }. It computes a ciphertext ct* = Enc(pk, Mj) and sends
(pk, ct*) to A.

 Response Phase: A outputs b’. 4 wins the experiment if b = b'.

Definition 3.2. An BE scheme satisfies indistinguishability-based security if for all PPT adversaries A, there exists a
negligible function neg|(-) such that for all A € N,

1
Pr[.A wins in the above experiment| < 3 + negl(A)

In this work, we will require an oblivious batch encryption which has the following properties.
1. Params outputs pp without using any randomness other than pp itself.
2. Setup is a deterministic algorithm.

In other words, the randomness used in Params and Setup is pp only. We emphasis that the constructions given
in [BLSV 18] for blind batch encryptions are oblivious.

Theorem 3.3 ([BLSV18]). Assuming the hardness of C where C € {CDH, LWE}, there exists a secure oblivious BE
scheme such that the size of the public key is a polynomial in A, i.e., |pk| = poly(A).

3.4 Non-Committing Encryption

A non-committing encryption (NCE) scheme consists of the following algorithms.

Setup(l)l ; setup) : The setup algorithm takes as input the security parameter 11 . Using the random coins TSetup> it
outputs the public key pk and secret key sk.

Enc(pk, m; *gnc) : The encryption algorithm takes as input a master public key pk, a message m and using random
coins g, outputs a ciphertext ct.

Dec(sk, ct) : The decryption algorithm takes as input a secret key sk and a ciphertext ct and outputs either a message
mor L.

Simy (1)‘) : The first simulator takes as input the security parameter 1*and outputs a public key pk, a ciphertext ct*
and a state sty .

Simy(sty, m) : The second simulator takes as input a state st and a message 1 and outputs (Fgnc, 'Setup )-

Correctness. For correctness, we require that there exists a negligible function negl(-) such that forall A € N, T € IN
and (pk, sk) output by Setup(1*), any message 7,

Prr[Dec(sk, ct) = m | ct = Enc(pk,m;r))] =1 — negl(A)

where r is sampled uniformly at random.
Non-Committing Security. Consider the following two experiments with an adversary A.

Real World:

+ Initialization Phase: The challenger computes (pk, sk) < Setup(1%; Isetup) and sends pk to A.

11



¢ Challenge Phase: The adversary A sends m* to the challenger. The challenger computes ct* <— Enc(pk, m*; 7gnc)
and returns (ct*, 7gnc, 7'Setup) t0 A.

* Response Phase: A outputs b.
Simulated World:
+ Initialization Phase: The challenger computes (pk, ct*,st;) <— Sim;(1*) and sends mpk to A.

* Challenge Phase: The adversary .4 sends m* to the challenger. The challenger computes (Fgnc, 'Setup) <
Simy(sty, m*) and returns (ct*, rgnc, 'setup) to A.

* Response Phase: .4 outputs b.
Let preal and psim be the probabilities with which A outputs 0 in the real world and simulated world, respectively.

Definition 3.4. An NCE scheme is said to be secure if for all PPT adversaries A, there exists a negligible function
negl(+) such that, for all A € N,

| Preal — Psim| = negl(A)

Theorem 3.5 ([BBD ™20, YKXT20]). Assuming the hardness of L\WE and DDH, there exists a secure non-committing
encryption scheme.

3.5 Incompressible Secret Key Encryption

An incompressible secret key encryption scheme IncSKE = (Setup, Enc, Dec) with message space { M }, consists
of the following PPT algorithms.

. Setup(l)‘, 15 ) : The setup algorithm is a randomized algorithm that takes as input the security parameter 1", a
parameter 1° and outputs a secret key sk.

¢ Enc(sk,m) : The encryption algorithm is a randomized algorithm that takes as input a secret key sk and a message
m € M and outputs a ciphertext ct.

* Dec(sk, ct) : The decryption algorithm takes as input a secret key sk and a ciphertext ct and outputs either a
message m € M or L.

Correctness. For correctness, we require that forall A € IN, S € IN,m € M, and sk < Setup(l)‘, 15),
Pr[Dec(sk, Enc(sk,m)) =m| =1

where the probability is over the random bits used in the encryption algorithm.

Definition 3.6 (Incompressible SKE Security). Consider the following experiment with an adversary A = (A1, Ap).

o Initialization Phase: Ay on input 1%, outputs an upper bound on the state size 1°. The challenger runs
sk « Setup(1*,1°).

* Challenge Phase: A; outputs a message (mg, my ), along with an auxiliary information aux. The challenger
randomly chooses b € {0,1}. It computes a ciphertext ct* = Enc(sk, my) and sends it to A;.

* First Response Phase: Ay computes a state st such that |st| < S.
e Second Response Phase: Aj receives (sk, aux, st) and outputs b'. A wins the experiment if b = b'.

An SKE scheme is said to be incompressible secure if for all PPT adversaries A, there exists a negligible function
negl() such that for all A € N,

1
Pr[A wins in the above experiment| < 5+ negl(A)

12



The rate of a scheme is defined as the ratio between the size of a message and the size of a ciphertext, i.e., % We

m P—
[et|
Theorem 3.7 ([BDD22]). Assume the hardness of LWE or DCR, there exists a rate-1 incompressible SKE whose secret
key size is |sk| = n(14 0(1)) + poly(A) where n is the size of the message.

say a scheme has rate-1 if |m| —o(|m|).

Theorem 3.8 ( [Dzi06]). There exists a rat. -% incompressible SKE from one-way functions whose secret key size is
sk| = poly(A).
3.6 Indistinguishable Obfuscator

An indistinguishable obfuscator (I0) for circuits is a probabilistic algorithm iO that takes as input the security parameter
A and a polynomial-size circuit C : {0,1}" — {0,1}" and outputs another circuit C : {0,1}" — {0,1}" such that

Correctness. Forall x € {0,1}", C(x) = C(x).
Compactness. |C| < |C| - poly(A).

Security. For all PPT adversaries A, there exists a negligible function negl(-) such that for all A € IN,

(CoC) =AM | 1,

Pr|A(€) =b: ¢+ i0(1",Cy) 2 )

where Cy and C; are equivalent circuits, i.e., for all x € {0,1}", Co(x) = C1(x).

3.7 Programmable Pseudorandom Functions

A programmable pseudorandom function PPRF = (Setup, Eval, Program, PEval) with key space { IC, },, input space
{ X, }, and output space { ), }, consists of the following algorithms.

Setup(l)‘) : The setup algorithm is a randomized algorithm that takes as input the security parameter 1" and outputs a
master secret key msk € IC,.

Eval(msk, x) : The evaluation algorithm is a deterministic algorithm that takes as input a master secret key msk € IC,
and x € X) and outputs y € V).

Program(msk, x, y) : The program algorithm takes input as the master secret key msk, an input x € X, and an output
y € Y,. It outputs a secret key k € KCy.

PEval(k, x) : The programmed evaluation algorithm is a deterministic algorithm that takes as input a secret key
ke Ky and x € X and outputs y € V.

Correctness. A programmable PRF is correct if for all msk ¢ Setup(1'), all inputs x € X and k <
Program(msk, x*, y*), we have
y* if x = x*

Eval(msk,x) otherwise

PEval(k, x) = {
Definition 3.9 (Privacy). A programmable PRF is private if for all efficient A, the following quantity is negligible:
AdvPPTIO[A] = |Pr[Expt8priV(A) - 1} - Pr[Exptfp”V(,A) _ 1} |

where Exptl’jpriv(A) is given below:

Exptgpriv is defined between a challenger and an adversary A for A € IN, which can make evaluation and challenge

queries.

13



* The challenger obtains msk <— Setup(l/\) and samples y* < ), uniformly at random.
* The challenger responds to each oracle query type made by A in the following manner:

- Evaluation Oracle: On input x € X), the challenger returns y < Eval(msk, x).

— Challenge Oracle: For a pair of inputs xg, x; € X, the challenger returns k <— Program(msk, xp, y*).
Note that .4 can make only one query to Challenge Oracle and does not query the evaluation oracle on these
points.

* A outputs a bit b’ € {0,1}, which is also output by Exptgpri"
Theorem 3.10 ( [PS18]). There exists privately programmable PRF from LWE assumptions.

The following theorem states that privately programmable PRF can be built from IO and puncturable PRF. Puncturable
PRF is a variant of PRF that can be constructed by modifying the GGM PRF [GGMS6].

Theorem 3.11 ( [BLW17]). Assuming the existence of iO and one-way functions, there exits secure privately
programmable PRFss.

3.8 One-Time Signature Encryption

A one-time signature encryption (OTSE) scheme consists of the following algorithms.

Gen(l)‘, 15) : The generation algorithm takes input the security parameter 1 and length of the message 1¢ and outputs
public parameter pp.

Setup(pp) : The setup algorithm takes as input public parameters pp and outputs a pair of verification and signing keys
(vk, sk).

Sign(pp, sk, x) : The signing algorithm takes as input a signing key sk and an input x and outputs a signature ¢.

Enc(pp, vk, i,b,m) : The encryption algorithm takes as input a verification key vk, an index i € [¢], abitb € {0,1}
and a plaintext m. It outputs a ciphertext ct.

Dec(pp, vk, x, 0, ct) : The decryption algorithm takes as input a verification key vk, an input x, a signature ¢ and a
ciphertext ct. It either outputs a plaintext m or L.

Definition 3.12 (Correctness). For correctness, we require that there exists a negligible function negl(-) such that for
all A, € N, pp + Gen(1%,1%), (vk,sk) < Setup(pp), input x, message m and index i € [],

rP}" [Dec(vk, x,0,ct) = m | ct < Enc(vk,i,x;,m;r1),0 < Sign(sk, x;72)] > 1 — negl(A)
1.2

Definition 3.13 (Security). Consider the following experiment with a PPT adversary A.

e Initialization Phase: The challenger generates pp <— Gen(l/\, 1¢ ) and sends it to the adversary A. A sends
back an x to the challenger. The challenger generates (vk,sk) <— Setup(pp) and computes o < Sign(pp, sk, x).
It sends (vk,0) to A.

* Challenge Phase: A sends (i, mo, my) where i € [{]. The challenger chooses uniformly at random b € { 0,1}
and computes ct* < Enc(pp, vk, i,1 — x;,myp) and sends it to A.

* Response Phase: A outputsb' € {0,1} and wins if b =b'.

An OTSE is selectively secure if for all PPT adversary A, there exists a negligible function negl(-) such that for all
A € N, Pr[A wins in the above game] < } + negl(A).

Theorem 3.14 ( [DG17a]). Assuming the existence of selective secure identity-based encryption, there exists a secure
one-time signature encryption scheme.
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3.9 Identity-Based Encryption

An Identity-Based Encryption (IBE) scheme IBE for set of identity spaces Z = {{0,1}"},cn and message spaces M
consists of four polynomial time algorithms (Setup, KeyGen, Enc, Dec) with the following syntax:

Setup(l)‘, 1") — (mpk, msk). The setup algorithm takes as input the security parameter A and identity length 7. Tt
outputs the public parameters mpk and the master secret key msk.

KeyGen(msk, id) — skig. The key generation algorithm takes as input the master secret key msk and an identity
id € {0,1}". It outputs a secret key skiq.

Enc(mpk, id, m) — ct. The encryption algorithm takes as input the public parameters mpk, a message m € M, and
an identity id € {0,1}". It outputs a ciphertext ct.

Dec(skiq, ct) — m/_L. The decryption algorithm takes as input a secret key skiq and a ciphertext ct. It outputs either a
message m € Mor L.

Correctness. We say an IBE scheme IBE = (Setup, KeyGen, Enc, Dec) satisfies correctness if for all A,n € IN,
(mpk, msk) < Setup(1*,1"), id € {0,1}", m € M, skiq + KeyGen(msk, id), and ct < Enc(mpk, id, 7), we have
that Dec(skiqg, ct) = m.

Definition 3.15. We say an IBE scheme |BE = (Setup, KeyGen, Enc, Dec) is adaptively secure if for any stateful PPT
adversary A there exists a negligible function negl(+), such that for all \,n € IN, the following holds

(mpk, msk) ¢ Setup(1*,1"); b+ {0,1}
Pr | AKeYGen(msk) (ct) = b (mg, my,id*) < AKeyGen(msk:) (12 11 mpk) | <
ct < Enc(mpk, id*, my)

+ negl(A),

NI~

where all identities id queried by A satisfy id # id*.

Definition 3.16. We say an IBE scheme |BE = (Setup, KeyGen, Enc, Dec) is selectively secure if for any stateful PPT
adversary A there exists a negligible function negl(+), such that for all A\,n € IN, the following holds

id* « A"
. k,msk) < Setup(1*,1"); b+ {0,1} 1
Pr AKeyGen(msk,) ct) =b: (mp < = 4+ negl(A),
( ) (mO/ml) V. AKeyGen(msk,-)(l/\/ 1”,mpk) ) g( )
ct « Enc(mpk, id*, my)

where all identities id queried by A satisfy id # id*.

Theorem 3.17 ([GGH " 13b]). Assuming the existence of iO, there exists adaptively secure IBE schemes.

3.10 Incompressible IBE

In this section, we define the strong version of the incompressible security game for IBE scheme? where Setup takes an
additional input 1° and the second adversary obtains the master secret key. The game is played against two adversaries
A1, Ap. The first adversary A, will be provided with the complete challenge ciphertext and produce a compressed
version of it. The second adversary A is provided with the master public key, compressed challenge ciphertext which
was created by .47 and certain secret keys.

Definition 3.18. (Incompressible IBE Security). Let IBE = (Setup, KeyGen, Enc, Dec) be an IBE scheme in which
the setup algorithm takes an additional parameter 1° as input. Consider the following experiment with an adversary

A = (A, Ay).

3The only difference between a standard IBE scheme and an incompressible IBE scheme is that the setup algorithm takes an additional parameter
15 that specifies the compression size.
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Initialization Phase: A on input 1", outputs an upper bound on the state size 1°. The challenger runs (msk, mpk) +
Setup(1%,15; TSetup) and sends mpk to Ay.

Pre-Challenge Query Phase: In this phase, A; is allowed to make polynomially many key queries. For each query id
sent to the challenger, the challenger computes skig < KeyGen(msk, id) and returns skiq to A;.

Challenge Phase: Ay outputs two messages mg, my, an identity id* along with an auxiliary information aux. If there
exists a query for id* made by Aj, the challenger aborts the game. Else, it randomly chooses b € {0,1} and
computes a ciphertext ct* = Enc(mpk,id*, my,) and sends it to A;.

Post-Challenge Query Phase: This is similar to the pre-challenge query phase. The adversary A1 is allowed to
send polynomially many key queries. For each query id, if id* = id, the challenger sends L. Else, computes
skig < KeyGen(msk, id) and returns skiq to Ay.

First Response Phase: A; computes a state st such that |st| < S.
Second Response Phase: A, receives (mpk, msk, aux, st). Finally, Ay outputs b'. A wins the experiment if b = b’.
An IBE scheme is said to be strong incompressible secure if for all PPT adversaries A = (A1, A3), there exists a

negligible function neg|(-) such that for all A € N,

1
Pr[A wins in the above experiment| < 5+ negl(A)

Definition 3.19. An IBE scheme is said to be super-strong incompressible secure if for all PPT adversaries A =
(A1, Ap), there exists a negligible function neg|(-) such that for all A € N,

1
Pr[A wins in the above experiment] < 5+ negl(A)

provided the second adversary A; receives the random coins rseryp used in the setup algorithm instead of mpk, msk.

3.11 Attribute-Based Encryption

An Attribute-Based Encryption (ABE) scheme ABE for set of attribute spaces X, predicate spaces F and message
spaces M consists of four polynomial time algorithms (Setup, KeyGen, Enc, Dec) with the following syntax:

Setup(l)‘) — (mpk, msk). The setup algorithm takes as input the security parameter A. It outputs the public parameters
mpk and the master secret key msk.

KeyGen(msk, f) — sk . The key generation algorithm takes as input the master secret key msk and a function feF.
It outputs a secret key sk.

Enc(mpk, id, m) — ct. The encryption algorithm takes as input the public parameters mpk, a message m € M, and
an attribute x € X. It outputs a ciphertext ct.

Dec(sk fr ct) — m/ L. The decryption algorithm takes as input a secret key sk ¢ and a ciphertext ct. It outputs either a
message m € Mor L.

Correctness. We say an ABE scheme ABE = (Setup, KeyGen, Enc, Dec) satisfies correctness if for all A,
(mpk, msk) < Setup(1}), f € F, x € X such that f(x) = 1, m € M, skf < KeyGen(msk, f), and
ct < Enc(mpk, x, m), we have that Dec(sky, ct) = m.

Definition 3.20. We say an ABE scheme ABE = (Setup, KeyGen, Enc, Dec) is adaptively secure if for any stateful PPT
adversary A there exists a negligible function negl(+), such that for all A\, n € IN, the following holds

(mpk, msk) < Setup(1*); b <+ {0,1} 1
Pr | AKC(M)(ct) = b: (mg,my, x*)  ARYCen(mske) (12, mpk) | < 5 + negl(A),
ct < Enc(mpk, x*, my)

where all functions f queried by A satisfy f(x*) = 1.
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Definition 3.21. We say an ABE scheme ABE = (Setup, KeyGen, Enc, Dec) is selectively secure if for any stateful PPT
adversary A there exists a negligible function negl(+), such that for all A\,n € IN, the following holds
Xt AV
Pr AKeyGe”(mSk")(ct) —p- (mpk, msk) « Setup(1!); b <« {0,1} < %+ negl(1),

(m()r ml) — AKeyGen(msk,') (1/\’ mpk)
ct < Enc(mpk, x*,my)

where all functions f queried by A satisfy f(x*) = 0.

3.12 Incompressible ABE

In this section, we define the strong version of the incompressible security game for ABE scheme where Setup takes an
additional input 1°. The game is played against two adversaries Ay, Aj. The first adversary A; will be provided with
the complete challenge ciphertext and produce a compressed version of it. The second adversary A, is provided with
the master public key, compressed challenge ciphertext which was created by A and certain secret keys.

Definition 3.22. (Incompressible ABE Security). Let ABE = (Setup, KeyGen, Enc, Dec) be an ABE scheme in which
the setup algorithm takes an additional parameter 1° as input. Consider the following experiment with an adversary

Initialization Phase: A on input 1", outputs an upper bound on the state size 1°. The challenger runs (msk, mpk) «
Setup(1*,1°) and sends mpk to Aj.

Pre-Challenge Query Phase: In this phase, A; is allowed to make polynomially many key queries. For each query f
sent to the challenger, the challenger computes sk < KeyGen(msk, f) and returns sk £ to Aj.

Challenge Phase: A outputs two messages mg, my, an attribute x* along with an auxiliary information aux. If
there exists a predicate function f queried by A1 such that f(x*) = 1, the challenger aborts the game. Else, it
randomly chooses b € {0,1} and computes a ciphertext ct* = Enc(mpk, x*, my,) and sends it to Aj.

Post-Challenge Query Phase: This is similar to the pre-challenge query phase. The adversary Ay is allowed to send
polynomially many key queries. For each query f, if f(x*) = 1, the challenger sends L. Else, computes
sky < KeyGen(msk, f) and returns sks to Aj;.

First Response Phase: A1 computes a state st such that |st| < S.

Second Response Phase: A, receives (mpk, msk, aux, st). Finally, Ay outputs b'. A wins the experiment if b = b’.

An ABE scheme is said to be strongly incompressible secure if for all PPT adversaries A = (A1, A3), there exists a
negligible function neg|(-) such that for all A € N,

1
Pr[A wins in the above experiment] < 5+ negl(A)

Definition 3.23. An ABE scheme is said to be super-strong incompressible secure if for all PPT adversaries
A = (A1, Ay), there exists a negligible function negl(+) such that for all A € N,

1
Pr[A wins in the above experiment| < 5+ negl(A)

provided the second adversary Aj receives the random coins rsepyp used in the setup algorithm instead of mpk, msk.
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4 Receiver Non-Committing Attribute and Identity-Based Primitives: Defini-
tions

In this section, we will present the definitions of a receiver non-committing identity-based encryption (RNC-IBE) scheme
and receiver non-committing identity-based key-encapsulation mechanism (RNC-IB-KEM) where in the challenge
phase, the challenger returns the master secret key msk instead of the random coins used in the Setup and Enc algorithms.
The definitions for receiver non-committing attribute-based encryption (RNC-ABE) and receiver non-committing
attribute-based key-encapsulation mechanism (RNC-AB-KEM) follow analogously and are omitted here.

4.1 Receiver Non-Committing Identity-Based Encryption

A receiver non-committing identity-based encryption (RNC-IBE) scheme consists of the following algorithms.

Setup(l)‘, 1™) : The setup algorithm takes as input the security parameter 1% and the length of the identities 1 (in
some cases the number of identities 17). It outputs the master public key mpk and master secret key msk.

Keygen(msk, id) : The key generation algorithm takes as input a master secret key msk and an identity id and outputs a
secret key skiq.

Enc(mpk, id, m) : The encryption algorithm takes as input a master public key mpk, an identity id and a message m
and outputs a ciphertext ct.

Dec(sk, ct) : The decryption algorithm takes as input a secret key sk and a ciphertext ct and outputs either a message
mor L.

Simq (1/\, 1™) : The first simulator takes as input the security parameter 17 and the length of the identities 1 (in some
cases the number of identities 17) and outputs a master public key mpk and a state st;.

Simp(sty,id) : The second simulator is a stateful algorithm with an internal state st; that takes as input a state st; and
an identity id and outputs a secret key sk;q and updates stp.

Simj(stp,id™) : The third simulator takes as input a state st and an identity id* and outputs a ciphertext ct* and a state
sts.

Simy(sts, m*) : The fourth simulator takes as input a state st3 and a message m* and outputs a master secret key msk.

Correctness. For correctness, we require that there exists a negligible function negl(+) such that forall A € N, n € N
and (mpk, msk) < Setup(1%*,1"), any identity id and message m,

Pr Dec(skid, Ct) =m | ct = Enc(mpk, Id/ m; rl)

1,72 skiq = Keygen(msk, id; ;) =1—negl(A)

Security. Consider the following two experiments with an adversary A.

Real World:

+ Initialization Phase: .4 on input 1*, outputs 17. The challenger computes (mpk, msk) < Setup(1*,17) and
sends mpk to A.

* Pre-Challenge Query Phase: In this phase, A is allowed to make multiple queries id. For each id, the challenger
returns skig < Keygen(msk, id) to A.

¢ Challenge Phase: The adversary A sends m*,id* to the challenger where id* was never queried in the
pre-challenge query phase. The challenger computes ct* <— Enc(mpk, id*, m*) and returns (msk, ct*) to A.

 Response Phase: 4 outputs b.
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Simulated World:

+ Initialization Phase: A on input 1}, outputs 17. The challenger computes (mpk, st;) < Sim{(1*,17) and
sends mpk to A.

* Pre-Challenge Query Phase: In this phase, A is allowed to make multiple queries id. For each id, the challenger
returns skig < Simp(sty,id) to A.

+ Challenge Phase: The adversary A sends m*,id* to the challenger where id* was never queried in the pre-
challenge query phase. The challenger computes (ct*,st3) <— Sims(stp,id*) and msk <= Simy(stz, m*). It
returns (msk, ct®) to A.

 Response Phase: A outputs b.

It is important to note that in the challenge phase, the adversary obtains only the master secret key and the challenge
ciphertext, and not the randomness used by the Setup algorithm or Enc algorithm to generate the challenge ciphertext.
Let preal and psim be the probabilities with which A outputs 0 in the real world and simulated world, respectively.

Definition 4.1. An RNC-IBE scheme is said to be adaptive secure if for all PPT adversaries A, there exists a negligible
function negl(+) such that, for all L € N,

|prea1 - psim| = negl()\)

Definition 4.2. An RNC-IBE scheme is said to be selectively secure if for all PPT adversaries A, there exists a negligible
function negl(+) such that, for all A € N,

|preal - psim| = negl()\)
provided the adversary commits to the challenge identity id* at the beginning of the game and Simq addition takes id*
also as an additional input.
4.2 Receiver Non-Committing Identity-Based Key-Encapsulation Mechanism

A receiver non-committing identity-based key-encapsulation mechanism (RNC-IB-KEM) consists of the following
algorithms.

Setup(l)‘, 1™) : The setup algorithm takes as input the security parameter 1% and the length of the identities 1 (in
some cases the number of identities 17). It outputs the master public key mpk and master secret key msk.

Keygen(msk, id) : The key generation algorithm takes as input a master secret key msk and an identity id and outputs a
secret key skiq.

Encap(mpk, id) : The encryption algorithm takes as input a master public key mpk and an identity id and outputs a
ciphertext ct and a session key seskey.

Decap(sk, ct) : The decryption algorithm takes as input a secret key sk and a ciphertext ct and outputs either a session
key seskey or L.

Simq (1A, 1™) : The first simulator takes as input the security parameter 17 and the length of the identities 1 (in some
cases the number of identities 17) and outputs a master public key mpk and a state st;.

Simj(sty,id) : The second simulator is a stateful algorithm with an internal state st; that takes as input a state st; and
an identity id and outputs a secret key sk;q and updates st;.

Simg(stp,id™) : The third simulator takes as input a state stp, an identity id* and outputs a ciphertext ct* and a state sts.

Simg (sts, seskey) : The third simulator takes as input a state st3, a session key seskey and outputs a ciphertext msk.
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Correctness. For correctness, we require that there exists a negligible function negl(+) such that forall A € N, n € IN
and (mpk, msk) < Setup(1%,1"), any identity id,

Pr | Decap(skig, ct) — seskey : (ct, seskey) = Encap(mpk,id;r7)

1,72 skig < Keygen(msk, id; ;) =1—negl(})

Security. Consider the following two experiments with an adversary A.

Real World:

+ Initialization Phase: A on input 1%, outputs 17. The challenger computes (mpk, msk) < Setup(1%,17) and
sends mpk to A.

* Pre-Challenge Query Phase: In this phase, .4 is allowed to make multiple queries id. For each id, the challenger
returns skig < Keygen(msk, id) to A.

* Challenge Phase: The adversary A sends id* to the challenger where id* was never queried in the pre-challenge
query phase. The challenger computes (ct*, seskey) <— Enc(mpk,id*) and returns (msk, ct*, seskey) to .A.

 Response Phase: A outputs b.
Simulated World:

+ Initialization Phase: A on input 1%, outputs 17. The challenger computes (mpk, st;) < Sim;(1*,17) and
sends mpk to A.

¢ Pre-Challenge Query Phase: In this phase, A is allowed to make multiple queries id. For each id, the challenger
returns skig < Simp(sty,id) to A.

¢ Challenge Phase: The adversary A sends id* to the challenger where id* was never queried in the pre-challenge
query phase. The challenger computes (ct*,st3) < Simg(stp, id*) and msk < Simg(sts, seskey) where seskey
is randomly generated. It returns (msk, ct*, seskey) to A.

* Response Phase: .4 outputs b.

It is important to note that in the challenge phase, the adversary obtains only the master secret key, the challenge
ciphertext and the session key, and not the randomness used by the Setup algorithm or Encap algorithm to generate the
challenge ciphertext and the session key. Let preq and psim be the probabilities with which A outputs 0 in the real
world and simulated world, respectively.

Definition 4.3. An RNC-IB-KEM scheme is said to be secure if for all PPT adversaries A, there exists a negligible
function negl(+) such that, for all A € N,

|preal - psim| = neg|()\)

By combining an RNC-IB-KEM with one-time pad encryption in a hybrid encryption approach, we can obtain an
RNC-IBE scheme. This is possible because the RNC-IB-KEM (and RNC-IBE) requires the disclosure of the master
secret key and not the randomness used by the Setup and/or Enc algorithms. However, the ciphertext-size will be the
sum of the RNC-IB-KEM ciphertext-size and the size of the session-key.

Theorem 4.4. Assuming the existence of secure RNC-IB-KEM, there exists secure RNC-IBE schemes.
It is immediate to see that the above theorem holds even in the ABE setting.

Theorem 4.5. Assuming the existence of secure RNC-AB-KEM, there exists secure RNC-ABE schemes.
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5 Receiver Non-Committing AB-KEM and ABE from Bilinear Groups

In this section, we present an adaptive secure receiver non-committing attribute based key encapsulation mechanism
(RNC-AB-KEM) using the concepts of dual system encryption [Wat09] and predicate encoding [Wee 14, CGW15].

5.1 Construction

Our construction is as follows. Let HC : G x {0,1}1°8(P) — {0,1} denote a 1-bit randomness extractor over a group
element and £ := £(A) be a polynomial in A. Let (sE, rE, kE, sD, rD) be a Z-linear predicate encoding for a predicate
class P with parameter 1, ng, n, (for details, refer Section 3.1).

Gen(11):
* Generate a bilinear group (G1, Ga, Gr,¢,p,£1,92)-
* Generate a,b < Z5 and Wy, ..., Wy, « Z3*2.

* Output pp := ([a]1, [b]2, { [Wia]1 }icp/ { [W.bl, }ie[n]). We assume that (G1, G2, GT,¢,p,91,2) is
included in pp and omit to write it.

* Parse ([a]1, [bl2, { [Wial1 }icp, { Wi bl2 }icpy) ¢ PP
* Generate h < {0,1}1°8(),
* Generate k; < Z%,Vi € [4].
* Output mpk := ({ [a"k;]1 Yiep 1) and msk := {k; }icqq)-
Keygen(pp, msk,y € V):
* Parse ([a]1, [b]2, { [Wial1 }icp/ { [W/ by }ie[n]) < ppand {k; };c(q ¢ msk.
* Generate s; <— Z,, Vi € [{].

* Output sk, := { ([sib]2, kE(y, [Kki]2) - rE(y, { [sl-Wij]z }je[n]> }ie[f]4-

Encap(pp, mpk,x € X'):
* Parse ([a]1, [b]2, { [Wial1 }icp/ { [W.b], }ie[n]) «~ ppand ({ [a"k]T Yiepg 1) < mpk.
* Generate 1 < Z,.
* Output ct := ([ra]y, sE(x, { [fW;al; };c[,)) and seskey := { HC([ra"k;]T, h) tely-
Decap(pp, skig, ct):
e Parse { ([d;]2, [d]]2) Viejg < skia and ([e]y, [¢']1) = ct.
* Output seskey {HC(e([c]I, rD(x,y, [d]]2)) / e(sD(x,y, [c’]l)T, [d;]2),h) }ie[f]'
Simq (14, 17)

* Generate a bilinear group (G1, G2, Gr,¢,p,81,82)-
* Generate a,b <~ Z;and Wy,..., Wy, Z%,XZ.

4[u]; - [v]2 denotes the component-wise group multiplication.
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* Generate k1 < Zp, Vi € [{] and h < {O,1}10g(7").
* Output pp := ([ay, [bl, { [Wials }icpy, { [W/bl2 Viep) and mpk = ({ [kia]1 };c(q 1) and sty =
({kin biep -@)-
Simp(sty, y) :
* Generate s;, w; <— Zp, Vi € [{].

)} andstp :=stj.

» Output sky := { ([sib2, kE(y, [ -a + w;at]y) - (E(y, { [siW] bl bew) Yoy

Jal*
Sima(stp, x*) :
* Generate u1, Uy < Z, and setu = uja + urat.
* Outputs ct := ([u]y, sE(x™, { [Wiul1 }cp) and stz := (stp, u1, u2).
Simy(sts, seskey € {0,1}¢) :

* Generate x; € Z, such that seskey; = HC([x;], 1) via rejection sampling.

. xi—uikiq
* Setkip = ===
* Output msk := {—k"'1 ca 2 -at};
P : Jaf? \ai|2 i€l]

Remark 5.1. The randomness used in the setup algorithm includes 4, which is part of the master public key and the set
{k; }, which constitutes the entire master secret key. Since, the challenger outputs 4 in the initialization phase and
provides the master secret key in the challenge, the adversary effectively gains access to all the randomness used in the
setup algorithm during the challenge phase.

Parameters. The size of a ciphertext is poly(/\), i.e., it is independent of /. Whereas, the size of the master public
key, master secret key and secret keys depend on £.

Correctness. For correctly generated sk, := { ([s;b]2, kE(y, [ki]2) - rE(y, { [siW]Tb]z} })} and ct :=

€’ “ielq

([raly, sE(x, { [rWyal1 }, () and seskey := { HC([ra "ki] 1, h) };c(g> We have
e (all D (xkE(w, Iela) - B LW bl ) )
e(D(x,, SE(x, { [TWjalu }c,) T [sibl2)
e ([ral], 1D (x, . kE(y, ki) - e ([ra]i D (x,, E(y, { [s;W] blz }jeM»)
e (sD(x, y,sE(x, { [rWial1 },c,, )T [sibl: )
e(lall fisla) e (1ralT 1DCe v 1B, {5 b} ) )
e(sD(x, v, 5E(x, { [PWjal1 },,)) T sbl2)

D (x,y, E(y, {[ra s W] bl } )
SD(x,,5Ex, {[(Wa) bl } ()

= e([ral], [kil2) x

= [raTki]T.
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The first equality follows from the fact that rD(x, y, ) is Z, linear. The second equality follows due to the equality that

rD(x,y,kE(y,&)) = . In third equality, we use the fact that the functions e([ral{, -), (e(-, [sb]2)), rD(x, ¥, rE(y, -))
and sD(x, y,sE(x, -)) commute with linear functions (refer Equation (1)). And, the last equality is due to the fact that
when P(x,y) = 1, then sD(x,y,sE(x,w)) = rD(x,y, rE(y, w)).

Theorem 5.2. Assuming the hardness of SXDH, the above scheme is a secure receiver non-committing attribute-based
key encapsulation mechanism.

Proof. Consider the following experiment for an adversary A that makes g queries to OyserkeyGen-

Hybrid Hyb,: This corresponds to the real experiment of non-committing security.

1. The challenger generates pp, mpk, msk as follows.

* Generate a bilinear group (G1, G2, Gr,¢,p,$1,92)-
* Generate a,b < Z% and Wq,..., W, < Z%XZ.

* Generate k; < Z%,Vi € [4].
* Set pp := ([a]1, [bl2, { Wial1 }icpu, { W bl2 b)), mpk = {[aTk]r }icfy and msk :=
{ki }icpo-
The challenger sends pp and mpk to A.
2. A can get access to the following oracle.
OuserkeyGen (yj ): Given the j-query yf € ) as an input, it returns Skyj generated as follows.
* Generate S{i —Zp,vd € [{].
. e j i . i JywwT
Set sk, := { ([s4bl2, KE(Y, [kal2) - (Y, { [53Wa bl2 Foep) By
3. A outputs x* € X. The challenger generates (ct*, seskey™) as follows.
* Generate 7 < Zy.
* Setct® := ([ra]y,sE(x*, { [fW;a] };c[,)) and seskey™ := { HC([ra k], h) };.
The challenger sends (msk, ct*, seskey™) to A.
4. 4 outputs coin’ € {0,1}.

Using a sequence of hybrid experiments, we will prove that the experiment can be indistinguishably changed into
non-committing experiment. We will denote the probability that A outputs 0 in the hybrid Hyb; using p 4 p,.

Below, we assume that a and b are linearly independent and a* and b are also linearly independent, which hold
with overwhelming probability over the choice of a and b.

Changing the challenge ciphertext into semi-functional mode.
Hybrid Hyb;: This is the same as Hyb except that (ct*, seskey™) is generated as
ct” := ([u]y, sE(x™, { [Wiul1 }icpy)) and seskey™ := { u'k]r};,
where u Zf,.
We have |Pr[Hyby = 1] — Pr[Hyb; = 1]| = negl(A) from the DDH assumption on Gj.

Lemma 5.3. For all PPT adversaries A, there exists a PPT adversary B such that,

PAH, — PAH,| < PBDDH
We define Hyb, 5 as Hyb;.
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Changing the user secret keys into semi-functional mode. We change the user secret keys into semi-functional
mode using Hyby ; 1, -, Hyby ;5 for i € [g]. Below, we define Wy := b* (at)T/(b*)Tat,

Hybrid Hyb, ; ;: This is the same as Hyb; ;_ 5 except that OyserkeyGen behaves as follows.

OuserkeyGen (yf ): Given the j-th query yj € Y as an input, it behaves as follows.

* If j </, return sk ; generated as follows.

— Generate S{i' wé — Zp,Vd € [£].

— Setsk,; := { ([s}bl2, KE(y/, (kg +wa']z) - rE(y/, { [s;Wq b]2 Yaepny) Pa-
e If j =i, return Skyi generated as follows.

— Generate v/, Z%,Vd € [4].

— Set Skyi =1 ([Vﬁi]z, kE(yi, [kyq]2) - rE(yi,{ [W;V;]z }‘Xe[n]) }d.
* If j > i, return sk ; generated as follows.

- Generate sil — Zp,Vd € [1].
~ Setskyj := { ([sjblo, kE(Y, [kal2) - rE(y/, { [s;Wa bl2 }ycp) b -
We have |Pr[Hyb; = 1] — Pr[Hyb; 11 = 1]| = negl(A) from the DDH assumption on G,.

Lemma 5.4. For all PPT adversaries A, there exists a PPT adversary B such that,

PAH ., — PAH; | < ¢ PBDDH:

Hybrid Hyb; ; 3 This is the same as Hyb;;; except that we generate W, Z%XZ and wy < Zp, and set
W, := W, + w, Wy for all « € [n].

We have |Pr[Hyb; ;1 = 1] — Pr[Hyb; ;, = 1]| = 0 since the distribution of { W, }ae[n) do not change.

Lemma 5.5. For all PPT adversaries A and all A € N,

PAH;, — PA,H1,1,1| =0.

We prove that w, s appears only in ct* and sk,;. First, we have [W,a]; = [W,al; and [W, bl = [VAVIb] 2 for all

a € [n]. For ct*, we can write u = ra + #’b", and thus we have

ct*

I
VS

[, SE", { [Wat]1 }acpu)))
= ([, SEG, {[(Wa + 0 Wo)ul Foep)
(

1, SE(x, { [Watlt Jyepu) - SEGE, { [F0ab 1 Yoy

Also, for skyi, we can write vfi = sfib + tti;laL and thus we have

sy = { ([Vila, k(Y Tkal2) - P, { WVl Vo)) )
= { (V)2 KE(Y', [igla) - FE P L IW Vil2 o) - B { [Faa T2 Yy 3,

Moreover, for j # i, we can write Sky/‘ as

PR KB, ke + wjat]a) B {5 Wa bla b)) ), for j <
P LSl KE(, Ikdl2) - rE(, { [ Wa b2}, cp,)) ) for >
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Hybrid Hyb, ;3: This is the same as Hyb;;, except that for the i-th query yi, OuserkeyGen Teturns skyi =
{ ([vi]2, KE(Y', [kg + what]p) - rE(y, { [W, Vi]2 }ae[n]) }d where w', — Z,,Vd € [{].

As shown previously, w,’s are only present in the challenge ciphertext ct* and skyi. We want to show that

[pp,msk/ at, b, ([u]y, SE(S, { [Waul1 byepy) -SEG { [Fwab b baep)),

[ (il KEGY, Dedl2) - FEC, W Vil Foeg) P { e T2 o)) 1, | =
Skyi in H)’bl,z‘,z

{pp,msk, aLr bLl ([u]q, sE(x", { [Wlxu]l }ae[n})) -sE(x", { [r/wl\’bL]l }ae[n] ),

{2 KEQ, [+ whar o) By, L IW ¥ila o) B L e T b)),

sky,- in Hyby ;3

It is enough to show that
{x* v, WZISE(JC*/ { wa }ae[n])/ KE(y', w;) +rE(Y, { we }ae[n})}wa ~s

(', @' sE(", {wa Yaepm), TE(W' { @i Fagpn) Yoo
because a sample from one of the above distributions can be transformed into the corresponding distribution from the
original set of distributions by sampling pp, msk, a=, bt u,W,, 7/, tfi, vfi, k,; appropriately and applying the necessary
operations.
Observe that from the linearity property of the predicate encoding and Equation (1), we have

kE(yi, [ky + wfiaL]Q) = [kE(yi, ky) + kE(yi, wéaL)}z.

From the a-privacy of the predicate encoding, we have for all d € [/],

(", 4l S, {0 Y KB, 0h) + TEQY, 04 Y i) o,
{x*/ yi' wi' SE(X*, { Wy }zxe[n] ) rE(yi/ { Wa }ae[n] )}wn
Lemma 5.6. For all PPT adversaries Aand A € N, |pan,,, — PAH,,,| = negl(A).

Hybrid Hyb, ; 42 This is the same as Hyb, ; 5 except that we undo the change between Hyb; ; ; and Hyb, ; . Namely,
we generate Wy < Z3"%,Va € [n].

We have |Pr[Hyb; ;3 = 1] — Pr[Hyby;4]| = 0.
Lemma 5.7. For all PPT adversaries A,

PAH ;4 — pArHl,i,3| =0.

Hybrid Hyb, ; 5: This is the same as Hyb; ;4 except that for the i-th query yi, OuserKeyGen Teturns skyi =
{ ([sibl2, KE(y', kg + what]s) - rE(y', { [s;W] bla Yeep)) }dem, where si,, w', « Z,,Vd € [(].

We have |Pr[Hyb; ;4 = 1] — Pr[Hyb; ;5 = 1]| = negl(A) from the DDH assumption on G,.

Lemma 5.8. For all PPT adversaries A, there exists a PPT adversary B such that,

PAH,5 — pA/Hl,i,4| < £ PB,DDH-
We also have |p g, .., — PAH,, 5| = negl(A) from DDH assumption on Gy.

Lemma 5.9. For all PPT adversaries A, there exists a PPT adversary B such that, |pJ4,HLI.+L1 — p-A'Hl,i,5| < {-pBDDH-

25



Final steps towards non-committing mode.
Hybrid Hyb,: We define Hyb, as the same game as Hyb; ;5. The detailed description is as follows.

1. The challenger generates pp, mpk, msk as follows.
* Generate a bilinear group (G1, G2, Gr,¢,p,81,92)-
e Generate a,b < Z% and Wq,..., W, < Z%XZ.

* Generate ky < Z2,Vd € [/].
* Set pp := ([a]y, [b]o, { [Wia]1 }icpy ., { [W. bl Vie))» mpk == ({ [a'k,]T Yace - h), and msk :=
{ka }aepg-
The challenger sends pp and mpk to A.
2. A can get access to the following oracle.
Ouse,KeyGen(idj ): Given the j-query yf € )Y as an input, it returns Skyj generated as follows.
* Generate 5{1/ wé = Zp,vd € [{]. . .
» Setsk,; := { ([sjbla, KE(Y/, kg + wya'la) - rE(Y/, { [s; W] bl }; ) },

3. A outputs x* € X. The challenger generates (ct*, seskey™) as follows.

el

* Generate u < Z%.
* Setct® := ([u]y, sE(x*, { [Wiu]1 };cp,))) and seskey™ := { HC([u"k,]T, ) Yaep-
The challenger sends (msk, ct*, seskey™) to A.
4. 4 outputs coin’ € {0,1}.

ki1

Hybrid Hyb,: This is the same as Hyb, except that we generate k;1, ko < Z,,Vd € [(] and set k; al a-+
|:iz|2 -at. By this change, we have mpk = ({ [ks1]r }de[é] Jh).

This is just conceptual change and we have |Pr[Hyb, = 1] — Pr[Hyb; = 1]| = 0.

Lemma 5.10. For all PPT adversaries A and all A € N, |p o n, — pAH,| = 0.

Hybrid Hyb,: This is the same as Hybs except that for any query i/, OUserKeyGen returns sk, = ({ [séb]z, KE(y/, [T:é .

a -+ what]y) - rE(yl, { [s,W] b V) Haerq where shwl, « 7,,vd € [£].

We have |Pr[Hybs = 1] — Pr[Hyb, = 1]| = 0 since LLE I w{i and w{i identically distributes for every j € [q] when

ot |

w{i is chosen uniformly at random.

Lemma 5.11. For all PPT adversaries A and all A € N,

PAH, — PAH| = 0.

Hybrid Hybs: This is the same as Hyb, except that we generate 1, Uy <— Z) and setu <— uja+ upa~t.
This is just conceptual change and we have |Pr[Hyb, = 1] — Pr[Hybs = 1]| = 0.

Lemma 5.12. For all PPT adversaries A and all A € N, |p A, — paH,| = 0.

Hybrid Hybg: This is the same as Hybs except that we generate x; <— Z;, and we set

Xg — utkgq

k =
2,d i

By this change, we have seskey” = { HC([x4]r, ) }4¢(¢)-
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We have |Pr[Hybs = 1] — Pr[Hybg = 1]| = 0 since k; still distributes uniformly at random.

Hybrid Hyb,: This is the same as Hybg except that we defer the generation of k; until the challenge phase. The detailed
description is as follows.
1. The challenger generates pp, mpk, msk as follows.
* Generate a bilinear group (G1, G2, Gr,¢,p,$1,92)-
* Generate a,b <~ Z, and Wy, ... W, Z%sz.
* Generate k1 < Zp,Vd € [{].
* Setpp := ([a]1, [bl, { [Wial1 }icpy, { W] bl2 }; ) and mpk == ({ [kaalr } e gy H)-
The challenger sends pp and mpk to A.
2. A can get access to the following oracle.

OuserKeyGen (yf ): Given the j-query yf € )Y as an input, it returns Skyj generated as follows.

* Generate s, wii — Zp,Vd € [1].

) - kg1 ) ) )

* Set Skyj = { ([s{ib}z, KE(y/, [W -a+ wéaL]z) rE(y, { [SéWIb]z }ie[n]>) }d m.
€

3. A outputs x* € X. The challenger generates (ct*, seskey™) as follows.

* Generate uq, Uy, x5 < Zp and setu = uja + urat.

* Setct” := ([u]y,sE(x", { [Wiu]1 }jc[,))) and seskey™ := { HC([x4]1, ) }4c(g)-

xg—urk
d—tikan .al

kdi/l. + ka,2

and msk := a2 \al|2

* Set kd,Z =
The challenger sends (msk, ct*, seskey™) to A.
4. 4 outputs coin’ € {0,1}.

It is easy to see that Hyb, can be simulated using the RNC-AB-KEM simulators. Using the above lemma along with
triangular inequality, the theorem follows. O

Combining Theorem 4.5 and Theorem 5.2, we obtain the following.

Theorem 5.13. Assuming hardness of SXDH, there exists secure RNC-ABE schemes.

6 Receiver Non-Committing IBE from Batch Encryption

In this section, we construct an adaptive secure RNC-IBE scheme which supports polynomially many identities. Let
* BE = (BE.Params, BE.Setup, BE.Enc, BE.Dec) be an oblivious batch encryption.
* GC = (GC.Grbl, GC.Eval, GC.Sim) be a garbling scheme.
* NCE = (NCE.Setup, NCE.Enc, NCE.Dec) be a NCE scheme.

Let d be the length of the identities such that T = 29 = poly(A) and n be the length of the public keys of NCE.

Setup(14,17) :
* Generate be.pp <— BE.Params(1%,1"T).
* Generate (nce.pk;, nce.sk;) < NCE.Setup(l)‘;r,(\%Elsetup) fori € {0,1 }d.

* Generate be.pk = BE.Setup(be.pp, {nce.pki}ie{m}d).
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* Output msk := { nce.pk;, nce.sk; } 4 and mpk := (be.pp, be.pk).

ie{01}
Keygen(msk,id € {0,1}9) :

* Output skig := ({ nce.pk; } nce.skiqg).

ie{01}4”
Enc(mpk, id, m) :
* Generate r uniformly at random.
« Generate (C(4), { Iabl(,i;) }) < GC.Grbl(1*,NCE.Enc(-, m;7)).
+ Generate (C), { Iabf/’;) }) = GC.Grbl(1*, NCE.Enc(-, m¥; r*)) where m¥, r* are randomly generated for
allk € {0,1}7\ {id}.
* Generate a matrix M € [{0,1 }/\]”TXZ such that M[int(k) - n+ j,b] = Iab](.,l;) forallk € {0,1 }d ,be

{0,1},j € [n] where int : {0,1}% — [T]y is a lexicographical mapping from the set of binary string to
integers.

 Compute be.ct <— BE.Enc(mpk, M).
« Output ct := ({C) }ke{01 y s be.ct).

Dec(skiq, ct) :

 Compute d < BE.Dec(be.pp, { nce.pk; } 4,bect).

ie{01}
* Set lab; := d[int(id) - n +1i] for all i € [n].
« Compute nce.ctig < GC.Eval(C(¥), { lab; Fiep)-
¢ Output m < NCE.Dec(nce.skiq, nce.ctiq).
Simq (14,17) :
+ Compute be.pp + BE.Params(1*,1"T)
* Generate (nce.pk;, nce.ct;, nce.st;) < NCE.Sim{(1%) fori € {0,1 }d.
» Compute be.pk := BE.Setup(be.pp, {nce.pk,-}ie{ol1 }d).
¢ Set mpk := (be.pp, be.pk).

Generate (C0), { Iabl(k) }) + GC.Sim(1*, nce.cty) forall k € {0,1}“.

« Generate a matrix M € [{0,1}"]"T*2 and sets M[int(k) - n + j,b] = Iab](k) forallk € {0,1},] € [n].
» Compute be.ct < BE.Enc(mpk, M).

L]

Set ct := ({C®) }ke{o,l Vs be.ct) and st(!) := { be.pp, { nce.ct;, nce.pk;, nce.st; }; }.
* Output (mpk, ct, st(l)).
Simy (st(1), id)

« If (id,-) ¢ st@), it computes ("rHCE.Setup) < NCE.Simj(nce.st;q, m) where m is randomly generated
and updates st(®) = st(2) U { id’rﬁCE.Setup }.

» Compute (-, nce.skiq) < NCE.Setup(lA;r,(\ilcé)E'setup).
¢ Output skiq := ({ nce.pk; }ie{()l}d ,nce.skiq).

28



Simg(st(l),st(2),id,m) :
* Compute (~,rHCEASetup) < NCE.Simy(nce.stjg, m).
« Forallid’ ¢ {st®®[0] U {id}}, it computes (~,rH/CE.Setup) < NCE.Simp(nce.st;y, 11,4 ) where m1;4’s are
randomly generated.

° Output rSetup = { be'pp/ { rf\]CE,Setup }iE{O,l }d }

Remark 6.1. From the oblivious property of BE, the randomness used in the setup algorithm is rsery, = {be.pp,
(i)
{VNCE.setup},-e{o,1 }d}-

Parameters. The size of a ciphertext is poly(Zd, |m|, 1), whereas the size of the master public key, master secret key
and secret keys are of the form poly(29, A).

Correctness. For a correctly generated secret key skiq := ({ nce.pk; }l. c{o1} nce.skiq) and a ciphertext ct :=
({C® }ke{ 017 be.ct), after performing the BE decryption d <— BE.Dec(be.pp, { nce.pk; }
dlint(id) - n 4 i] = lab;
we have nce.ctjq < GC.EvaI(é(id), { lab; }ie[n]) where nce.ctiy = NCE.Enc(nce.pkiq, m*). Finally, by the decryption
correctness of the NCE, we have m <— NCE.Dec(nce.skiq, nce.ctq).

icf01} be.ct), we have

nce.pkig[i]- 1his is due to the correctness of the BE scheme. From the correctness of GC scheme,

Theorem 6.2. Assuming BE is a secure oblivious batch encryption, GC is a secure garbling scheme and NCE is a secure
non-committing encryption scheme, the above scheme is an adaptively secure RNC-IBE that support polynomially many
identities.

Proof. We will show that the above scheme is an adaptive secure RNC-IBE using a sequence of hybrid arguments.
Hybrid Hyb, : This is the original adaptive NC-IBE game.

1. The challenger generates mpk, msk as follows.
* Generate be.pp < BE.Params(1%,1"T).
* Generate (nce.pk;, nce.sk;) < NCE.Setup(lA;r,(\f)CEhsetup) fori € {0,1 }d.
* Generate be.pk = BE.Setup(be.pp, {nce.pki}ie{o,l }d).

* Set msk := { nce.pk;, nce.sk; } « and mpk := (be.pp, be.pk).

ie{0,1}
The challenger sends mpk to A.
2. A can get access to the following oracle.

OuserKeyGen(idj): Given the j-query id/ as an input, it returns sk, = ({ nce.pk; } a ,nce.sk. ;).

i€{01}
3. A outputs id*, m*. The challenger generates ct* as follows.

* Generate r uniformly at random.

« Generate (C(4), { Iabg;) }) <= GC.Grbl(1*, NCE.Enc(-, m;7)).

» Generate (C~(k), { Iabg;) 1)+~ GC.Grbl(1%, NCE.Enc(-, mk; rk)) where mK, ¥ are randomly generated

forall k € {0,1}9\ {id}.

« Generate amatrix M € [{ 0,1 }*]"7*2 such that M[int(k) - n + j, b] = Iab](.’};) forallk € {0,1},b €
{0,1},j € [n].
Set ct := ({C) }ke{o,l y s be.ct).

The challenger sends (ct*, { r,(\IiZjE‘Setup }) to A.
4. A outputs coin’ € {0,1}.
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Hybrid Hyb; : In this game, the matrix M during the challenge phase is computed as M[int(id) - n + j,b] =

id . .
Iab](.,nze'pkid[j] forallj € [n—1],b € {0,1},id € {0,1}%

Lemma 6.3. Assume that BE is a secure batch encryption scheme, then for all PPT adversaries A there exists a
negligible function negl(-) such that for all A € IN,, |p o Hyb, — PAHyb,| < negl(A).

Proof. This follows from the security of batch encryption. The reduction can generate { nce.pk; } and sends it to the
challenger who replies with be.pp (which is also the randomness used during BE.Params). It can use be.pp to generates
the master public key mpk. The reduction can generate the two matrices used in Hyby and Hyb, and sends it to the
challenger. Note that these matrices differ only at indices (int(k) - n + j, 1 — nce.pkg[j]). It will receive be.ct from
the challenger and then simulate the entire game using these values. Observe that the reduction generates all the keys
(nce.pkiq, nce.skiq), so it has rHCE.Setup and be.pp. O

Hybrid Hyb, : Inthis game, the garbled circuit C(¥) and labels are simulated, i.e., (C%), { Iabgk) }) « GC.Sim (14, nce.ct®)

where nce.ct!) < NCE.Enc; (nce.pky, m®); %)) forall k € {0,1 }d \ {id* }. And, nce.ct(4") < NCE.Enc(
nce.pkigs, m*).

Lemma 6.4. Assume that GC is a secure garbling scheme, then for all PPT adversaries A there exists a negligible
function negl(-) such that for all A € IN,, |p 4 Hyb, — P.AHyb, | < negl(A).

Proof. This directly follows from the security of GC because the matrix M requires only Iabfi:‘ze.pk.d (i labels for all

ide {0,1}. O
Hybrid Hybs; : In this game, nce.ct(i) and nce.skiq are all simulated using the NCE simulators.

Lemma 6.5. Assume that NCE is a secure NCE scheme, then for all PPT adversaries A there exists a negligible
function negl(-) such that for all A € IN,, |p 4 Hyby — P.AHyb, | < negl(A).

Proof. We will show that an adversary A that can distinguish Hybs from Hyb, can be transformed into an adversary
B that breaks the NCE security. We achieve this by considering T + 1 many intermediate hybrids Hyb, ; where
Hyb, o = Hyb, and Hyb, 111 = Hybj. The description of Hyb, ; is as follows.

 The challenger generates the first 7 public keys using the first NCE simulator. Recall that the simulator will also
generate fake ciphertexts. The remaining public-secret keys are generated honestly.

* To respond to a key query, if id > i, it returns skig = ({ nce.pk; } 4 ,nce.skiq). Whereas, if id < i, it first

i€{0,1}
checks whether (id, rHCE.Setup) € st If it exists, then it computes (-, nce.skiq) < NCE.Setup(1*; risdetup) and
then returns sk;q accordingly. If not, it calls the second simulator of the NCE on a random message m which

(id)

Setup

updates st(?) = st U (id, rg:t)up)'

returns (-, 7¢., ). It computes (-, nce.skig) < NCE.Setup(1%; riSdetup) and then returns skiq accordingly. It also

* In the challenge phase, when it receives the challenger identity id* and message m*, it will generate nce.ctk)
for all k > i honestly, i.e., using NCE.Enc algorithm. The remaining nce.ct®) for k < i will be the ciphertext

simulated by the first simulator in the initialization phase. Then, it produces to generate (C(), { Iabl(k) }) for all k
and sets up M appropriate to generate be.ct. Finally,

id*

— if id* < i, it will use the NCE simulator on m* to obtain "Setup-

— For all id < 7 that was not queried and not equal to id*, it will use the NCE simulator on a random m to

: id
obtain "Setup-

Finally, it will output (C®), be.ct) and { riSdetup }id.
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It is easy to show that an A that can distinguish Hyb, ; from Hyb, ;  ; can be transformed into an adversary B that
breaks the NCE security. O

Using the above lemmas and triangular inequality, for all PPT adversaries A, there exists a negligible function
negl(-) such that for all A € IN, [p .4 Hyb, — P.AHybs| < negl(A). O

Using Theorem 3.5 and Theorem 3.3, we have Theorem 1.3.

7 Receiver Non-Committing Identity-Based Encryption from Indistinguish-
able Obfuscator

In this section, we construct a selective secure receiver non-committing encryption identity-based scheme using
indistinguishable obfuscators (i0). Let

¢ SS = (SS.Gen, SS.Setup, SS.Sign, SS.Enc, SS.Dec) be a secure one-time signature scheme.
¢ PPRF = (PPRF.Setup, PPRF.Eval, PPRF.Program, PPRF.PEval) be a secure programmable PRFS.
* O be a secure indistinguishable obfuscator.

* NCE = (NCE.Setup, NCE.Enc, NCE.Dec) be a non-committing encryption scheme.

An n bit string id is denoted as id[1]|[id[2]]| ... ||lid[n] and we use the notation id[i, j] to denote id[i]||id[i +
1| ... |lid[j] forall1 <i < j < n. Forany i > j, id[i, j] = €. We first describe two algorithms - Node and Leaf.
Node(pp,v,s) :

* Generate (ss.vk(?), ss.sk(?)) < SS.Setup(pp; PPRF.PEval(s, v)).

* Generate (ss.vk(®1%), ss.sk(*10)) < SS Setup(pp; PPRF.PEval(s, v]|0)).
* Generate (ss.vk (@), ss.sk(1)) < SS Setup(pp; PPRF.PEval(s, v|[1)).
¢ Set x(¥) := ss.vk(®10)||ss.vk @I,

« Computes ss.0?) « SS.Sign(pp, ss.sk(v),x("")).

« Return (ss.vk(®), x(?) ss.0(0)).

Leaf(pp,v,s) :

* Generate (ss.vk(®, ss.sk(?)) «— SS.Setup(pp; PPRF.PEval(s, v)).
« Generate (nce.pk?19) nce.sk(®l9)) <~ NCE.Setup(1*; PPRF.Eval(s, v]|0)).
« Generate (nce.pk?I") nce.sk(®1)) <~ NCE.Setup(1*; PPRF.Eval(s, v||1)).

20| nce.pk @I,

o Set x(¥) .= nce.pk(
« Compute ss.0(?) «— S5 .Sign(pp, ss.sk(®), x(?)).
« Return (ss.vk(®), x(?) ss.0(?), {nce.sk(”Hb)}be{oll}}).

We now describe the algorithms for our RNC-IBE scheme. For simplicity, we will assume that the size of the NCE
public keys and OTSE verification keys are of size A.

Setup(1%,1") :

* Generate pprf.msk < PPRF.Setup(1*,1"+1).

5As mentioned in the introduction, we can also use punctured PRF.
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+ Compute s < PPRF.Program(pprf.msk, { 0" }
independently at random.

ic[nlo - L ti tien),) Where t; are generated uniformly and

* Generate pp < SS.Gen(1%).
* Generate (ss.vk(e), -,+,-) <= Node(pp, €, s).
« Set mpk := (pp, ss.vk(¢)) and msk := (iO(Node(-,s)),iO(Leaf(,s))).
KeyGen(msk, id):
* Parse (Cnodes CLeaf) < msk.
* Forj = 0ton — 2, compute (-, (id[l'ﬂ) (id[l’m) = Chode (id[1, ]).
+ Compute (-, x(dlLn=1) glidfLn=1]) fnce sk(idlln=1lb) Y, - (01}) = Crear(id[L,n —1]).

« Return skig := ({(¢(®), x(®)},, nce.sk()) where v € {id[1, ] Yiem—1)y-

Enc(mpk, m, id) :
* Parse (pp, ss.vk(e)) < mpk.
e Let

= T (pk) be a circuit that computes NCE.Enc(pk, m).
= Qpefo1 )i b}l_be{m , (vk) be a circuit that computes {SS.Enc(pp, vk, B~ A +1,b,2 1) bica)pefo1}-

* Generate (7T, {Iab } ) + GC.Grbl(1*, T;y,).

ie[A],je{0, 1}

« Fork =n — 1100, generate (Q! {Iab (k) }) <= GC.Grbl(1%, Q, k1] {1ab k+1) })

— (0) 3 7
e Return ct : ({ labl .. Vk( )H }le[)\] 7 { Q(k) }ke[n71}0 /T)

Dec(skig, ct) :
« Parse ({(c(®), x()},, nce.sk(9)) < skig where v € {id[1, ]] }je[nfl]o'
¢ Setvk(®) := ss.vk(©),
e Fork=0ton —1,
1. Compute { ss.ct;; } < GC.Eval(QW), {Iabfk)}ie[/\]).
2. Set vk*+1) .= x(®)[id[k 4 1]] where x(¥) is a 2 block of A length strings.
3. Computes Iab§k+1) « SS.Dec(pp, vk, (x(k),a(k)),ss.cti, (k1) H) forall i € [A].
+ Compute ct +— GC.Eval(T, {Iabgn)}ie[A]).
« Return m < NCE.Dec(nce.sk(@), ct).
Simq (14,17, id*) :
* Generate pprf.msk < PPRF.Setup(1*,17+1),
« Generate 1 truly random values { r(id"[Lk]) Heepn—1],-
* Generate s < PPRF.Program (pprf.msk, { id"[1, k] } i1}, - { p(id*[LK) Yeein-1)-
* Generate pp < SS.Gen(1%).

« Compute (ss.vk(©), -, -,.) < Node(e, s).
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« Generate (nce.pk(9"), nce.ct(4), nce.st(d")) «— NCE.Simq (1%).

« Computes (7, { Iabgn) }) + GC.Sim(1%, nce.ct(id)).

« Fork = n—1to0, compute (Q®), { Iabl(k) }) < GC.Sim(1*,Q
(ss.vk (4D .. )« Node(id*[1,k]), s).

e Setct* := ({ lab"®) @1 }{oWw Frefn—1], ,T).

i,ss.vk
* Return mpk := (pp, ss.vk(e)),ct* and st; := (mpk, s, nce.st(4)).

id[k+1],{ lab{ ") }(SS'Vk(id*[LkD)) where

Simp(sty,id) :

« Parse (mpk, s, nce.st(d7)) « st;.

« Forj = 0ton — 2, it compute (-, x(9417), g1} « Node(id[1, ]],s).

« Ifid* isnotasibling of id, compute (-, x(d17=1]) o (d[Ln=1]) { nce sk (id[Ln=1]lIb) bpegoay) = Leaf(id[1,n —
1],s).

* Else, generate (ss.vk 140771 g5 sk(idlLn=1)y 55 Setup(14; #(1d[L1-1)) and (nce.pk @), nce.sk(i))
NCE.Setup(1*; PPRF.Eval(s,id)) and sets x(417=1) using nce.pk() and nce.pk{4") and generates
lidLn—1])

« Return ({(¢®, x®))},, nce.sk(@) where v € {id[1,]] }

e Set sty = stj.

j€m—1]o

Sima(sty, m*) :
« Parse (mpk, s, nce.st(9")) « st;.
* Compute (nce.rsepyp, NCE.IEnc) NCE.Simy (nce.st(id") 1n*).
+ Set r(14") = nce.rserup-
* 5% < PPRF.Program(pprf.msk, {id"[1, k] }rep), - { p(id* [1LK)) Yeepy)-
* Return msk = (iO(Node(+,s*)),iO(Leaf(-,s*))).

Parameters. The size of a ciphertext is poly(#, |m|, A) and the size of the master public key is poly(A). The size of
the master secret key and secret keys are of the form poly(n, A).

Correctness. Fora well-formed ciphertext ct := ({ Iabf?r)]pk[i] },{ oW Frepn—1], ,T) andsecretkey ({(c(?), x(*))},,

nce.sk(id) ), we have

00 ({ lab'?) }) = {ss.ctp = SS.Enc(pp, ss.vk(©),id[1] - A 41, br|3b(?)}ie[A],be{0,1}

i,ss.vk(©)[i] i 2

due to the correctness of the garbling scheme. From the correctness of the OTSE scheme, we have

1
labf,s)s.vk(l)[i] - SS.Dec(pp, SS'Vk(e)’x(e)'SS'Cti,ss.vk(l)[i})

)

Repeating this process, we obtain the labels { Iab(" .
i,nce.p

() } for the garbled circuit 7. Again, due to correctness of
Ui

the garbling scheme, we have

T lab™ o) } ) = nce.ct = NCE.Enc(nce.pk(), m)
ince. i

and due to the correctness of the NCE scheme, we get m = NCE.Dec(nce.sk(id), nce.ct).
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Theorem 7.1. Assuming SS is a secure OTSE scheme, iO is secure indistinguishable obfuscator, PPRF is a secure
privately programmable PRF and NCE is a secure non-committing encryption scheme, the above is a selectively secure
RNC-IBE.

Proof. We now proceed to sketch the proof that the above scheme is a secret NC-IBE scheme. Let p g4 qyp, denote
probability of A outputting b’ = 0 in Hybrid Hyb;. We will show that this probability is almost the same in every
hybrid game.

Hybrid Hyb : This is the original NC-IBE game. This hybrid will also be denoted as Hj _1 4.

1. A sends target identity id* of length .
2. The challenger generates mpk, msk as follows.

* Generate pprf.msk <~ PPRF.Setup(1*,1"+1).

+ Compute s +— PPRF.Program(pprf.msk, { 0 Yiemly - { ti Yien),) Where t; are generated uniformly
and independently at random.

* Generate pp < SS.Gen(1%).
» Generate (ss.vk(€>, -,+,+) + Node(pp, €, ).
« Set msk := (iO(Node(-,s)),iO(Leaf(-,s))) and mpk := (pp, ss.vk(¢)).
The challenger sends mpk to A.
3. A can get access to the following oracle.

OuserKeyGen(ld] ): Given the j-query id/ as an input, it returns sk. 47 as follows.
* Parse (Cnodes CLeaf) < msk.
« Forj = 0ton — 2, compute (-, x4/, 0(id[1'j])) = CNode(id[ 1)
« Compute (-, x(dLn=1)) (idlLn=1]) fnce sk(idln }be{ol}) = Clear(id[1,n — 1]).
» Setskig := ({(¢1?),x("))};, nce.sk9)) where v € {id[1, ] };cp, 1),
4. A outputs id*, m*. The challenger generates ct* as follows.

* Generate (7T, { Iab(’?) }) «+ GC. Grbl(l’\ )
* Fork =n—1to0, generate (O, { Iab } + GC.Grbl(1%,Q

it { Q% Yecpury - T)-
The challenger sends (ct*, msk) to A.
5. 4 outputs coin’ € {0,1}.

id* [k-+1],{ lab "V })'

e Setct* := ({Iab

i,ss. vk(€

Fork=0ton — 2,

Hybrid Hyb ; o : In this hybrid, (OW, { Iab( }) are generated by the simulation algorithm on Q.

ss.vk (41D,

id* [k+1],{ Ia b"“)}(

We have |p.4Hyb, o — PAHyb,| = negl(A) due the security of the garbling scheme. This is because only

{ lab° i } is present in the ciphertext.

i,ss. vk(€

Lemma 7.2. Assume that GC is a secure garbling scheme, then for all PPT adversaries A there exists a negligible
function negl(-) such that for all A € N,k € [n — 1o, [paH, o — PAH 1, < negl(A).

Hybrid Hyb; ;1 : Inthis hybrid, instead of generating s <— PPRF.Program(pprf.msk, {id"[1, /] }jex—1), U { ) Yietkon] -
{ti }ic[n),)- it generates the key s <= PPRF.Program(pprf.msk, {id"[1, ]} e, U { 0 et - { ti Yiem),)-
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We have [p4 H, ., — PAH, ., < negl(A) due to the privacy security of the PPRF.

Lemma 7.3. Assume that PPRF is a secure programmable PRF scheme, then for all PPT adversaries A there exists a
negligible function negl(-) such that for all A € N,k € [n —1]o, [pAH, ., — PAH, | < negl(A).

Hybrid Hyb, ; , : In this hybrid, msk is changed from iO(Node(-,s)) to the following program P. P has a randomly
generated (vk, sk) and Node(-,s) hardcoded. When v # id*[1, k], it runs Node(+, s). Else, it will won’t use s to
get the keys rather use (vk, sk) directly.

To show that this hybrid is indistinguishable from the previous hybrid, we need to demonstrate that the circuits in
both hybrids are functionally the same. In Hyb; j 1, the circuit is Node(-, s), where s at position id*[1, j] is programmed
with a truly random value. As a result, the OTSE keys are generated using this truly random value. In Hyb, 4 5, the
circuit also uses Node(+, s), but at id*[1, j] it employs hard-coded values (vk, sk), which are themselves are generated
using truly random coins. Therefore, in both cases, the keys related to id*[1, j] are generated from truly random values,
making the circuits equivalent.

Lemma 7.4. Assume that i0 is a secure indistinguishable obfuscation, then for all PPT adversaries A there exists a
negligible function negl(-) such that for all A € N,k € [n—1]o, |pAH, , — PAH, | < negl(A).

(k+1)
ivkkHL]

Hybrid Hyb; ;3 : In this hybrid, Iabi(liﬂ)kkﬂ i is replaced lab
[ A=V
We have [p4H,,, — PAH, ., < negl(A) due to the OTSE security. Note that the program P must have vk and sk
hardcoded. While vk is provided by the OTSE challenger, sk is not. However, sk is only required when P is called
on id*[1 : k] to generate o) This signature can be obtained from the OTSE challenger and hardcoded into P,
eliminating the need to hardcode sk.

Lemma 7.5. Assume that SS is a secure one-time signature encryption scheme, then for all PPT adversaries A there
exists a negligible function negl(-) such that for all A € N,k € [n — 1o, [pAH, 5 — PAH, | < negl(A).

Hybrid Hyb ; 4 : In this hybrid, msk is revert back to iO(Node(-, s)).

Lemma 7.6. Assume that iO is a secure indistinguishable obfuscation, then for all PPT adversaries A there exists a
negligible function negl(-) such that for all A € N,k € [n —1]o, [pAH, ,, — PAH, 5| < negl(A).

Hybrid Hyb; ,, 1 : Inthishybrid, (3("~1), { lab{" ") }) are generated by the simulation algorithm on Qi a1 3
7 ,'/]‘

ss.vk (4 1n=1D)y,

Hybrid Hyb; ,, 11 : Inthishybrid, instead of generating s <— PPRF.Program(pprf.msk, {id*[1, | }jc (2], U { 0}
{t }ie[n]())’ it generates s <— PPRF.Program(pprf.msk, {id*[1, ] }je[nfl}o u{o*}, {4 }ie[n]g)'

j€m—1n]~

Hybrid Hyb; ,, 1, : In this hybrid, msk is changed from iO(Leaf(-,s)) to the following program P. P has a randomly
generated (vk, sk) and Leaf (-, s) hardcoded. When v # id*[1,n — 1], it runs Leaf(-,s). Else, it will won’t use s
to get the keys rather use (vk, sk) directly.

is replaced Iab(n)

Hybrid Hyb, ,,_; 3 : In this hybrid, lab i nce.pkid” 1]

n
i1—nce.pkid" [i]

Hybrid Hyb; ,_1 4 : In this hybrid, msk is revert back to iO(Leaf(-,s)).

(¢ }) are generated by the simulation algorithm on Ty, (nce.pk(4")).

Hybrid Hyb,  : In this hybrid, (7, { 13b, e

Lemma 7.7. Assume that GC is a secure garbling scheme, then for all PPT adversaries A there exists a negligible
function negl(-) such that for all A € N, [p 4 Hyy — PAH, 1. < negl(A).
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Hybrid Hyb, ; : In this hybrid, instead of generating s <— PPRF.Program(pprf.msk, {id*[1, | }c[,—1), U {0" },
{ti }icp],)- it generates s <— PPRF.Program (pprf.msk, {id*[1, j]};c(uy, { ti }icp,)-

Lemma 7.8. Assume that PPRF is a secure programmable PRF scheme, then for all PPT adversaries A there exists a
negligible function negl(-) such that for all A € N, |p A H,, — PAHy,| < negl(A).

Hybrid Hyb, , : In this hybrid, (nce.pk(id*), nce.sk(id*), nce.ct(id*)) are all simulated using the NCE simulators. And
msk is generated at the end after obtaining the setup randomness from the NCE simulator and programming
pprf.msk appropriately.

Lemma 7.9. Assume that NCE is a secure non-committing encryption scheme, then for all PPT adversaries A there
exists a negligible function neg|(-) such that for all A € N, |p4 H,, — PAH,,| < negl(A).

Using the above lemmas and triangular inequality, for all PPT adversaries A, there exists a negligible function
negl(-) such that forall A € N, |pa,, — PAH,,| < negl(A).
O

Using Theorem 3.14, Theorem 3.17 and Theorem 3.11, we have Theorem 1.5.

8 Rate-1 Strongly Incompressible ABE/IBE from RNC-AB/IB-KEM

In this section, we show a construction for strongly incompressible IBE using an RNC-IB-KEM and an incompressible
SKE scheme. Since the construction follows a similar approach in the ABE setting, we omit it here. Let IBKEM =
(IBKEM.Setup, IBKEM.KeyGen, IBKEM.Encap, IBKEM.Decap) be an RNC-IB-KEM and IncSKE = (IncSKE.Setup,
IncSKE.Enc, IncSKE.Dec) be an incompressible SKE scheme such that IncSKE.Setup outputs a truly random string.

Setup(l)‘, 15) : The setup algorithm takes as input the security parameter A and the upper bound for the state bound
S. It computes (ibkem.mpk, ibkem.msk) < IBKEM.Setup (1%, 1/"eskl) and outputs mpk := ibkem.mpk and
msk := ibkem.msk.

KeyGen(msk, id) : The key generation algorithm takes as input a master secret key msk = ibkem.msk and an identity
id and computes ibkem.sk;q <— IBKEM.KeyGen (ibkem.msk, id). It outputs ibkem.skiq.

Enc(mpk, id, m) : The encryption algorithm takes as input a master public key mpk = ibkem.mpk, an identity id and
message m. It generates (ibkem.ct, seskey) <— IBKEM.Encap(ibkem.mpk, id) and sets inc.sk := seskey. It then
computes inc.ct < IncSKE.Enc(inc.sk, m) and returns ct := (ibkem.ct, inc.ct).

Dec(sk, ct) : Thedecryption algorithm takes as input a secret key sk = ibkem.sk and a ciphertext ct = (ibkem.ct, inc.ct).
It first computes inc.sk <— IBKEM.Decap(ibkem.sk, ibkem.ct). Then, it computes m < IncSKE.Dec(inc.sk, inc.ct).
It returns m.

Correctness. The correctness is straight-forward from the correctness of NC-IBE scheme and incompressible SKE
scheme.

Parameters. The size of a ciphertext for a message m is |ibkem.ct| + |inc.ct|. If the incompressible SKE scheme has
rate-1 (see Theorem 3.7), then |inc.ct| = [m|(1 4 0(1)) + poly(A). If the NC-IBE scheme generates ciphertext whose
size is independent of the session key, we have |ibkem.ct| = poly(A). Therefore, the rate of the incompressible IBE
scheme is 1 —o(1).

Theorem 8.1. Assuming that IBKEM is a secure RNC-IB-KEM scheme and IncSKE is a incompressible SKE scheme,
the above construction is a secure strongly incompressible IBE scheme.

Proof sketch. We will show that the construction is secure using a sequence of hybrid arguments.

Hybrid Hy: This is the original strongly incompressible IBE security game.
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Hybrid H;: In this game, the IBKEM scheme is changed to simulation mode. To be precise, the first simulator is used
generate the master public key ibkem.mpk. The second simulator will be used to handle the key queries. The third
simulator will be invoked on id* to produce the simulated ciphertext ibkem.ct. Finally, for a randomly generated
inc.sk, the fourth simulator on input inc.sk will produce the master secret key ibkem.msk. The indistinguishability
of Hy from H; follows directly from the security of the RNC-IBE.

We now argue that there is no PPT adversary that can win in H; with non-negligible probability. This follows from
the security of the incompressible SKE scheme. This is because an adversary A = (A1, A) that wins in Hy can be
used to build an adversary B = (31, B7) that breaks the security of the underlying incompressible SKE as follows. 13
can simulate H; using the first two IBKEM simulators upto the challenge phase. On receiving (g, m1 ) from Ay, it
will forward it to the SKE challenger and receives inc.ct™. It will relay (ibkem.ct, inc.ct*) where ibkem.ct is generated
by the third IBKEM simulator. In the second phase, it will receive inc.sk from the SKE challenger and will use the
fourth IBKEM simulator will generate ibkem.msk. O

Combining Theorem 8.1, Theorem 3.7, Theorem 10.2, we obtain Theorem 1.2.

Remark 8.2. We highlight that a similar approach can be employed to construct incompressible IBE from RNC-IBE and
incompressible SKE. In this approach, during the encryption process with inputs m and identity id, a secret key inc.sk
of the incompressible SKE is freshly generated and encrypted, producing ibe.ct < IBE.Enc(mpk, id, inc.sk). Then, the
message m is encrypted as inc.ct <— IncSKE.Enc(inc.sk, m), and the final ciphertext is ct := (ibe.ct, inc.ct). Note that
the size of the ciphertext ct depends on both |inc.sk| and [inc.ct| because ibe.ct is an encryption of inc.sk. Therefore,
combining Theorem 1.3 and Theorem 3.8, we get Theorem 1.4.
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9 Construction of Predicate Encoding for Identity Predicate

The following construction was provided in [CGW15]. Let p be a prime and X = ) = Z,,. The identity predicate P is
a predicate such that P(x,y) =1 <= x =y. The algorithms are as follows.

 sE(x, (w1, w2)) = wq + xwp where w; € Zf,.
* rE(y, (W1, W2)) = W1 + yw, where w; € Zf,.
* kE(y, &) = & where w € leg.

* sD(x,y,¢) = cwhere c € Z%,.

* rD(x,y,k) = k where k € Z%.

It is easy to verify the linearity properties. When x = y, sE(x, (w1, w2)) = rE(y, (w1, w;)). With regards to
a-privacy, when x # y, (W + xwp, Wy + ywp) are pairwise independent.

10 Receiver Non-Committing IB-KEM and IBE from Bilinear Groups

In this section, we present an adaptive secure receiver non-committing identity based key encapsulation mechanism
(RNC-IB-KEM) using the concepts of dual system encryption [Wat09].

10.1 Construction

Our construction is as follows. Let HC : G x {0,1}1°8(P) — {0,1} denote a 1-bit randomness extractor over a group
element and £ := ¢(A) be a polynomial in A.

Gen(11):

* Generate a bilinear group (G1, G2, Gr,¢,p,81,92)-
* Generate a,b < Z% and W1, W, < Z%XZ.

« Output pp := ([a]y, [b]2, [W1a]1, [Waa]q, [W] b, [W, bz). We assume that (Gy, Gy, Gr, e, p,g1,82) is
included in pp and omit to write it.

Setup(pp):
* Parse ([a], [b]p, [W1a]1, [Waalq, [WlTb]g, [W;b]z) + pp.
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« Generate 11 < {0,1}18(P),
* Generate k; - Z3,Vi € [(].
* Output mpk := ({ [a"k;|1 Yiep 1) and msk = {k; }icqg)-
Keygen(pp, msk,id € Z,):
* Parse ([a]y, [b]2, [W1al1, [Waaly, [W{ b], [W, b]y) < pp and {k; } < msk.
* Generate s; <— Z,, Vi € [{].
¢ Output skiq := { ([Sib]z, [ki + Si(Wl +id - Wz)Tb}z) }ie[ﬁ]'
Encap(pp, mpk, id):

* Parse ([ay, [b]2, [W1aly, [Waaly, [W{ b]o, [W, b))  pp and
{ [aTki]T }ie[f] ,h) < mpk.
¢ Generate r <— Zp.

* Output ct := ([ra]y, [r(Wq +id - Wp)a]1) and seskey := { HC([ra'k;]1, }) Fiepe-
Decap(pp, skig, ct):

« Parse { ([di], []2) ey < Skia and ([ely, [€]r) < ct.

* Output seskey := { HC(e([c]lT, [dﬂz)/e([c’]lT, [d]2),h) }ie[é]'
Simq (14,17)

* Generate a bilinear group (G, G2, Gr,¢,p,81,92)-

* Generate a,b < Z; and W1, Wy < Z%XZ.

* Generate k;1 < Zp, Vi € [¢] and h < {0, 1}los(p),

* Output pp := ([a]y, [b]2, [W1a]1, [Waal1, [W{ bz, [W; b2) and mpk := ({ [ki1]r };c( ) and st; =

({ ki }z‘e[é} ,a).

Simp(sty,id) :

* Generate s;, w; <— Zp, Vi € [(].

¢ Output skig := { ([s;b]2, [‘:ﬁ ca+s;(Wy+id- W) Tb+wat]y) }’e[f} and stp := sty.
1

Simg(stp, id™) :

* Generate uq, Uy < Z)p and setu = uja + upat.

* Outputs ct* := ([u]q, [(W1 +id* - Wp)u]q) and stz := (stp, uq, up).
Simy/(sts, seskey € {0,1}¢) :

* Generate x; € Z, such that seskey; = HC([x;], 1) via rejection sampling.

. xi—uikiq
* Set ki,2 =11 ™ !
ko= { ki1 kio 1
* Output msk := { P -a+ cat}

> .
|at| ic[]

Remark 10.1. The randomness used in the setup algorithm includes #, which is part of the master public key and the set
{k; }, which constitutes the entire master secret key. Since, the challenger outputs / in the initialization phase and
provides the master secret key in the challenge, the adversary effectively gains access to all the randomness used in the
setup algorithm during the challenge phase.
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Parameters. The size of a ciphertext is poly()\), i.e., it is independent of {. Whereas, the size of the master public
key, master secret key and secret keys depend on /.

Correctness. For correctly generated skig := ({ [s;b], [k; + s;(W1 +id - W2) "b],) }iep andct := ([ra]y, [r(W1 +
id - Wp)a] ), we have
6([?3]?, [ki + Si(W1 +id - Wz)Tb]z) _ [raTki + rsiaT (Wl +id - Wz)Tb]T
e([r(W1 +id- Wp)a]], [s;b]>) [rs;a® (Wy +id - W2) Tb]T

= [ra"kj]r

forall i € [¢]. Since, HC(-,-) is a deterministic function, the correctness follows immediately.

Theorem 10.2. Assuming the hardness of SXDH, the above scheme is a secure receiver non-committing identity-based
key encapsulation mechanism.

Proof. Consider the following experiment for an adversary A that makes g queries to OyserkeyGen-
Hybg: This corresponds to the real experiment of non-committing security.

1. The challenger generates pp, mpk, msk as follows.
* Generate a bilinear group (G1, Gy, Gr,¢,p,81,$2)-
e Generate a,b < Zf, and W1, W5 < Z%XZ.

* Generate k; Zizg, Vi € [f] and h < {0, 1}18(r),
* Set pp := ([a]y, [b]2, [W1a]y, [Waal1, W] b]o, [W) bly), mpk := ({[a'ki] };, k), and msk :=
{ki};
The challenger sends pp and mpk to A.
2. A can get access to the following oracle that provides access to Keygen(pp, msk, -).
OuserKeyGen(idj ): Given the j-query idl e Z, as an input, it returns sk, ,; generated as follows.
* Generate sf: — 2y, Vi€ [{].
* Set sk := { ([s/b]2, [k; + s} (W +id/ - W3) Tb]2) }..
3. Aoutputs id* € Z,. The challenger generates (ct*, seskey™) as follows.
* Generate 7 < Zy.
* Setct* := ([ra]y, [r(Wy +id* - W)a];) and seskey* := { HC([rak;|7, h) },.
The challenger sends (msk, ct*, seskey™) to A.
4. 4 outputs coin’ € {0,1}.

Using a sequence of hybrid experiments, we will prove that the experiment can be indistinguishably changed into
non-committing experiment. We will denote the probability that A outputs 0 in the hybrid Hyb; using p 4 p,.

Below, we assume that a and b are linearly independent and a' and b are also linearly independent, which hold
with overwhelming probability over the choice of a and b.

Changing the challenge ciphertext into semi-functional mode.

Hybrid Hyb,: Thisis the same as Hybg except (ct*, seskey™) is generated as ct* := ([u]1, [(W71 +id* - W2)u];) and seskey* :=
{HC([u"k;], k) };, where u <+ Z%,.

We have |p 4 H, — P.AH,| = negl(A) from the DDH assumption on Gj.
Lemma 10.3. For all PPT adversaries A, there exists a PPT adversary B such that, |p 4 1, — PAH,| < PB,0DH-
We define Hyb, 5 as Hyb;.
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Changing the user secret keys into semi-functional mode. We change the user secret keys into semi-functional
mode using Hyby ; 1, -, Hyby ;5 for i € [g]. Below, we define Wy := b* (at)T/(b*)Tat,

Hybrid Hyb, ; ;: This is the same as Hyb; ;_ 5 except that OyserkeyGen behaves as follows.

OUserkeyGen (id): Given the j-th query id e Z, as an input, it behaves as follows.

o If j < i, return ski o generated as follows.

— Generate sil, wf]'l — Zp,Vd € [{].

— Set sk, := { ([s)b]o, [kg + s, (W1 +id/ - W) Tb + whal]y) } .
e If j = i, return sk, ;; generated as follows.
— Generate v/, Z3,vd € [{].

- Set sk, := { ([Vfi]z, kg + (W1 + id - WZ)TVfi]2) }d'
e If j > i, return sk, ,; generated as follows.

— Generate sé — Zp,vd € [{].
— Setskyj == { ([s/b]2, [k + 5 (W7 +id/ - W2) Tb]5) } ..
We have [p a4, ., — P.AH,| = negl(A) from the DDH assumption on G,.

Lemma 10.4. For all PPT adversaries A, there exists a PPT adversary B such that,

PAHy,, — PAH| < pBDDH-

Hybrid Hyb; ; Az This is the same as H)ﬁbl,i,l except that we generate Wy, W, < Z%XZ and wq, wy < Zp, and set
Wi :=W; +w;Wyand Wy := W, + wr, Wy

We have |p 4 H,,, — PAH,,,| = 0 since the distribution of Wy, W5 do not change.

Lemma 10.5. For all PPT adversaries A and all A € N,

PAHy» — PAH; | =0.

We prove that w1 and w, appears only in ct* in the form of wq + id* - w, and in sk,qi in the form of wq + id" - w,.

First, we have [W,a]; = [W,a]; and [W, b, = [VAVIb}z for a € {1,2}. For ct*, we can write u = ra + r’b", and
thus we have

ct” = ([u]y, [(W1 +id" - W2)u]q)
= ([u]q, [(Wy +id* - Wo)u + 7/ (wy +id* - wo)bt]y).

Also, for skidi, we can write Vfi = sfib + tfiaL and thus we have

sk = { ([vi]2, (kg + (W +id" - W2) Tvi]2) 3,
={ ([V;]z, [k + (Wy + id - VAVZ)TVZ + t;(zm +id’ - wz)aJ‘h) ba-

Moreover, for j # i, we can write ski gi as

skigi = { ([s{ib]z' [ka+ Sé(‘ivl * id]: . VAY2)Tb +wjat]y)}, for j<i
| { ([sbl2, [ky + s, (W1 +id/ - Wa) Tbla) }, for j> i

Hybrid Hyb, ; 3: This is the same as Hyb;;, except that for the i-th query id’, OUserKeyGen returns sk. ; :=
D1,i3 . 1YP1,i2 : Y id
{ ([vh]2, kg + (W1 +id’ 'WZ)TV; + w;aL]z) }d, where w); < Z,.
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It is important to note that only the secret key sk, ;; contains information about w1 and w, while the remaining secret
keys do not. Therefore, we have |p 4, 5, — PAH, ,,| = negl(A), since id* # id’, which implies

{wr +id™ - wy, wy +id" - wy }wl,wz ={w +id" -wy,u }wl,wz,u

and with probability ijl, a randomly chosen tfi is invertible.

Lemma 10.6. For all PPT adversaries A and A € N,

PAH,3 — P-A;Hl,i,zl = negl(A).

Hybrid Hyb, ; 4: This is the same as Hyb, ; 3 except that we undo the change between Hyb ; 1 and Hyb; ; ;. Namely,
we generate Wy, Wy < Z%XZ.

We have |PA,H1,Z-/4 - p-A/Hl/i,3| =0.

Lemma 10.7. For all PPT adversaries A, |pan,;, — PAH, ;5| =0

Hybrid Hyb, ;5: This is the same as Hyb;, except that for the i-th query id’, OuUserKeyGen returns sk, i :=
{ ([s'b]2, [kg + s';(Wq +id" - W2) Tb + what],) } 4 where sl w, « Z,,.

We have [p 4 1, .5 — P.AH,,,| = negl(A) from the DDH assumption on G,.

Lemma 10.8. For all PPT adversaries A, there exists a PPT adversary BB such that,

PAH ;5 — pA,H1,i,4| < £ p5poH-
We also have |p A, .., — PAH,, 5| = negl(A) from DDH assumption on Gp.

Lemma 10.9. For all PPT adversaries A, there exists a PPT adversary B such that,
- pB,DDH-

PAH ) — pArHl,i,5| <

Final steps towards non-committing mode.
Hybrid Hyb,: We define Hyb, as the same game as Hyb, , 5. The detailed description is as follows.

1. The challenger generates pp, mpk, msk as follows.
* Generate a bilinear group (G1, G2, Gr,¢,p,81,82)-
* Generate a,b < Z; and W1, Wy <— Z%XZ.
* Generate k; ¢ Z3, Vi € [{] and h {0,1}108(p),
« Set pp := ([a]1, [b]2, [W1a]1, [Waa]y, [W{ by, [W] b)) and mpk := ({ [a"k;]r },, /) and msk :=
{ki};-
The challenger sends pp and mpk to A.
2. A can get access to the following oracle.

OuserKeyGen(idj ): Given the j-query idl e Z, as an input, it returns sk, ,; generated as follows.
* Generate S{i' w{i <— Zy,vd € [6] '
e Set Skidj = { ([S{ib]z, [kd + S{i(W1 +id/ - Wz)Tb + w{iai]z) }d'
3. Aoutputs id* € Z,. The challenger generates (ct*, seskey™) as follows.

* Generate u < Z2.
e Setct* := ([u]y, [(Wq +id* - W2)u]q) and seskey* := { HC([u"k;]1, /) };.
The challenger sends (msk, ct*, seskey™) to A.
4. A outputs coin’ € {0,1}.
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Hybrid Hybs: This is the same as Hyb, except that we generate k; 1, k;» < Z, and set k; < kl—lz -a+ -al. By

la

this change, we have mpk = { [k; 1] };.

This is just conceptual change and we have |p 4 p, — p.a,H,| = 0.

Lemma 10.10. For all PPT adversaries A and all A € N,

PAH, — PAH| =0

Hybrid Hyb,: This is the same as Hybs except that for the any query id/, OuserKeyGen returns

ok » y |
SI(idi = {([Siib}Z/ [712 a4+ s{i(Wl +id/ - Wz)Tb + T’()Ziai]Z)}d

al

Joo
, where Sy Wy Zp.

k24 w{i and wél identically distributes for every j € [g],d € [¢] when wé is

We have [p . m, — pas| = 0 since |
a

chosen uniformly at random.

Lemma 10.11. For all PPT adversaries A and for all A € IN,

paH, —Pasl =0.
Hybrid Hybs: This is the same as Hyb, except that we generate uq, up < Zj and setu <— uja + urat.

This is just conceptual change and we have |p 4, — pa4| = 0.

Lemma 10.12. For all PPT adversaries A and for all A € N, =0.

PA,H5 - p.AA

Hybrid Hyby: This is the same as Hybs except that we generate x; <— Z, and we set k;» =
we have seskey” = { HC([x;]T, h) };.

i1 By this change,

x;—uik;
u

We have |p 4 p, — pAas| < negl(A) since k; still distributes uniformly at random when u; is invertible which occurs
with high probability.

Lemma 10.13. For all PPT adversaries A and A € N,

PAH, — PA5| < negl(A).

Hybrid Hyb,: This is the same as Hybg except that we defer the generation of k; until the challenge phase. The detailed
description is as follows.
1. The challenger generates pp, mpk, msk as follows.
* Generate a bilinear group (G1, G2, Gr,¢,p,81,82)-
* Generate a,b <— Z; and W1, Wy < Z%XZ.
* Generate k;1 < Zp, Vi € [{] and h < {0,1}1°8(P).
* Set pp := ([a]1, [b]2, [Wral1, [Waal1, [W{ b]o, [W; bl2) and mpk := ({ [kia]7 };, 1)
The challenger sends pp and mpk to A.
2. A can get access to the following oracle.
OuserkeyGen (idj ): Given the j-query idl e Z, as an input, it returns sk, ,; generated as follows.
* Generate s}, w), < Z,,vd € [(].
. k . . . i
e Set Skidj = { ([S{ibh, [71 -a—+ S;(W1 +id/ - Wz)Tb + w{iaL]z) }d.

laf*
3. Aoutputs id* € Z,. The challenger generates (ct*, seskey™) as follows.

* Generate uq,up <~ Zp and setu = uja + upat.

* Generate x; < Zp, Vi € [{]
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e Setct® := ([u]y, [(Wy +id" - Wy)u]q) and seskey® := { HC([x;]1, 1) },.

* Setk;, = 151 ”1k”andmsk —{kl' —|-| 12| . L}
a

The challenger sends (msk, ct*, seskey®) to A.
4. 4 outputs coin’ € {0,1}.

It is easy to see that Hyb; can be simulated using the RNC-IB-KEM simulators. Using the above lemma along with
triangular inequality, the theorem follows. O

Combining Theorem 4.4 and Theorem 10.2, we obtain the following.

Theorem 10.14. Assuming hardness of SXDH, there exists secure RNC-IBE schemes.
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